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British Police Arrested Couple for Spreading
Zeus Trojan

British Police stated on November 18, 2009 that they had arrested two
individuals for spreading Zbot or Zeus, an advanced malware capable of
extracting sensitive details from a user's computer.

The duo, husband and wife, both aged 20, were arrested on November 3, 2009
in Manchester, England, stated the Metropolitan PCeU (Police's Central e-Crime
Unit). Although the couple is currently free on bail, they will be eventually tried
under the 1990 Computer Misuse Act along with the 2006 Fraud Act.

Talking about Zeus, it is a highly sophisticated malware that users frequently
download on their computers unknowingly, following a social engineering tactic
or phishing, which impersonates credit card companies, tax offices, banks, or
some other entity known to victims, luring them to follow malevolent links or to
go to malware-ridden websites. During one such assault, a variant of Zeus
mimicked an e-mail of an organization's IT unit and directed the user that he
must update his Web-mail configurations with Microsoft.

Once placed on a user's system, Zeus creeps inside IE or other browser of the
victim where it monitors the traffic. Thereafter, it copies Social Security
numbers, credit card details as well as credentials for online banking, other
financial accounts and corporate login details that it then transmits to its
remote controller, according to investigators at the security firm BitDefender.

Graham Cluley, Senior Technology Consultant at Sophos (an antivirus firm)
states that Zeus isn't merely an isolated malware, rather it is a group consisting
of several other members, each disguising differently and try to infect end-
users as well as to steal their confidential data, which could enable attackers to
hack into the victims' social-networking and bank accounts, as reported by
TheRegister on November 18, 2009.

According to officials in London, individuals and organizations that were
infected by Zbot suffered significant monetary losses while those responsible for
spreading the malware enjoyed enormous financial gains.

Additionally, the arrest is the first of its kind in Europe and also across the globe
in relation to the Zeus Trojan, they said.

Related article: British Telecommunications Introduces New anti-spam
System

» SPAMfighter News - 27-11-2009
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Z-bot tojan virus A.K.A ZEUS - Microsoft Answers 	 Page 2 of 4 

	

All Replies (5) 	More Help 

Was this helpful? 

Yes 

In reply to  post on May 29 2010 

Is there a way to get rid of a zbot? 

Btw. i hae avira, norton, AVG, and mcafee and spybot search and destroy rning together and still it happened any ideas? 

	

May 29, 2010 	I Reply with quote I Report abuse 

Reply 

 

Was this helpful? 

Yes 

In reply to  post on May 29, 2010 

If Multiple anti-virus programs are running, your system may experience performance degradation and other problems 
caused by the conflict of two services providing real time protection simultaneously. 

Please uninstall all security application and restart your computer. After that install microsft security essential and scan your 
system 

If you have further concerns and need help to remove threats/virus on your system , please go to 

https://consumersecuritysupport.microsoft.com/ 

Hope the above information's helps you 

Good luck 

If this post helps to resolve your issue, please click the "Mark as Answer" or If you find it helpful , Mark it as helpful by 
clicking on "Helpful" button at the top of this message. By marking a post as Answered, or Helpful you help others find the 
answer faster. 

May 29, 2010 	I Reply with quote I Report abuse 

Reply 

Was this helpful? 

http://answers.microsoft.com/en-us/windows/forum/windows  vista-security/z-bot-tojan-vi... 3/17/2012 





Z-bot tojan virus A.K.A ZEUS - Microsoft Answers 	 Page 4 of 4 

Exercise caution with e-mail and attachments received from unknown sources, or received unexpectedly from known 
sources. Use extreme caution when accepting file transfers from known or unknown sources. 

Exercise caution with links to Web pages that you receive from unknown sources, especially if the links are to a Web page 
that you are not familiar with, unsure of the destination of, or suspicious of. Malicious software may be installed in your 
system simply by visiting a Web page with harmful content. 

Threats may also be bundled with software and files that are available fdr download on various torrent sites. Downloading 
"cracked" or "pirated" software from these sites carries not only the risk of being infected with malware, but is also illegal. For 
more information, see The risks of obtaining and using pirated software '. 

While attackers may attempt to exploit vulnerabilities in hardware or software in order to compromise a system, they also 
attempt to exploit vulnerabilities in human behavior in order to do the same. When an attacker attempts to take advantage of 
human behavior in order to persuade the affected user to perform an action of the attacker's choice, it is known as 'social 
engineering'. Essentially, social engineering is an attack against the human interface of the targeted system. For more 
information, see 'What is social engineering? '. 

Attackers may try to gain access to your Windows account by guessing your password. It is therefore important that you use 
a strong password — one that cannot be easily guessed by an attacker. A strong password is one that has at least 8 
characters, and combines letters, numbers, and symbols. For more information, see 
http://www  microsoft com/protectly:,.. 	 ordicreate mspx . 

If this post helps to resolve your issue, please click the "Mark as Answer" or If you find it helpful , Mark it as helpful by 
clicking on "Helpful" button at the top of this message. By marking a post as Answered, or Helpful you help others find the 
answer faster. 

May 29, 2010 	Reply with quote Report abuse 
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Windows Vista Start up message Virus in Win.32?zbot.cre in - MicrosoftAnswers 	Page 1 

Qu. .tion 

Windows Vista Start up message Virus in Win32?zbot.cre in c:\documents  and 
settings \application\data\vgeq\zeywk 

Windows Windows Vista i Security, Privacy, and User Accounts 

think I have a virus 

When I logged onto my computer this morning I got the following message: 

Virus in Win32?zbot.cre in c:\documents  and settings \ application \data\vgeq \zeywk 

I am using a computer that is networked to a Microsoft 2008 server at the office 

September 21, 2010 	E  Reply with quote Report abuse 

Email me 3  People had 
this question 

Was this helpful? 

Yes 

Answer 

Hi  

You may try booting in Safe mode and check if the issue occurs 

Step 1: Safe mode 

You may refer the following links to boot in safe mode: 

http://windows.microsoft.com/en-US/windows-vista/Advanced-startup-options-including-safe-mode  

http://windows.microsoft.com/en-US/windows-vista/Start-your-computer-in-safe-mode  

Step 2: Perform Clean boot 

If you can boot in safe mode then try performing a clean boot to check if any third party software or startup item is causing 
this issue. 

For more information on performing clean boot, you may refer the following link: 

http://support.microsoft.com/kb/929135  

If your issue is resolved after performing Clean Boot, then follow the steps mentioned in the above KB article to narrow down 
the exact source: 

Also, after resolving the issue, see the section on how to return your computer to a Normal startup mode by following the 
steps under "Reset the computer to start as usual. 

Step 3: You may also try running a live scan and antimalware scan. 

Refer the following link: 

http://www.microsoft.com/security/malwareremove/default.aspx  

If nothing works, then you may get in touch with the system administrator. 

If you need any further help, you may also post the issue here: 

httpilsociallechnet.microsoft com/Forums/en-us/itprovistasecurityithreads 

Hope this information is helpful. 

 
Microsoft Answers Support Engineer 
Visit our Microsoft Answers Feedback Forum and let us know what you think 

If this post helps to resolve your issue, please click the "Mark as Answer" or "Helpful" button at the top of this message. By 
marking a post as Answered, or Helpful you help others find the answer faster. 

http://answers.microsoft.com/en-us/windows/forum/windows_vista-security/windows-vist... 3/17/2012 















































 

  

 


