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Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ï ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» î ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» í ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ì ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ë ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ê ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» é ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» è ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ç ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ ïí Ú·´»¼ ðîñîîñïð Ð¿¹» ïð ±º ïð
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Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ï ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» î ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» í ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ì ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ë ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ê ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» é ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» è ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ç ±º ïð



Ý¿» ïæïðó½ªóððïëêóÔÓÞóÖÚß Ü±½«³»²¬ íè Ú·´»¼ ðíñïðñïð Ð¿¹» ïð ±º ïð
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation.

Pl-Uaintiff.

v.

DOMINIQUE ALEXANDER PATTI. an
individual: DOTFREE GROUP S.R.O.. a
Czech limited liability company, JOHN
DOES 1-22. CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS

Defendants.

No. \:ucvloH
Civil Action No:

FILED UNDER SEAL

EX PARTE TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corp. ("Microsoft") has file a complaint for injunctive and otherrelief

pursuant to: (1) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the CAN-SPAM Act

(15 U.S.C. § 7704): (3) the Lanham Act (15 U.S.C. §§ 1114(a)(1). 1125(a). (c)); and (4) the

common law of trespass, unjust enrichment, conversion, and negligence. Microsoft has moved

exparte for an emergency temporary restraining order and an order to show cause why a

preliminary injunction should not be granted pursuant to Rule 65(b) of the Federal Rules ofCivil

Procedure and the All-Writs Act. 28 U.S.C. § 1651.

FINDINGS

The Court has considered the pleadings, declarations, exhibits, and memorandum filed in

support of Microsoft's motion and finds that:

I. This Court hasjurisdiction over the subject matter of this case and there is good

cause to believe that it will have jurisdiction over all parties thereto: the Complaint states a
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IN T I-iE UN IT EJ) STATES J)I STRI CT C O URT 
FOR TI-IE EASTElm J)I STRI CT OF VIRG INIA 

Alexandria Division 

MICROSOFT CORPORATION_ a 
Washi ngton corporation. 

Plainlil[ 

v_ 

DOM IN IQ UE ALEXAN DER rATrI. an 
individual: DOTFREE G ROU P S.R.O __ a 
Czech limited liability company, JOHN 
DOES 1-22. CONTRO LLING A 
COM PUTER 1l0TNET TI IERE Il Y 
INJU RI NG MICROSOFT AN D ITS 
CUSTOMERS 

Defendants. 

) 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

-------------------------) 

Civil Action No: \ : \ \ C v \ 0 \ '\ 

FILEJ) UN J)ER SEAL 

EX PAIITETEMI'ORARY REST RAI NING ORJ) ER ANJ) 
OllDEI~ TO S I-IOW CAUSE RE PRELIM INA RY INJ UNCTION 

Plaintiff M icrosoft Corp. ("M icrosoft") has file a complaint for injunctive and other relief 

pursuant to: ( I ) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the CIIN-SPAM Ac t 

(15 U.S.c. § 7704); (3) the Lanham IIct ( 15 U .S.c. §§ I 114(a)( I). I 125 (a). (c ) : and (4) the 

common law of trespass. unjust enrichment. conversion. and negligence. tv! icrosoli has moved 

c'X parle lor an emergency temporary restraini ng order and an order to show cause why a 

preliminary injunction should nOI be granted pursuant to Rule 65(b) of the Federal Rules of Civi l 

Procedure and the All-Writs Act. 28 U.S.c. § 1651. 

FINDINGS 

The Court has considered the pleadings. declarations. exhibits, and memorandum filed in 

support of Microsoli's motion and finds that: 

I. This Court has jurisdiction over the subjcct mailer of this case and there is good 

calise to believe that it will have jurisdict ion over all parties thereto: the Complaint states a 
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claim upon relief may be granted against Defendants under the Computer Fraud and Abuse Act 

(18 U.S.c. § 1030), CAN-SPAM Act (15 U.S.C. § 7704), Electronic Communications Privacy 

Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. § 1125), common law trespass to chattels. 

unjust enrichment. conversion, and negligence. 

2. There is good cause to believe that Defendants have engaged in and are likely to 

engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030). 

CAN-SPAM Act (15 U.S.C. § 7704), Electronic Communications Privacy Act (18 U.S.c. § 

270 I), the Lanham Act (15 U .S.C. § 1125), common law trespass to chattels, unjust enrichment, 

conversion, and negligence, and that Microsoft is, therefore, likely to prevail on the merits of 

this action; 

3. There is good cause to believe that, unless the Defendants are restrained and 

enjoined by Order of this Court, immediate and irreparable harm will result from the 

Defendants' ongoing violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030), 

CAN-SPAM Act (15 U.S.C. § 7704), Electronic Communications Privacy Act (18 U.S.c. § 

2701). the Lanham Act (15 U .S.C. § 1125), common law trespass to chattels, unjust enrichment, 

conversion, and negligence. The evidence set forth in Microsoft's Brief in Support of 

Application for a Temporary Restraining Order and Order to Show Cause Re Preliminary 

Injunction ("TRO Motion"), and the accompanying declarations and exhibits, demonstrates that 

Microsoft is likely to prevail on its claim that Defendants have engaged in violations of the 

toregoing law by: 

a. intentionally accessing and sending malicious code to Microsoft's and its 

customers' protected computers and operating systems, without authorization, in 

order to infect those computers and make them part of the botnet; 

b. sending malicious code to configure, deploy and operate a botnet; 

c. sending unsolicited spam email to Microsoft's Hotmail accounts; 

d. collecting personal information, including personal email addresses; and 

e. delivering malicious code. 

- 2 - EX PARTE TRO AND ORDER TO SHOW 
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4. There is good cause to believe that if such conduct continues, irreparable harm 

will occur to Microsoft, its customers, and the public. There is good cause to believe that the 

Defendants will continue to engage in such unlawful actions if not immediately restrained from 

doing so by Order of this Court; 

5. There is good cause to believe that immediate and irreparable damage to this 

Court's ability to grant effective tinal relief will result from the sale, transfer, or other 

disposition or concealment by Defendants of the IP addresses and Internet domains at issue in 

Microsoft's TRO Motion and other discoverable evidence of Defendants' misconduct available 

through such IP addresses and Internet domains if the Defendants receive advance notice of this 

action. Based on the evidence cited in Microsoft's TRO Motion and accompanying declarations 

and exhibits, Microsoft is likely to be able to prove that: 

a. Defendants are engaged in activities that directly violate United States law and 

harms Microsoft, its customers and the public; 

b. Defendants have continued their unlawful conduct despite the clear injury to 

Microsoft, its customers, and the public; 

c. Defendants are likely to relocate the information and evidence of their misconduct 

stored at the IP addresses and Internet domains at issue in Microsoft's TRO 

Motion and the harmful and malicious code disseminated through these IP 

addresses and Internet domains; and 

d. Defendants are likely to warn its associates engaged in such activities if informed 

of Microsoft's action. 

6. Microsoft's request for this emergency ex parte relief is not the result of any lack 

of diligence on Microsoft's part, but instead based upon the nature of Defendants' unlawful 

conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), Civil L.R. 65-1 and the All-Writs 

Act. 28 U .S.C. § 1651, good cause and the interest of justice require that this Order be Granted 

without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide 

Defendants with prior notice of Microsoft's motion; 

- 3 -
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7. There is good cause to believe that Defendants have engaged in illegal activity 

lIsing the IP addresses and the .com and .cc domains that are maintained by the top level domain 

registry Veri sign, located in the United States and the Eastern District of Virginia. 

8. There is good cause to believe that to immediately halt the injury caused by 

Defendants, the hosting companies, IP registries, domain registries and domain registrars set 

forth in Appendices A and B, must be ordered, at 3:00 a.m. Eastern Daylight Time on 

September 26,20 I I or such other date and time as requested by Microsoft within seven days of 

this Order: 

a. to immediately take all steps necessary to lock at the registry level the domains at 

issue in the TRO Motion, and which are set forth at Appendix A hereto. to ensure 

that changes to the domain names cannot be made absent a court order; 

b. to immediately take all steps required to propagate the foregoing domain registry 

changes to domain name registrars; and 

c. to hold the domains in escrow and take all steps necessary to ensure that the 

evidence of misconduct available through the domains be preserved. 

d. to immediately take all steps necessary to disable access to the IP addresses at 

issue in the TRO Motion, and which are set forth at Appendix B hereto, to ensure 

that access to the IP addresses cannot be made absent a court order; 

9. There is good cause to permit notice of the instant order, notice of the Preliminary 

(njunction hearing and service of the Complaint by formal and alternative means, given the 

exigency of the circumstances and the need for prompt relief. The following means of service 

are authorized by law, satisfy Due Process, satisfy Fed. R. Civ. Pro. 4(1)(3) and are reasonably 

calculated to notity Defendants of the instant order, the Preliminary Injunction hearing and of 

this action: (I) personal delivery through the Hague Convention on Service Abroad or similar 

treaties upon defendants who provided contact information in toreign countries that are 

signatory to such treaties, (3) transmission by email.facsimile.mail and/or personal delivery to 

the contact information provided by Defendants to their domain name registrars and as agreed to 

- 4- EX I'ARTETROANDORDER TO SHOW 
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by Detendants in their domain name registration agreements, (4) publishing notice on a 

publically available Internet website andlor in newspapers in the communities where Defendants 

are believed to reside. 

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE 

IT IS THEREFORE ORDERED that, Defendants and their representatives are 

temporarily restrained and enjoined from intentionally accessing and sending malicious software 

or code to Microsoft's and its customers protected computers and operating systems, without 

authorization, in order to infect those computers and make them part of the Kelihos botnet, 

sending malicious code to configure, deploy and operate a botnet, sending unsolicited spam 

email to Microsoft's email and messaging accounts and services, sending unsolicited spam email 

that falsely indicates that they originated from Microsoft or are approved by Microsoft or are 

trom its email and messaging accounts or services, collecting personal information including 

personal email addresses, delivering malicious code including fake antivirus software, or 

undertaking similar activity that inflicts harm on Microsoft, its customers, or the public. 

IT IS FURTHER ORDERED that, Defendants and their representatives are temporarily 

restrained and enjoined from configuring, deploying, operating or otherwise participating in or 

facilitating the botnet described in the TRO Motion, including but not limited to the command 

and control software hosted at and operating through the IP addresses and domains set forth 

herein and through any other component or element of the botnet in any location. 

IT IS FURTHER ORDERED that Defendants and their representatives are temporarily 

restrained and enjoined from using the "Microsoft," "Windows," "Hotmail;' "Windows Live" 

and "MSN" trade names, trademarks or service marks, in Internet Domain addresses or names, in 

content or in any other infringing manner or context, or acting in any other manner which 

suggests in any way that Defendants' products or services come from or are somehow sponsored 

or aniliated with Microsoft, and from otherwise unfairly competing with Microsoft. 

misappropriating that which rightfully belongs to Microsoft. or passing off their goods as 

Microsoft's. 

- 5 -
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IT IS FURTHER ORDERED that the domain registries and registrars set torth in 

Appendix A must: 

u. immediately take all steps necessary to lock at the registry level the domains at 

issue in the TRO Motion. an which are set forth at Appendix A hereto, to ensure 

that changes to the domain names cannot be made absent a court order; 

b. immediately take all steps required to propagate to the toregoing domain registry 

changes to domain name registrars; and 

c. hold the domains in escrow and take all steps necessary to ensure that the 

evidence of misconduct available through the domains be preserved. 

d. Shall completely refrain from providing any notice or warning to, or 

communicating in any way with Defendants or Detendants' representatives and 

shall refrain from publicizing this Order until this Order is executed in full, except 

as explicitly provided for in this Order; 

u. Shall save all communications to or from Detendants or Detendants' 

Representatives and/or related to the domains set torth in Appendix A; 

c. Shall preserve and retain all records and documents associated with Defendants' 

or Defendants' Representatives' use of or access to the domains set forth in 

Appendix A, including billing and contact information relating to the Defendants 

or Defendants' representatives using these servers and all logs associated with 

these servers. 

IT IS FURTHER ORDERED that the Internet hosting and service providers identified 

in Appendix B to this order: 

b. Shall immediately take all reasonable steps necessary to completely block all 

access by Defendants. Defendants' representatives, resellers. and any other person 

or computer to the IP addresses set forth in Appendix B, except as explicitly 

provided for in this Order; 

- 6 -
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c. Shall immediately and completely disable the computers, servers, electronic data 

storage devices, sottware, data or media assigned to or otherwise associated with 

the IP addresses set forth in Appendix B and make them inaccessible from any 

other computer on the Internet, any internal network, or in any other manner. to 

Defendants, Defendants' representatives and all other persons, except as 

otherwise ordered herein; 

d. Shall immediately, completely, and until further order of this Court, suspend all 

services associated with the IP addresses set forth in Appendix B; 

c. Shall not enable. and shall take all reasonable steps to prevent. any circumvention 

of this order by Defendants or Deftmdants' representatives associated with the IP 

addresses or any other person; 

f. Shall disable, and shall deny to Defendants and Defendants' representatives, 

access to any and all "backup" systems, arrangements or services that might 

otherwise be used to support the IP addresses set forth in Appendix B or that 

might otherwise be used to circumvent this Order; 

g. Shall log all attempts to connect to or communicate with the IP addresses set forth 

in Appendix B; 

h. Shall save all communications to or from Defendants or Defendants' 

Representatives and/or related to the IP addresses set forth in Appendix B; 

1. Shall preserve and retain all records and documents associated with Defendants' 

or Defendants' Representatives' use of or access to the IP addresses set forth in 

Appendix B, including billing and contact information relating to the Defendants 

or Defendants' representatives using these servers and all logs associated with 

these servers; 

j. Shall completely refrain from providing any notice or warning to, or 

communicating in any way with Defendants or Defendants' representatives and 
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shall refrain from publicizing this Order until this Order is executed in full, except 

as explicitly provided for in this Order; 

IT IS FURTHER ORDERED that Internet hosting and service providers identified in 

Appendix B to this Order: 

a. Shall immediately identify and create a written list of domains, if any, hosted 

at the IP addresses set forth in Appendix B; shall transfer any content and 

software associated with such domains to IP addresses not listed in Appendix 

B; and shall notify the domain owners of the new IP addresses, and direct the 

domain owners to contact Microsoft's Counsel, Gabriel M. Ramsey, Orrick 

Herrington & SutclitTe, 1000 Marsh Road, Menlo Park, CA 90425-1015, 

(Tel: 650-614-7400), to facilitate any follow-on action. 

b. Shall produce to Microsoft documents and information sufficient to identitY 

and contact Defendants and Defendants' representatives operating or 

controlling the IP addresses set forth in Appendix B, including any and all 

individual or entity names, mailing addresses, e-mail addresses, facsimile 

numbers and telephone numbers or similar contact information, including but 

not limited to such contact information retlected in billing, usage and contact 

records. 

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary 

Injunction hearing and service of the Complaint may be served by any means authorized by 

law, including (1) by personal delivery upon defendants who provided contact information in 

the U.S.; (2) personal delivery through the Hague Convention on Service Abroad upon 

defendants who provided contact information outside the U.S.; (3) by transmission by e

mail, facsimile and mail to the contact information provided by defendants to the data 

centers, Internet hosting providers and domain registrars who hosted the software code 

associated with the domains and IP addresses set forth at Appendices A and B; and (4) by 

- 8 - EX PARTE TRO AND ORDER TO SIIOW 
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publishing notice 10 Dc rendallls on a publi cly avai lab le Internet webs ite and/or in 

11\!\Vspapers in the communities in which Delendants arc believed to reside . 

IT IS FURTHER ORD ERED. pursuant to Fedeml Rule or Civil Procedure 65(b) 
O~ 19~5--..-u> 11 oY-fD :$o f\;M f! . 

thm the Defendants sha ll appear before this Court within 1 'I dB) 5 fl Oll1 the llate of th is e rder. f/ 

to show calise. irthe re is any. why Ihis COU rl should not enter a Preliminary Injunction. 

pending lina l ru ling on the Complaint against the Defendants. enjo in ing them li'om the 

conduct temporari ly restrained by the preceding provisions of thi s Order. 

IT IS FURTHER ORDERED thm rvticrosoft shall post bond in the amount or 

S I 0.000 as cash to be paid into the Court regi stry. 

IT IS FURTHER ORDERED that the Defendants shall tile with the Court and 

serve on ;vlic rosoWs counsel any answering affidav its. pleadings, mot ions. t:xpert reports or 

declarations and/or legal memoranda no later than four (4) da ys prior 10 the hearing on 

Microsolt·s request for a preliminary injunction. Microsoft may file responsive or 

supplemental pleadings, materi als. affidavits, or memoranda wi th the Court and serve the 

same on cOllnsel lo r the Defendants no later than one (I) day prior to the preliminary 

inj unction hearing in this mailer. Provided that service shall be pcrfonned by personal or 

overn ight delivery. facsimile or electronic mail , and documents shall be delivered so Ihat 

they shall be received by the other parties no late r than 4:00 p.m. (Eastern Standard Time) on 

the appropri atc dates listed in thi s paragruph. 

IT IS SO Q RDERED fJames C. Cacheris . 
_ . /) 'lJ" . ' '1 d States District 1udge Entered thiS _r_ day o f September. 2011. n_l_c __________ _ 

United States District Judgc 

/0 :1'1 ~}1. 

Is! 

E J)-:I. 
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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN D

Alexandri

MICROSOFT CORPORATION, a
Washington corporation,

Plaintiff,

DOMINIQUE ALEXANDER PIATTI, an
individual; DOTFREE GROUP S.R.O., a
Czech limited liability company, JOHN
DOES 1-22, CONTROLLING A
COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS

Defendants.

STRICT OF VIRGINIA

a Division

Civil Action No: 1:1 lev1017 (JCC/IDD)

CONSENT PRELIMINARY INJUNCTION

PlaintiffMicrosoftCorp. ("Microsoft") has filed a complaint for injunctiveand other

relief pursuant to: (1) the Computer Fraudand Abuse Act (18 U.S.C. § 1030); (2) the CAN-

SPAM Act (15 U.S.C. § 7704); (3) the Lanham Act (15 U.S.C. §§ 1114(a)(1), 1125(a), (c)); and

(4) thecommon lawof trespass, unjust enrichment, conversion, and negligence. Microsoft has

moved for a preliminary injunction pursuant to Rule 65(b)of the Federal Rules of Civil

Procedure and the All-Writs Act, 28 U.S.C. § 1651.

FINDINGS

Findings Regarding The Domain "CZ.CC"

With respect to the internetdomainname"cz.ee," one of the domains that is the subject

of Microsoft's motion for a preliminary injunction, the Court makes the following findings:

1. Plaintiff Microsoft and Defendants Dominique Piatti and dotFree Group s.r.o.,

havejointly advised the Court that the parties have reached agreement regarding the disposition

of the "cz.ee" domain during the pendency of this action. Microsoft, Dominique Piatti and

1 PRELIMINARY INJUNCTION
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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division 

MICROSOFT CORPORATION, a 
Washington corporation, 

Plaintiff, 

v. 

DOMINIQUE ALEXANDER PIA TTl, an 
individual; DOTFREE GROUP S.R.O., a 
Czech limited liability company, JOHN 
DOES 1-22, CONTROLLING A 
COMPUTER BOTNET THEREBY 
INJURING MICROSOFT AND ITS 
CUSTOMERS 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

-----------------------------) 

Civil Action No: 1:llcvlO17 (JCC/IDD) 

CONSENT PRELIMINARY INJUNCTION 

Plaintiff Microsoft Corp. ("Microsoft") has filed a complaint for injunctive and other 

relief pursuant to: (I) the Computer Fraud and Abuse Act (18 U.S.C. § 1030); (2) the CAN

SPAM Act (IS U.S.C. § 7704); (3) the Lanham Act (IS U.S.C. §§ I I 14(a)(I), 1125(a), (c»; and 

(4) the common law of trespass, unjust enrichment, conversion, and negligence. Microsoft has 

moved for a preliminary injunction pursuant to Rule 65(b) of the Federal Rules of Civil 

Procedure and the All-Writs Act, 28 U.S.C. § 1651. 

FINDINGS 

Findings Regarding The Domain "CZ.CC" 

With respect to the internet domain name "cz.cc," one of the domains that is the subject 

of Microsoft's motion for a preliminary injunction, the Court makes the following findings: 

1. Plaintiff Microsoft and Defendants Dominique Piatti and dotFree Group s.r.o., 

have jointly advised the Court that the parties have reached agreement regarding the disposition 

of the "cz.cc" domain during the pendency of this action. Microsoft, Dominique Piatti and 
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dotFree Group have specifically advised the Court that such agreement includes provisions to 

disable malicious subdomains and a process to verify the identities of sub-domain registrants, 

and that Mr. Piatti and dotFree Group s.r.o. desire to comply with and adhere to the terms of that 

agreement and this Order. 

2. Plaintiff Microsoft and Defendants Dominique Piatti and dotFree Group s.r.o. 

have jointly advised the Court that the parties stipulate to the Court's jurisdiction and authority to 

enter the relief set forth herein regarding the domain "cz.cc," without waiver of any of the 

parties' rights or positions in this action. 

Findings Regarding Domains Registered By John Doe Defendants 

The Court has considered the pleadings, declarations, exhibits, and memorandum filed in 

support of Microsoft's motion and finds, with respect to Defendants John Does 1-22 that: 

1. This Court has jurisdiction over the subject matter of this case and there is good 

cause to believe that it will have jurisdiction over all parties thereto; the Complaint states a 

claim upon which relief may be granted against John Doe Defendants under the Computer 

Fraud and Abuse Act (18 U.S.C. § 1030), CAN-SPAM Act (15 U.S.C. § 7704), Electronic 

Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. § 1125), common 

law trespass to chattels, unjust enrichment, conversion, and negligence; 

2. There is good cause to believe that John Doe Defendants have engaged in and are 

likely to engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U .S.C. § 

1030), CAN-SPAM Act (15 U.S.C. § 7704), Electronic Communications Privacy Act (18 

U.S.C. § 2701), the Lanham Act (15 U.S.C. § 1125), common law trespass to chattels, unjust 

enrichment, conversion, and negligence, and that Microsoft is, therefore, likely to prevail on the 

merits of this action; 

3. There is good cause to believe that, unless the John Doe Defendants are enjoined 

by Order of this Court, immediate and irreparable harm will result from the Defendants' 

ongoing violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030), CAN-SPAM Act 

(15 U.S.C. § 7704), Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham 
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Act (15 U.S.C. § 1125), common law trespass to chattels, unjust enrichment, conversion, and 

negligence. The evidence set forth in Microsoft's Brief in Support of Application for a 

Temporary Restraining Order and Order to Show Cause Re Preliminary Injunction ("TRO 

Motion"), and the accompanying declarations and exhibits, demonstrates that Microsoft is likely 

to prevail on its claim that John Doe Defendants have engaged in violations of the foregoing law 

by: 

a. intentionally accessing and sending malicious code to Microsoft's and its 

customers' protected computers and operating systems, without authorization, in 

order to infect those computers and make them part of the botnet; 

b. sending malicious code to configure, deploy and operate a botnet; 

c. sending unsolicited spam email to Microsoft's Hotmail accounts; 

d. collecting personal infonnation, including personal email addresses; and 

e. delivering malicious code. 

4. There is good cause to believe that if such conduct continues, irreparable hann 

will occur to Microsoft, its customers, and the public. There is good cause to believe that the 

John Doe Defendants will continue to engage in such unlawful actions if not immediately 

restrained from doing so by Order of this Court; 

5. There is good cause to believe that immediate and irreparable damage to this 

Court's ability to grant effective final relief will result from the sale, transfer, or other 

disposition or concealment by John Doe Defendants of the Internet domains at issue in 

Microsoft's Motion for Preliminary Injunction and other discoverable evidence of John Doe 

Defendants' misconduct available through such Internet domains if the John Doe Defendants 

receive advance notice of this action. Based on the evidence cited in Microsoft's Motion for 

Preliminary Injunction and accompanying declarations and exhibits, Microsoft is likely to be 

able to prove that: 

a. John Doe Defendants are engaged in activities that directly violate United States 

law and harms Microsoft, its customers and the public; 
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b. John Doe Defendants have continued their unlawful conduct despite the clear 

injury to Microsoft, its customers, and the public; 

c. John Doe Defendants are likely to relocate the information and evidence of their 

misconduct stored at the Internet domains at issue in Microsoft's Motion and the 

harmful and malicious code disseminated through these Internet domains; and 

d. John Doe Defendants are likely to warn its associates engaged in such activities if 

informed of Microsoft's action. 

6. Microsoft's request for this emergency ex parle relief is not the result of any lack 

of diligence on Microsoft's part, but instead based upon the nature of John Doe Defendants' 

unlawful conduct. 

7. There is good cause to believe that John Doe Defendants have engaged in illegal 

activity using domains that are maintained by the top level domain registry Verisign, located in 

the United States and the Eastern District of Virginia. 

8. There is good cause to believe that to immediately halt the injury caused by John 

Doe Defendants, the domain registries and domain registrars set forth in Appendix A in relation 

to all domains other than Cz.cc, must be ordered: 

a. to immediately take all steps necessary to lock at the registry level and to place on 

registry hold all of the domains set forth at Appendix A hereto (except for 

"cz.cc"), to ensure that such domains are disabled during the pendency of this 

action and that changes to the domain names cannot be made absent a court order; 

b. to immediately take all steps required to propagate the foregoing domain registry 

changes to domain name registrars; and 

c. to hold the domains in escrow and take all steps necessary to ensure that the 

evidence of misconduct available through the domains be preserved. 

9. There is good cause to permit notice of the instant order and service of the 

Complaint by formal and alternative means, given the exigency of the circumstances and the 

need for prompt relief. The following means of service are authorized by law, satisfy Due 
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Process, satisfy Fed. R. Civ. Pro. 4(1)(3) and are reasonably calculated to notify Defendants of 

the instant order and of this action: (1) personal delivery through the Hague Convention on 

Service Abroad or similar treaties upon defendants who provided contact information in foreign 

countries that are signatory to such treaties, (2) transmission by email.facsimile.mail and/or 

personal delivery to the contact information provided by Defendants to their domain name 

registrars and as agreed to by Defendants in their domain name registration agreements, (3) 

publishing notice on a publically available Internet website and/or in newspapers in the 

communities where Defendants are believed to reside. 

PRELIMINARY INJUNCTION 

IT IS THEREFORE ORDERED that Plaintiff Microsoft and Defendants Dominique 

Piatti and dotFree Group s.r.o. are directed to adhere strictly to the terms ofthe agreement 

between them regarding disposition of the domain "cz.cc" during the pendency of this action, to 

prevent the irreparable harm that has been caused by others through the "cz.cc" internet domain 

name. In particular, Plaintiff Microsoft and Defendants Dominique Piatti and dotFree Group are 

directed to adhere strictly to the provisions of the agreement regarding disablement of malicious 

subdomains and provisions concerning a process to verify the identities of sub-domain 

registrants. 

IT IS THEREFORE ORDERED that, John Doe Defendants and their representatives 

are temporarily restrained and enjoined from intentionally accessing and sending malicious 

software or code to Microsoft's and its customers protected computers and operating systems, 

without authorization, in order to infect those computers and make them part of the Kelihos 

botnet, sending malicious code to configure, deploy and operate a botnet, sending unsolicited 

spam email to Microsoft's email and messaging accounts and services, sending unsolicited spam 

email that falsely indicates that they originated from Microsoft or are approved by Microsoft or 

are from its email and messaging accounts or services, collecting personal information including 

personal email addresses, delivering malicious code including fake antivirus software, or 

undertaking similar activity that inflicts harm on Microsoft, its customers, or the public. 
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IT IS FURTHER ORDERED that, John Doe Defendants and their representatives are 

temporarily restrained and enjoined from configuring, deploying, operating or otherwise 

participating in or facilitating the botnet described in the TRO Motion, including but not limited 

to the command and control software hosted at and operating through the domains set forth 

herein and through any other component or element of the botnet in any location. 

IT IS FURTHER ORDERED that John Doe Defendants and their representatives are 

temporarily restrained and enjoined from using the "Microsoft," "Windows," "Hotmail," 

"Windows Live" and "MSN" trade names, trademarks or service marks, in Internet Domain 

addresses or names, in content or in any other infringing manner or context, or acting in any 

other manner which suggests in any way that John Doe Defendants' products or services come 

from or are somehow sponsored or affiliated with Microsoft, and from otherwise unfairly 

competing with Microsoft, misappropriating that which rightfully belongs to Microsoft, or 

passing off their goods as Microsoft's. 

IT IS FURTHER ORDERED that the domain registries and registrars set forth in 

Appendix A must: 

a. immediately take all steps necessary to lock at the registry level and to place on 

registry hold all of the domains set forth at Appendix A hereto (except for 

"cz.cc"), to ensure that such domains are disabled during the pendency of this 

action and that changes to the domain names cannot be made absent a court order; 

b. to immediately take all steps required to propagate the foregoing domain registry 

changes to domain name registrars; and 

c. to hold the domains in escrow and take all steps necessary to ensure that the 

evidence of misconduct available through the domains be preserved. 

d. Shall save all communications to or from Defendants or Defendants' 

Representatives and/or related to the domains set forth in Appendix A; 

e. Shall preserve and retain all records and documents associated with Defendants' 

or Defendants' Representatives' use of or access to the domains set forth in 
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Appendix A, including billing and contact infonnation relating to the Defendants 

or Defendants' representatives using these servers and all logs associated with 

these servers. 

IT IS FURTHER ORDERED that copies of this Order and service of the Complaint 

may be served by any means authorized by law, including (1) by personal delivery upon 

defendants who provided contact infonnation in the U.S.; (2) personal delivery through the 

Hague Convention on Service Abroad upon defendants who provided contact infonnation 

outside the U.S.; (3) by transmission bye-mail, facsimile and mail to the contact infonnation 

provided by defendants to domain registrars through which the domains set forth at Appendix A 

were registered; and (4) by publishing notice to Defendants on a publicly available Internet 

website and/or in newspapers in the communities in which Defendants are believed to reside. 

IT IS FURTHER ORDERED that Microsoft shall post bond in the amount of 

$10,000 as cash to be paid into the Court registry. 

IT IS SO ORDERED () A .........:; lsi 

¥ '\1(\./ ~a~es C. Cacheris 

/ 
~ Umted States District Judge 

Entered this _,,_ day of October, 2011. 
James C. Cacheris 
United States District Judge 
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WE ASK FOR THIS: 

1A-~ ~ ~ 
REBECCA L. MROZ- c::7 
Va. State Bar No. 77114 
CHRISTOPHER M. O'CONNELL 
Va. State Bar No. 65790 
Attorneys for Plaintiff Microsoft Corp. 
ORRICK, HERRINGTON & SUTCLIFFE LLP 
1152 15th Street, N.W. 
Washington, D.C. 20005-1706 
Telephone: (202) 339-8400 
Facsimile: (202) 339-8500 
bmroz(a),orrick.com 
coconnell@orrick.com 

Of counsel: 

GABRIEL M. RAMSEY (pro hac vice) 
JACOB M. HEATH (pro hac vice) 
Attorneys for Plaintiff Microsoft Corp. 
ORRICK, HERRINGTON & SUTCLIFFE LLP 
1000 Marsh Road 
Menlo Park, CA 94025 
Telephone: (650) 614-7400 
Facsimile: (650) 614-7401 
gramsey@orrick.com 
jheath@orrick.com 

Counsel fOr PlaintiffMicrosofi Corp. 

a2r. fA -R '\ ( Da (".IIh 
J sT. Bacon 
Va. Bar No. 22146 
Warner F. Young, III 
Va. Bar No. 24259 
Attorneys for Defendants Dominique A. Piatti and dotFree Group s.r.o. 
Allred, Bacon, Halfhill & Young, PC 
11350 Random Hills Road, Ste. 700 
Fairfax, Virginia 22030 
Tel.: (703) 352-1300 
Fax: (703) 352-1301 
jbacon@abhylaw.com 
wyoung@abhylaw.com 

Counsel fOr Defendants Dominique A. Piatt; 
and dotFree Group s.r.o. 
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APPENDIX A 
Domain Names Of Domain Rq~ist'1' And Registrant Information 

Command And Regis t ."a '"S 

Contml SCI"H.'I"S 

cz.cc Veri sign Naming Services Dominique Alexander Piatti 
21345 Ridgetop Circle dotFree Group s.r.o. 
4th Floor prazska 636 
Dulles, Virginia 20166 Dolni Brezany 

Praha-Zapad 
Moniker Online Services, Inc. I 25241 
Moniker Online Services LLC Czech Republic 
20 SW 27'h Ave, domi@cz.cc 
Suite 201 
Pompano Beach, Florida 33069 Dominique Piatti 

Postfach 127 
Guemligen 
Bern 3073 
Switzerland 
Dominique j>iatti@hotmail.com 

bricord.com Verisign Naming Services Private Whois bricord.com 
21345 Ridgetop Circle c/o bricord.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

fI yzOmt4db6aa I b61833@oqjij874d9300d54bd95.privatewhois.net 
Internet.bs Corp. oq9wmmx4db6aa I b6b08e@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street n8h23 tc4db6aa 1 b675 f5@oqjij874d9300d54bd9 5 .privatewhois.net 
N-4892 Nassau 
The Bahamas 

bevvyky.com Veri sign Naming Services Private Whois bevvyky.com 
21345 Ridgetop Circle clo bevvyky.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

nomkl044e314f83cfc56@oqjij874d9300d54bd95.privatewhois.net 
Internet.bs Corp. c6e5z0k4e314f83d3306@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street kh9 I bdf4e3 14f83d2364@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau 
The Bahamas 

carbili.com Verisign Naming Services Private Whois carbili.com 
21345 Ridgetop Circle c/o carbili.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Int5 finn4daJ 3006da6ad@oqjij874d9300dS4bd9 5 .pri vatewhois.net 
Intemet.bs Corp. hh7429m4da33006dc6f3@oqjij874d9300dS4bd95.privatewhois.net 
98 Hampshire Street e2mOez64daJ3006dbb39@oqjij874d9300dS4bd9S.privatewhois.net 
N-4892 Nassau 
The Bahamas 

-9- PRELIMINARY INJUNCTION 



Case 1:11-cv-01017-JCC -IDD   Document 26    Filed 10/12/11   Page 10 of 13 PageID# 1275

codfirm.com Verisign Naming Services Private Whois codtirm.com 
21345 Ridgetop Circle c/o codtirm.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. hzteezh4da5e55a43a3f@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street otqbyon4da5e55a480d4@oqj ij874d9300d54bd95.privatewhois.net 
N-4892 Nassau k I wwh2i4da5e55a44ge3@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

dissump.com Verisign Naming Services Private Whois dissump.com 
21345 Ridgetop Circle c/o dissump.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. itamzr 14da5e558b33cO@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street yvamaby4daSe558ba4dc@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau hwhmpus4daSe558b952a@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

doloas.com Verisign Naming Services Private Whois doloas.com 
21345 Ridgetop Circle c/o doloas.com 
4th Floor N4892 Nassau 
Dulles. Virginia 20166 Bahamas 

Intemet.bs Corp. sk2xcdp4db6aa I e I a72d@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street satosfb4db6aa I e I c673@oqjij874d9300dS4bd95.privatewhois.net 
N-4892 Nassau ka94bx44db6aal e I b6f.3@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

editial.com Verisign Naming Services Private Whois editial.com 
21345 Ridgetop Circle c/o editial.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. ugz6k834db6aa I bdf.3db@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street klabhbh4db6aa I be 12f.3@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau w5nOngq4db6aalbe078a@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

gratima.com Verisign Naming Services Private Whois gratima.com 
21345 Ridgetop Circle c/o gratima.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. nmpzuvs4db6aa I e9484b@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street ecvgjy74db6aale9age9@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau vmjy2s54db6aa I e99a3 f@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

hellohello 123 .com Verisign Naming Services Verisign Naming Services 
21345 Ridgetop Circle Attn: VNDS Monitoring-East 
4th Floor 21345 Ridgetop Circle 
Dulles, Virginia 20166 4th Floor 
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Dulles. Virginia 20166 
Intemet.bs Corp. 
98 Hampshire Street 
N-4892 Nassau 
The Bahamas 

knifell.com Verisign Naming Services Private Whois knifell.com 
21345 Ridgetop Circle c/o knifell.com 
41h Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Internet.bs Corp. nff7lac4db6aa I c5f12f@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street f9rcd314db6aa 1 c61 040@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau xxjkjti4db6aalc60486@oqjij874d9300dS4bd95.privatewhois.net 
The Bahamas 

lalare.com Verisign Naming Services Private Whois lalare.com 
21345 Ridgetop Circle c/o lalare.com 
4111 Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. qSsgyzx4da5e5 5abaOcb@oqjij874d9300d54bd9 5 .privatewhois.net 
98 Hampshire Street gh8xk5h4da5e55abbc 1 c@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau fmci3dk4da5e55abb061 @oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

magdali.com Verisign Naming Services Private Whois magdali.com 
21345 Ridgetop Circle c/o magdali.com 
41h Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Internet.bs Corp. nOvo7qm4da5e55b7a 191 @oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street bvdkatd4daSeS5b82230@oqjij874d9300d54bd9 5 .privatewhois.net 
N-4892 Nassau w I 505fm4da5e55b80ee3@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

partric.com Verisign Naming Services Private Whois partric.com 
21345 Ridgetop Circle c/o partric.com 
41h Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Internet.bs Corp. rsjyige4db6aald28df3@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street t9js2644db6aa 1 d2dO 19@oqjij874d9300d54bd9S.privatewhois.net 
N-4892 Nassau fv88khq4db6aald2cOba@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

restonal.com Verisign Naming Services Private Whois restonal.com 
21345 Ridgetop Circle c/o restonal.com 
41h Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. uuyidk54daSe5593ge3c@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street cqvblnj4daSe5593roOf@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau ck I u2t54da5e5593eObe@oqjij874d9300dS4bd9S.privatewhois.net 
The Bahamas 
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subcosLcom Verisign Naming Services Private Whois subcosLcom 
21345 Ridgetop Circle c/o subcosi.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. IzOxca94da5e5 59c6462@oqj ij 8 7 4d9 300d54bd95. privatewhois.net 
98 Hampshire Street typqrvm4daSe559c8f22@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau zzhu7vv4da5e559c7b9b@oqj ij874d9300d54bd95.privatewhois.net 
The Bahamas 

uncter.com Verisign Naming Services Private Whois uncter.com 
21345 Ridgetop Circle c/o uncter.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. cv4 7vj f4daSe55be390 l@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street cvvnij f4da5e5 5 be5bfl @oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau Ikvy5 th4da5e55be4cS3@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

wargalo.com Verisign Naming Services Private Whois wargalo.com 
21345 Ridgetop Circle c/o wargalo.com 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. dyOstoh4db6aa I da2eda@oqjij874d9300d54bd9 5 .privatewhois.net 
98 Hampshire Street o2j tj p64db6aa I da 7 522@oqjij8 7 4d9300d54 bd95. privatewhois.net 
N-4892 Nassau ty3s2ct4db6aa I da6199@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

wonnetal.com Verisign Naming Services Private Whois wormetal.com 
21345 Ridgetop Circle c/o wormetal.com 
4tl1 Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. u5248i34db6aa 1 f24b3c@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street bjhll334db6aal f27244@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau oykewjr4db6aa 1 f25efl@oqjij874d9300d54bd95.privatewhois.net 
The Bahamas 

earplat.com Verisign Naming Services Private Whois earplat.com 
21345 Ridgetop Circle c/o earplat.com 
4tl1 Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 

Intemet.bs Corp. x I giip 14e315630344b@oqjij874d9300d54bd95.privatewhois.net 
98 Hampshire Street 04yns804e315631095bd@oqjij874d9300d54bd95.privatewhois.net 
N-4892 Nassau sbh8 ipe4e3 1563 107 e 77@oqjij874d9300d54bd9 5 .privatewhois.net 
The Bahamas 

metapli.com Verisign Naming Services Private Whois metapli.com 
21345 Ridgetop Circle c/o metaplLcom 
4th Floor N4892 Nassau 
Dulles, Virginia 20166 Bahamas 
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Intemet.bs Corp. pziinfc4e31 SSe 1 S7ceb@oqjij874d9300dS4bd9S.privatewhois.net 
98 Hampshire Street yeij2yh4e31 SSe 1 Sb733@oqjij874d9300dS4bd9S.privatewhois.net 
N-4892 Nassau zv2ea604e315Se 1 Sa79a@oqjij874d9300dS4bd9S.privatewhois.net 
The Bahamas 
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2012 > Internet: White House Advisor Schmidt Discusses Online Trusted ID Plan, Fighting Botnets

11 PVLR 404
Internet

White House Advisor Schmidt Discusses
Online Trusted ID Plan, Fighting Botnets

By Joyce E. Cutler

SAN FRANCISCO—The private sector is going to be in the driver's seat for creating a framework for trusted
identities in online transactions, White House Cybersecurity Coordinator Howard Schmidt said Feb. 29.

Schmidt, speaking at a session of the RSA Conference 2012, said that the core of the administration's National
Strategy for Trusted Identities in Cyberspace (NSTIC) is to make sure individuals, businesses, and computer-
to-computer activities can use interoperable digital credentials.

The cybersecurity chief stressed that the framework will draw on industry expertise and the marketplace to
have online identities validated and privacy protections addressed.

“The government will be and is a consumer of this technology and not the one that
is going to go out and build this. Government should not be in that business. It's
not the core competency. It's not the role of the government, but clearly it's the
idea of the marketplace being driven by innovators and entrepreneurs,’’ Schmidt
said.

In April 2011, the Obama White House released its final draft of the NSTIC, which
it said is designed to make internet communications and transactions more secure
to reduce fraud and identity theft (10 PVLR 618, 4/25/11).

The private sector will build it “so we can get out of this massive, expensive,
password management environment that we live in today,’’ Schmidt said.

Moving Against Botnets

The Commerce Department's National Institute of Standards and Technology and the Department of
Homeland Security are teaming up with the private sector to look at a voluntary industry code of conduct to
address detection and shutdown of botnets (10 PVLR 1377, 9/26/11).

Botnets are networks of infected computers used to launch malicious denial of service attacks, send spam,
and store illegal content.

Australia through its internet association has an “iCode’’ of conduct with its internet service providers to
reduce these so-called “zombie” attacks, Schmidt noted. While Australia is still developing statistics about how
effective the code is, “the bottom line is if we have 5 percent less botnets, that's better than where we are
today,’’ he said.

Industry has raised concerns that owners and operators would be opening themselves to more government
regulation, Schmidt said.

“None of us can predict what somebody might think about in the future,’’ he said. ‘‘But what we need to make
sure is what we're doing right now is [that] we're doing what we can to reduce the likelihood [of a successful
cyber-attack], so it doesn't give someone in the future ammunition to say [that the] ‘private sector is not
responding.’’’

White House Cybersecurity Plan

In June 2011, Commerce release a final draft paper developing cybersecurity strategies for non-covered
critical infrastructure (10 PVLR 871, 6/13/11), Ari Schwartz, NIST senior internet policy adviser said.

He added that “no one right now is suggesting regulating, but yet there's an acknowledgment there are
security issues at hand.”
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Within the next 90 days, the government is going to ask its private sector partners to roll out the framework
addressing the issue and “develop the group that will lead this thing going forward,’’ Schmidt said.

“This is not something we're going to continue to sit by and watch. We know it's out there. We've admired the
problem long enough. It's time to act on it. We have the right people, the right stakeholders, the right leaders
on the government side to help facilitate it, and I think it's going to move forward in a rapid manner,’’ Schmidt
predicted.

For More Information

Further information on the RSA Conference 2012 is available at
http://365.rsaconference.com/index.jspa.
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Guidance	  for	  Preparing	  Domain	  Name	  Orders,	  	  
Seizures	  &	  Takedowns	  

	  
Abstract	  

	  
This	  “thought	  paper”	  offers	  guidance	  for	  anyone	  who	  prepares	  an	  order	  
that	  seeks	  to	  seize	  or	  take	  down	  domain	  names.	  Its	  purpose	  is	  to	  help	  
preparers	  of	  legal	  or	  regulatory	  actions	  understand	  what	  information	  
top	  level	  domain	  name	  (TLD)	  registration	  providers	  such	  as	  registries	  
and	  registrars	  will	  need	  to	  respond	  promptly	  and	  effectively	  to	  a	  legal	  
or	  regulatory	  order	  or	  action.	  	  The	  paper	  explains	  how	  information	  
about	  a	  domain	  name	  is	  managed	  and	  by	  whom.	  In	  particular,	  it	  
explains	  that	  a	  seizure	  typically	  affects	  three	  operational	  elements	  of	  
the	  Internet	  name	  system	  –	  domain	  name	  registration	  services,	  the	  
domain	  name	  system	  (DNS)	  and	  WHOIS	  services	  –	  and	  encourages	  
preparers	  of	  legal	  or	  regulatory	  actions	  to	  consider	  each	  when	  they	  
prepare	  documentation	  for	  a	  court	  action.	  	  

	  
	  	  
	  
Table	  of	  Contents	  

GUIDANCE	  FOR	  PREPARING	  DOMAIN	  NAME	  ORDERS,	  	  SEIZURES	  &	  TAKEDOWNS ......... 1	  
PURPOSE	  OF	  THIS	  PAPER ................................................................................................................... 2	  
WHAT	  INFORMATION	  SHOULD	  ACCOMPANY	  A	  LEGAL	  OR	  REGULATORY	  ORDER	  OR	  
ACTION?.................................................................................................................................................... 4	  
CHECKLIST	  OF	  INFORMATION	  TO	  SUBMIT	  WITH	  A	  LEGAL	  OR	  REGULATORY	  ACTION . 5	  
ADDITIONAL	  CONSIDERATIONS.....................................................................................................12	  
CONTACT	  US..........................................................................................................................................13	  
REFERENCES..........................................................................................................................................16	  

	  



Guidance	  for	  Domain	  Name	  Orders	  	   	   Contact:	  Dave	  Piscitello	  

	  2	  

Purpose	  of	  this	  paper	  
 
Recent	  legal	  actions	  resulting	  in	  disrupting	  or	  dismantling	  major	  criminal	  networks	  
(Rustocki,	  Corefloodii,	  Kelihosiii)	  have	  involved	  seizures	  of	  domain	  names,	  domain	  
name	  system	  (DNS)	  name	  server	  reconfiguration,	  and	  transfers	  of	  domain	  name	  
registrations	  as	  part	  of	  the	  take	  down	  actions.	  These	  activities	  have	  been	  taken	  to	  
mitigate	  criminal	  activities	  and	  will	  likely	  continue	  to	  be	  elements	  of	  future	  
anticrime	  efforts.	  
 
Generally,	  court-‐issued	  seizure	  warrants	  or	  restraining	  orders	  in	  the	  United	  States	  
or	  similar	  governmental	  jurisdictions	  identify	  the	  required,	  immediate	  actions	  a	  
party	  must	  take	  and	  accompany	  these	  with	  sufficient	  information	  for	  domain	  name	  
registration	  providers	  such	  as	  registry	  operators	  or	  registrars	  to	  comply.	  Domain	  
name	  registration	  providers	  can	  promptly	  obey	  complaints	  or	  legal	  or	  regulatory	  
actions	  (or	  voluntarily	  cooperate	  with	  law	  enforcement	  agents	  and	  the	  private	  
sector)	  when	  the	  instructions	  of	  the	  court	  or	  regulatory	  entity	  specify	  the	  immediate	  
and	  long-‐term	  actions	  required	  as	  completely	  and	  unambiguously	  as	  possible.	  	  	  
 
Providing	  all	  of	  the	  information	  that	  registry	  operators	  or	  registrars	  need	  to	  comply	  
with	  an	  order	  or	  request	  requires	  some	  familiarity	  with	  Internet	  protocols,	  
technology	  and	  operations.	  	  Law	  enforcement	  agents,	  attorneys,	  officers	  of	  courts	  
and	  others	  who	  are	  not	  familiar	  with	  the	  operation	  and	  interrelationship	  of	  domain	  
name	  registration	  services,	  the	  domain	  name	  system	  (DNS),	  and	  WHOIS	  services	  can	  
benefit	  from	  a	  reference	  list	  of	  questions	  and	  guidance	  for	  “answers”	  (information)	  
that	  ideally	  would	  be	  made	  available	  when	  action	  is	  specified	  in	  a	  court	  order.	  	  
	  
We	  offer	  a	  list	  of	  questions	  and	  encourage	  preparers	  to	  answer	  each	  when	  the	  legal	  
or	  regulatory	  action	  seeks	  to	  seize	  or	  take	  down	  a	  domain	  name.	  For	  each	  question,	  
a	  checklist	  or	  explanation	  of	  information	  that	  preparers	  should	  make	  available	  to	  
registry	  operators	  or	  registrars	  is	  provided.	  Note	  that	  it	  may	  not	  necessarily	  be	  the	  
case	  that	  all	  of	  the	  information	  identified	  in	  this	  list	  will	  be	  relevant	  for	  all	  types	  of	  
seizure	  or	  take	  down	  actions.	  	  
	  
The	  information	  discussed	  here	  is	  not	  exhaustive,	  nor	  are	  these	  questions	  
prescriptive.	  However,	  the	  preparation	  and	  execution	  of	  actions	  or	  orders	  may	  be	  
expedited	  if	  these	  details	  are	  considered	  during	  the	  preparation	  of	  a	  legal	  or	  
regulatory	  action	  or	  during	  the	  onset	  of	  an	  incident	  involving	  the	  DNS,	  including	  
domain	  name	  registrations.	  
	  
The	  comments	  and	  recommendations	  made	  in	  here	  are	  based	  on	  experience	  with	  
actions	  and	  orders	  that	  have	  been	  prepared	  and	  executed	  by	  U.S.	  courts.	  This	  is	  a	  lay	  
document.	  Its	  authors	  and	  contributors	  are	  technical	  and	  operational	  staff,	  not	  
attorneys	  [although	  persons	  with	  legal	  expertise	  were	  consulted	  in	  the	  preparation	  
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of	  this	  document	  for	  publication].	  We	  offer	  no	  legal	  advice	  here.	  Our	  purpose	  is	  to	  
share	  “field	  experience”	  so	  that	  these	  can	  be	  taken	  into	  consideration	  for	  future	  
actions	  and	  orders	  involving	  domain	  name	  seizures	  and	  take	  downs.	  
	  
Domain	  name	  seizures	  are	  typically	  ordered	  in	  association	  with	  criminal	  acts.	  
Preparers	  of	  orders	  should	  consider	  whether	  disputes	  concerning	  alleged	  abusive	  
registrations	  of	  domain	  names	  (e.g.,	  bad	  faith	  use,	  confusing	  similarity)	  may	  be	  
handled	  through	  the	  Uniform	  Domain	  Name	  Dispute	  Resolution	  Policy	  and	  
administrative	  procedure,	  found	  at	  [iv].	  
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What	  information	  should	  accompany	  a	  legal	  or	  regulatory	  order	  
or	  action?	  
	  
Domain	  name	  registration	  is	  a	  multi-‐step	  process.	  An	  organization	  or	  individual	  that	  
wants	  to	  use	  a	  domain	  name	  first	  checks	  availability	  of	  the	  string	  of	  characters	  in	  a	  
given	  Top	  Level	  Domain	  (TLD),	  and	  if	  available,	  must	  register	  the	  domain	  name.	  
ICANN	  accredited	  registrars	  process	  registrations	  for	  ICANN	  generic	  TLDs	  (gTLD).	  
Country-‐specific	  TLDs	  (ccTLDs)	  are	  not	  under	  obligation	  to	  use	  ICANN	  accredited	  
registrars	  and	  may	  use	  any	  registration	  provider	  or	  they	  may	  provide	  registration	  
services	  directly.	  	  
	  
A	  fee	  for	  a	  term	  of	  use	  is	  commonly	  paid	  to	  register	  a	  domain.	  Upon	  completing	  a	  
domain	  name	  registration,	  the	  domain	  name	  is	  made	  active	  in	  the	  TLD	  registry,	  a	  
registration	  record	  is	  created,	  and	  the	  Domain	  Name	  System	  is	  configured	  to	  allow	  
name	  to	  Internet	  address	  resolution	  for	  the	  domain	  and	  services	  such	  as	  email	  or	  
web.	  Often,	  several	  business	  entities	  coordinate	  to	  perform	  these	  actions	  on	  behalf	  
of	  the	  registering	  party	  (the	  registrant)	  and	  to	  manage	  all	  the	  information	  
associated	  with	  a	  domain	  throughout	  that	  domain’s	  life	  cycle.	  Nearly	  all	  of	  this	  
information	  may	  be	  relevant	  or	  essential	  to	  a	  successful	  execution	  of	  a	  legal	  or	  
regulatory	  order	  or	  action.	  
	  
Domain	  name	  registration	  providers	  such	  as	  registries	  or	  registrars	  require	  certain	  
information	  to	  enable	  them	  to	  satisfy	  a	  court	  order	  or	  investigate	  a	  legal	  or	  
regulatory	  action.	  As	  you	  prepare	  one	  of	  these	  documents,	  consider	  the	  following	  
high-‐level	  questions:	  
	  
1) Who	  is	  making	  the	  legal	  or	  regulatory	  action	  or	  issuing	  a	  request?	  	  
	  

Examples:	  a	  court	  of	  law,	  a	  law	  enforcement	  agent/agency,	  a	  registry,	  a	  registrar,	  
an	  attorney,	  or	  an	  intervener	  (e.g.,	  a	  trusted	  or	  contracted	  agent	  of	  a	  complainant	  
who	  has	  assisted	  in	  the	  technical	  or	  operational	  investigation	  of	  criminal	  
activity).	  
	  

2) What	  changes	  are	  required	  to	  the	  registration	  of	  the	  domain	  name(s)	  listed	  in	  
the	  legal	  or	  regulatory	  order	  or	  action?	  
	  
Individuals	  or	  organizations	  register	  and	  pay	  an	  annual	  fee	  to	  use	  a	  domain	  
name.	  	  The	  individual	  or	  organization	  then	  becomes	  the	  registrant	  on	  record	  of	  
the	  domain.	  Parties	  that	  perform	  domain	  name	  registrations	  as	  a	  service	  
(“registrars”	  or	  “registries”)	  collect	  contact,	  billing	  and	  other	  information	  from	  
the	  registrant.	  A	  legal	  or	  regulatory	  action	  should	  describe	  if	  this	  information	  is	  
to	  be	  altered,	  and	  how.	  	  
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A	  domain	  name	  registration	  also	  identifies	  the	  status	  of	  the	  domainv.	  Status	  
indicates	  the	  operational	  state	  of	  a	  domain	  name	  in	  a	  registry,	  i.e.,	  whether	  or	  
not	  the	  domain	  name	  is	  active	  or	  not.	  Status	  also	  serves	  as	  an	  access	  control,	  i.e.,	  
whether	  or	  not	  the	  registration	  of	  a	  domain	  name	  can	  be	  transferred,	  modified,	  
or	  deleted.	  A	  legal	  or	  regulatory	  order	  or	  action	  should	  specify	  the	  status	  a	  
registrar	  or	  registry	  should	  assign	  to	  the	  domain	  name(s)	  listed	  in	  the	  legal	  or	  
regulatory	  order	  or	  action.	  [Note	  that	  status	  also	  preserves	  the	  state	  of	  
information	  associated	  with	  a	  domain	  name	  in	  services	  such	  as	  data	  escrow	  and	  
registration	  data	  information	  services	  such	  as	  WHOIS].	  
 
In	  cases	  where	  the	  registration	  of	  a	  domain	  name	  is	  to	  be	  transferred	  away	  from	  
a	  party	  named	  in	  a	  legal	  or	  regulatory	  action	  to	  law	  enforcement	  or	  an	  agent	  
operating	  on	  behalf	  of	  law	  enforcement,	  the	  legal	  or	  regulatory	  action	  should	  
provide	  the	  “replacement”	  domain	  name	  registration	  data	  as	  described	  in	  
ICANN’s	  registrar	  accreditation	  agreement	  (RAAvi).	  	  
	  

3) Should	  the	  Domain	  Name	  System	  (DNS)	  continue	  to	  resolve	  the	  domain	  
name(s)	  listed	  in	  the	  legal	  or	  regulatory	  action?	  
	  
Provisions	  must	  be	  made	  in	  the	  DNS	  to	  make	  the	  name	  usable,	  i.e.,	  to	  make	  it	  
possible	  for	  Internet	  users	  to	  locate	  (determine	  the	  Internet	  address	  of)	  web,	  
mail,	  or	  other	  services	  the	  registrant	  intends	  to	  host.	  The	  process	  of	  locating	  
hosts	  using	  the	  DNS	  is	  called	  domain	  name	  resolution.	  The	  legal	  or	  regulatory	  
action	  should	  indicate	  whether	  and	  how	  the	  DNS	  is	  to	  be	  configured,	  whether	  
domain	  name(s)	  listed	  in	  the	  order	  or	  action	  are	  to	  resolve,	  and	  how.	  	  

	  
4) What	  changes	  are	  required	  to	  the	  WHOIS	  information	  associated	  with	  the	  

domain	  name(s)	  listed	  in	  the	  legal	  or	  regulatory	  action?	  	  
	  
Certain	  information	  about	  a	  domain	  name	  registration	  –	  the	  registrant	  on	  
record,	  point	  of	  contact	  information,	  domain	  status,	  sponsoring	  registrar,	  name	  
server	  address	  –	  may	  be	  available	  via	  an	  Internet	  service	  called	  WHOIS.	  The	  
legal	  or	  regulatory	  action	  should	  identify	  what	  information	  WHOIS	  services	  
should	  provide	  in	  response	  to	  queries	  about	  domain	  name(s)	  identified	  in	  the	  
legal	  or	  regulatory	  action.	  

Checklist	  of	  information	  to	  submit	  with	  a	  legal	  or	  regulatory	  
action	  
Preparers	  of	  legal	  or	  regulatory	  actions	  are	  encouraged	  to	  consider	  whether	  the	  
questions	  presented	  below	  have	  been	  answered	  in	  an	  order	  or	  action.	  For	  each	  
question,	  there	  is	  an	  accompanying	  checklist	  or	  explanatory	  text	  to	  help	  preparers.	  
The	  table	  considers	  a	  single	  domain.	  When	  legal	  or	  regulatory	  orders	  identify	  
multiple	  domains,	  preparers	  can	  expedite	  handling	  of	  the	  order	  by	  grouping	  the	  
domain	  names	  by	  Top	  Level	  Domain	  type	  (e.g.,	  COM,	  NET,	  BIZ,	  INFO…).	  
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Who is making the request? [ ] Complainant (plaintiff) 

 
[ ] Respondent (defendant) 
 
[ ] Court of Record 

Who are the primary points of 
contact? 
 
 

Contact information for court officers, attorneys, 
technical/operational staff or agents, line or senior 
management of parties to the legal or regulatory 
action: 
 
• Name 
• Postal address 
• Telephone number(s) 
• Fax numbers(s) 
• Email address(es) 

 
These prove beneficial should issues be identified 
that require a technical or operational action, legal 
consultation or business decisions; in particular, 
call attention to any person designated as the 
coordinator, lead or responsible party to the action. 
 
Important: 	  Issuers	  of	  requests	  are	  encouraged	  to	  
provide	  some	  form	  of	  official,	  verifiable	  contact	  
information.	  Recipients	  of	  a	  court	  order	  may	  require	  a	  
method	  to	  verify	  the	  legitimacy	  of	  the	  issuer	  of	  the	  
request. The	  inability	  to	  validate	  a	  request,	  especially	  
when	  the	  request	  comes	  from	  a	  foreign	  law	  
enforcement	  agency,	  court,	  or	  other	  entity	  can	  delay	  
action	  by	  the	  recipient.	   
 
Indicate whether any contact information provided 
is to be kept confidential. 
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What kind of request is this? The request should clearly indicate whether this is 
a court order or request for action. For example,  
 
[ ]  Court order (attached) or regulatory action 
 
[ ]  3rd party request for action. Examples: 
 

[ ] Algorithmically generated domain name 
HOLD request 

[ ] Child abuse material 
[ ] Copyright infringing materials 
[ ] Malware Command & Control host 
[ ] … 
 

Note: 3rd party requests should be accompanied by 
verifiable evidence supporting the third party 
request. 
 

What is the expected 
response time? 

[ ] Date and time by which the actions indicated in 
the legal or regulatory action must be executed. 

 
Document should make clear when the actions 
must be executed. This is particularly important 
when multiple parties must coordinate 
execution so that their actions are 
“simultaneous”. 

 
Is there a desire to obtain 
records related to the domain 
at the same time the domain 
is seized? 

[ ] Records and documents sought 
 

The legal or regulatory action should list and 
describe all forms of records sought and 
indicate the span of time. Make	  clear	  whether	  or	  
not	  the	  request	  is	  part	  of	  the	  action.	  	   
	  
Important:	  The	  issuer	  should	  always	  seek	  to	  direct	  
requests	  to	  the	  party	  who	  is	  in	  possession	  of	  the	  
information	  sought,	  especially	  when	  preparing	  
sealed	  orders.	  For	  generic	  TLDs,	  registrars	  typically	  
possess	  billing	  information	  and	  other	  customer	  
(registrant)	  information	  that	  cannot	  be	  accessed	  
using	  WHOIS	  services (e.g., information 
associated with privacy protection services).  
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How is the domain name 
registration record to be 
changed? 
 
Note: Identify all the changes 
ordered or requested. 

[ ] change domain name registrant  
 

The party identified as the domain name 
registrant is to be changed to the party 
specified in the complaint. The “gaining” party 
may be responsible for future registration fees. 

 
[ ] Change domain name registration point of 

contact information as specified 
 

The point of contact information recorded in the 
domain name registration is to be changed to 
the contact information specified in the 
complaint. The legal or regulatory action should 
indicate how each point of contact (registrant, 
administrative contact, technical contact) is to 
be altered.  

 
[ ] Disable DNSSEC 
 

DNS information that has been 
cryptographically protected with a digital 
signature will be altered so that is no longer 
protected 

 
[ ] Replace existing DNSSEC keys with new key(s) 
supplied 
 

DNS information that has been 
cryptographically protected with a digital 
signature will be altered so that is now 
protected using the key(s) supplied by the 
requesting entity.  
 

How is domain name status 
to be changed? 

[ ] prevent transfer of domain name 
 
[ ] prevent updates to domain name 

registration 
 
[ ] Delete domain name 
 

Deleting a domain name “releases” the name 
into the pool of names available for registration 
by any party.  
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Is the domain name to be 
transferred to a different 
sponsoring registrar? 

[ ] Transfer domain to new registrar specified 
 

If the legal or regulatory action wants the 
domain name transferred from the current 
sponsoring registrar to a registrar identified in 
the order or action, the requesting entity should 
supply the “losing” registrar and the “gaining” 
registrar for this action. A unique authorization 
code (Auth-Code) may be required for this 
action. This is obtained from the losing registrar 
and provided to the gaining registrar as proof of 
consent to transfer the domain name. 

Is the party that provides 
name resolution service 
(DNS) to be changed? 

[ ] Change authority for DNS 
 

Authority identifies the party that is responsible 
for managing and providing DNS for a domain 
name. A legal or regulatory action should 
identify parties that will assume authority for 
name resolution of domain names listed in the 
document.  

	  
This is a change to the DNS configuration of 
the registry (TLD) zone file. Specifically, the 
DNS records that identify the authoritative 
name server(s) for the domain name must be 
changed to point to IP address(es) under 
administrative control of the parties named in 
the legal or regulatory action (or request).  

 
[ ] Change DNS configuration of the domain 

 
This is a change to the DNS configuration of 
the zone file for the domain specified in the 
order or action. Requesting entities provide this 
information to registrars or 3rd party DNS 
providers. The requesting entity should provide 
current and desired values for all zone data 
(resource records, TTL values) that is to be 
changed. 
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Is name resolution service 
(DNS) to be suspended? 
 

[ ] Suspend name resolution (DNS):  
“seize and take down” 

 
The legal or regulatory action should specify 
that domain name(s) should not resolve.  In 
this case, the TLD registry operator will take 
action so that the DNS will return a non-
existent domain response to any queries for 
any delegation in this domain.  
 
This action implies that the domain name is to 
be “locked”; i.e., that no party (e.g., registrar, 
registrant) can modify the status and cause the 
DNS to resume name resolution of the domain 
name). 

Is redirection to a text of 
notice page required? 
 

[ ] Redirect domain name to text of notice 
page: “seize and post notice” 

 
If the requesting entity intends to post a text of 
notice on a web page, the legal or regulatory 
action should provide the domain name(s) and 
IP address(es) for the name server that will 
perform name resolution for the domain names 
listed in the order or action. The legal or 
regulatory action should indicate the intended 
duration of time that redirection is to be 
performed. 
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Is redirection of Internet 
hosting required? 

[ ] Redirect to host operator: 
“seize and operate” 

 
If the legal or regulatory action seeks to replace 
an Internet host1 with one that is operated 
under the requesting entityʼs purview, provide 
the domain name(s) and IP address(es) for the 
name server that will perform name resolution 
for the domain names listed in the legal or 
regulatory action. In other situations, the 
requesting entity may seek to keep the name 
(and name resolution) operational.  This can 
happen when a problematic service is 
operational on the same domain name that 
also serves non-problematic services. The 
legal or regulatory action should indicate the 
intended duration of time that redirection is to 
be performed. 
 
1 The requesting entity may operate a “command and 

control (C&C)” for the purpose of monitoring or 
intercepting communications, substituting commands 
or responses or other actions to remotely disable or 
supervise software executing without authorization or 
consent on compromised computers. (Note that the 
requesting entity could operate any service it chooses. 
This will have no bearing on what information to 
provide to registries or registrars. 

What should WHOIS for the 
domain name display? 

[ ] WHOIS information display change 
 

The legal or regulatory action should specify 
the information that the registry or registrar 
should use in response to queries for domain 
name registration data via a WHOIS service 
(See Appendix A for an example WHOIS 
response). 

 
[ ] Reveal private/proxy registration 
  

Individuals or organizations that register 
domain names may pay a fee to a registrar or 
3rd party to protect part or all of the information 
displayed via WHOIS services from display. A 
legal or regulatory action should indicate when 
it requires the disclosure of “privacy protected” 
registration information.  
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Additional	  Considerations	  
	  
The	  nature	  and	  complexity	  of	  domain	  name	  seizures	  and	  takedown	  operations	  has	  
evolved	  over	  time.	  Moreover,	  as	  criminals	  have	  demonstrated	  that	  they	  will	  adapt	  to	  
technical	  measures	  to	  thwart	  crime,	  they	  are	  likely	  to	  adapt	  as	  they	  study	  legal	  
measures.	  This	  section	  calls	  attention	  to	  some	  of	  the	  issues	  that	  past	  seizures	  and	  
takedown	  actions	  have	  exposed.	  
	  
Legal	  or	  regulatory	  actions	  are	  typically	  specific	  with	  respect	  to	  the	  immediate	  
obligation;	  for	  example,	  they	  will	  enumerate	  domain	  names,	  IP	  addresses,	  and	  
equipment	  that	  are	  to	  be	  seized.	  A	  legal	  or	  regulatory	  action	  can	  be	  less	  clear	  with	  
regard	  to	  how	  long	  an	  action	  is	  to	  remain	  ongoing,	  or	  can	  impose	  a	  constraint	  on	  a	  
registry	  that	  creates	  an	  obstacle	  to	  satisfying	  the	  instructions	  in	  the	  order.	  Certain	  
legal	  or	  regulatory	  actions	  identify	  domain	  names	  that	  are	  hosted	  in	  countries	  
outside	  the	  U.S.,	  where	  the	  offense	  is	  not	  against	  the	  law.	  
	  
Certain	  legal	  or	  regulatory	  actions	  create	  long-‐term	  administrative	  responsibilities	  
for	  registries;	  for	  example,	  if	  a	  botnet	  algorithmically	  generates	  domain	  names,	  a	  
registry	  may	  need	  to	  block	  registrations	  of	  these	  names	  as	  frequently	  as	  the	  
algorithm	  generates	  to	  comply	  with	  an	  order.	  The	  number	  of	  domain	  names	  
identified	  in	  these	  orders	  can	  accumulate	  to	  (tens	  of)	  thousands	  over	  a	  span	  of	  1-‐2	  
years	  (100	  algorithmically	  generated	  domains	  per	  day	  reaches	  10,000	  in	  3	  months’	  
time).	  Legal	  or	  regulatory	  actions	  do	  not	  always	  indicate	  how	  long	  seizure	  or	  hold	  
actions	  are	  to	  persist.	  	  Domain	  seizures	  (holds)	  also	  demand	  “zero	  error”:	  should	  
any	  party	  in	  the	  chain	  fail	  to	  identify	  or	  block	  even	  one	  domain	  name,	  a	  botnet	  that	  
was	  successfully	  contained	  for	  months	  can	  be	  resurrected.	  
	  
Algorithmically	  generated	  domain	  names	  may	  also	  conflict	  with	  already	  registered	  
domains.	  Registries	  would	  typically	  seek	  to	  protect	  a	  legitimate	  registrant	  that	  has	  
the	  misfortune	  of	  having	  registered	  a	  second	  level	  label	  that	  is	  identical	  to	  one	  
algorithmically	  generated,	  but	  if	  the	  court	  order	  seizes	  the	  domain,	  registries	  could	  
note	  the	  conflict	  but	  ultimately	  would	  obey	  the	  order.	  Moreover,	  domain	  generation	  
algorithms	  used	  in	  criminal	  activities	  may	  (are	  likely	  to)	  adapt	  to	  defeat	  blocking	  
techniques;	  for	  example,	  blocking	  registrations	  may	  not	  be	  practical	  if	  an	  algorithm	  
were	  to	  generate	  tens	  of	  thousands	  of	  domains	  per	  day. 
	  
Sealed	  court	  orders	  pose	  operational	  challenges	  to	  TLD	  registry	  operators	  who	  rely	  
on	  registrars	  to	  manage	  registrant	  contact	  information.	  The	  order	  prohibits	  the	  
registry	  to	  communicate	  with	  the	  registrar	  of	  record	  but	  the	  registry	  cannot	  modify	  
the	  contact	  information	  unless	  the	  registrar	  of	  record	  is	  engaged.	    
 
Legal	  or	  regulatory	  actions	  may	  order	  registries,	  registrars,	  Internet	  (web	  or	  mail)	  
hosting	  companies,	  and	  ISPs	  to	  take	  specified	  steps	  at	  a	  specified	  date	  and	  time.	  
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Such	  steps	  require	  considerable	  coordination	  and	  preparers	  of	  legal	  or	  regulatory	  
actions	  should	  consider	  how	  “lead”	  as	  well	  as	  “execution”	  time	  may	  affect	  outcome.	  	  
	  
Orders	  can	  create	  administrative	  responsibilities	  for	  registrars	  as	  well	  (for	  example,	  
inter-‐registrar	  transfers	  of	  seized	  domain	  name	  registrations).	  	  	  
	  
Orders	  generally	  do	  not	  consider	  fee	  waivers,	  nor	  do	  they	  typically	  consider	  the	  
ongoing	  financial	  obligation	  of	  the	  “gaining”	  registrant	  to	  pay	  annual	  domain	  
registration	  fees.	  	  

Contact	  Us	  
	  
Dave	  Piscitello,	  Senior	  Security	  Technologist	  at	  ICANN,	  prepared	  this	  thought	  paper,	  
with	  the	  assistance	  of	  the	  ICANN	  Security	  Team.	  Information.	  Reviews	  and	  
comments	  from	  Internet	  security,	  technical	  and	  operational	  community	  members	  
were	  essential	  in	  preparing	  this	  initial	  paper,	  and	  the	  Security	  Team	  thanks	  all	  who	  
contributed.	  We	  welcome	  additional	  comments.	  	  Please	  forward	  all	  comments	  by	  
electronic	  mail	  to	  dave.piscitello@icann.org
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Appendix	  A.	  Sample	  WHOIS	  response	  
	  
This	  is	  a	  sample	  response	  to	  a	  WHOIS	  query.	  The	  data	  labels	  and	  display	  format	  
varies	  across	  registries	  and	  registrars.	  Values	  for	  registration	  data	  elements	  in	  BOLD	  
should	  be	  provided	  by	  the	  requesting	  entity.	  
	  
Domain	  ID:	   D2347548-‐LROR	  
Domain	  Name:	   ICANN.ORG	  
Created	  On:1	   4-‐Sep-‐1998	  04:00:00	  UTC	  
Last	  Updated	  	   On:10-‐Jan-‐2012	  21:32:13	  UTC	  
Expiration	  Date:	   07-‐Dec-‐2017	  17:04:26	  UTC	  
Sponsoring	  Registrar:	   GoDaddy.com,	  Inc.	  (R91-‐LROR)	  
Status:	   CLIENT	  DELETE	  PROHIBITED	  
Status:	   CLIENT	  RENEW	  PROHIBITED	  
Status:	   CLIENT	  TRANSFER	  PROHIBITED	  
Status:	   CLIENT	  UPDATE	  PROHIBITED	  
Status:	   DELETE	  PROHIBITED	  
Status:	   RENEW	  PROHIBITED	  
Status:	   TRANSFER	  PROHIBITED	  
Status:	   UPDATE	  PROHIBITED	  
Registrant	  ID:	   CR12376439	  
Registrant	  Name:	   Domain	  Administrator	  
Registrant	  Organization:	   ICANN	  
Registrant	  Street1:	   4676	  Admiralty	  Way	  #330	  
Registrant	  City:	   Marina	  del	  Rey	  
Registrant	  State/Province:California	  
Registrant	  Postal	  Code:	   90292	  
Registrant	  Country:	   US	  
Registrant	  Phone:	   +1.4242171313	  
Registrant	  FAX:+1.4242171313	  
Registrant	  Email:	   domain-admin@icann.org	  
Admin	  ID:	   CR12376441	  
Admin	  Name:	   Domain	  Administrator	  
Admin	  Organization:	   ICANN	  
Admin	  Street1:4	   676	  Admiralty	  Way	  #330	  
Admin	  City:	   Marina	  del	  Rey	  
Admin	  State/Province:	   California	  
Admin	  Postal	  Code:	   90292	  
Admin	  Country:	   US	  
Admin	  Phone:	   +1.4242171313	  
Admin	  FAX:	   +1.4242171313	  
Admin	  Email:	   domain-admin@icann.org	  
Tech	  ID:	   CR12376440	  
Tech	  Name:	   Domain	  Administrator	  
Tech	  Organization:	   ICANN	  
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Tech	  Street1:	   4676	  Admiralty	  Way	  #330	  
Tech	  City:	   Marina	  del	  Rey	  
Tech	  State/Province:	   California	  
Tech	  Postal	  Code:	   90292	  
Tech	  Country:	   US	  
Tech	  Phone:	   +1.4242171313	  
Tech	  FAX:	   +1.4242171313	  
Tech	  Email:	   domain-admin@icann.org	  
Name	  Server:	   NS.ICANN.ORG	  
Name	  Server:	   A.IANA-SERVERS.NET	  
Name	  Server:	   B.IANA-SERVERS.NET	  
Name	  Server:	   C.IANA-SERVERS.NET	  
Name	  Server:	   D.IANA-SERVERS.NET	  
DNSSEC:	   Signed	  
DS	  Created	  1:	   26-‐Mar-‐2010	  15:12:06	  UTC	  
DS	  Key	  Tag	  1:	   41643	  
Algorithm	  1:	   7	  
Digest	  Type	  1:	   1	  
Digest	  1:	   93358db22e956a451eb5ae8d2ec39526ca6a87b9	  
DS	  Maximum	  Signature	  Life	  1:1814400	  seconds	  
DS	  Created	  2:	   26-‐Mar-‐2010	  15:12:28	  UTC	  
DS	  Key	  Tag	  2:	   41643	  
Algorithm	  2:	   7	  
Digest	  Type	  2:	   2	  
Digest	  

2:b8ab67d895e62087f0c5fc5a1a941c67a18e4b096f6c
622aefae30dd7b1ea199	  

DS	  Maximum	  Signature	  Life	  2:1814400	  seconds	  
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