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FSISAC, INC. and NATIONAL AUTOMATED
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UNITED STATESDISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORP., FS-ISAC, INC., and
NATIONAL AUTOMATED CLEARING HOUSE
ASSOCIATION,

Plaintiffs Hon. Sterling Johnson, Jr.

V.
Case No. 12-cv-01335 (SYRLM)
JOHN DOES 1-39 D/B/A Savik, Monstr, 100,
Null, nvidiag, zebra7753, lexa Mef, gss, icel X,
Harderman, Gribodemon, Aqua, aguaSecond, it,
percent, cp01, hct, xman, Pepsi, miami, miamibc,
petrOvich, Mr. ICQ, Tank, tankist, Kusunagi,
Noname, Lucky, Bashorg, Indep, Mask, Enx,
Benny, Bentley, Denis Lubimov, MaDaGaSka,
Vkontake, rfcid, parik, reronic, Daniel, bx1, Daniel
Hamza, Danielbx1, jah, Jonni, jtk, D frank, duo,
Admin2010, h4x0rdz, Donsft, mary.J555,
susanneon, kainehabe, virus_e 2003, spanishp,
sere.bro, muddem, mechanlzm, vliad.dimitrov,
jheto2002, sector.exploits AND JabberZeus Crew,
AND YEVHEN KULIBABA AND YURIY
KONOVALENKO, CONTROLLING COMPUTER
BOTNETS THEREBY INJURING PLAINTIFFS,
AND THEIR CUSTOMERS AND MEMBERS,

Defendants.

[PROPOSED] ORDER FOR PERMANENT INJUNCTION
1



Case 1:12-cv-01335-SJ-RLM Document 39-3 Filed 11/28/12 Page 2 of 35 PagelD #: 2069

THIS MATTER came before the Court on Plaintiffs Motion for Default
Judgment and Permanent Injunction against Defendants.

FINDINGS OF FACT AND CONCLUSIONS OF LAW

The Court has considered Plaintiffs' motion, the brief submitted in support of the
motion, and the other pleadings, papers and evidence filed in this action. Based on the
foregoing, the Court finds:

1. Defendants identified in the Complaint as John Does 23, 24, and 36 have
been dismissed with prejudice. Defendants John Does 1-21, 25-35, and 37-39
(“Defendants’) remain in the case.

2. As noted in the Court’s November 13, 2012 Memorandum and Order (Dkt.
38), Defendants were properly served with Plaintiffs summons and complaint in this action.
Defendants were properly served and adequate notice to Defendants was provided through
means authorized by law, satisfying Due Process, satisfying Fed. R. Civ. Pro. 4(f)(3); and
reasonably cal culated to notify defendants of the Complaint and this action.

3. Defendants failed to appear, plead, or otherwise defend against Plaintiffs
action.

4. The time for answering Plaintiffs’ complaint was 21 days from service of the
summons and complaint, and more than 21 days have elapsed since Defendants were served.

5. This Court has jurisdiction over the subject matter of this case.

6. This Court has jurisdiction over al parties hereto and venue in thisaction is
proper.

7. Notice of default of Defendants John Does 1-21, 25-35, and 37-39 was

entered pursuant to Order of this Court (Dkt. 38) and Rule 55(a) of the Federal Rules of
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Civil Procedure on November 13, 2012.

8. Paintiffs are entitled to entry of judgment against Defendants.

9. Defendants are neither incompetent nor infants.

10.  Plaintiffs claimsagainst Defendant for relief pursuant to 1) Computer Fraud
and Abuse Act (18 U.S.C. § 1030); 2) CAN-SPAM Act (15 U.S.C. § 7704); 3) Electronic
Communications Privacy Act (18 U.S.C. § 2701); 4) trademark infringement under the
Lanham Act (15 U.S.C. § 1114), 5) false designation of origin under the Lanham Act (15
U.S.C. § 1125(a)); 6) trademark dilution under the Lanham Act (15 U.S.C. § 1125(c)); 7) the
Racketeer Influence and Corrupt Organizations Act (18 U.S.C. § 1962(c)); and 8) the
common law of unjust enrichment, trespass to chattels, and conversion, can be made certain
by entry of judgment and a permanent injunction.

11.  Microsoft owns the registered trademarks “Microsoft,” “Windows,” and
“Outlook” used in connection with its services, software, and products. FS-ISAC’s
members have invested in developing their brands, trademarks and trade namesin
association with the financial servicesthey offer. NACHA ownsthe registered trademark
“NACHA” and the NACHA logo used in conjunction with its services.

12.  Therequirements for a permanent injunction are met. Plaintiffs are entitled
to prevail on the merits of this action. Defendants have engaged in and are likely to engage
in acts or practices that violate the 1) Computer Fraud and Abuse Act (18 U.S.C. § 1030); 2)
CAN-SPAM Act (15 U.S.C. § 7704); 2) Electronic Communications Privacy Act (18 U.S.C.
§ 2701); 3) Lanham Act (15 U.S.C. § 1114), 4) Racketeer Influence and Corrupt
Organizations Act (18 U.S.C. § 1962(c)); and 5) common law of unjust enrichment; trespass

to chattels; and common law conversion. The evidence set forth in Plaintiffs Complaint and
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further set forth in Plaintiffs’ Application for an Emergency Temporary Restraining Order,
Seizure Order and Order to Show Cause Re Preliminary Injunction (“TRO Motion™), and the
accompanying declarations and exhibits and other briefs and evidence submitted in this
action, demonstrates that Plaintiffs are entitled to prevail on its claim that Defendants have
engaged in violations of the foregoing laws by: 1) intentionally sending malicious software
to Plaintiffs and their customers' protected computers and operating systems and accessing
those computers and operating systems without authorization in order to infect those
computers and make them part of the botnets; 2) sending malicious software to configure,
deploy and operate botnets; 3) sending unsolicited spam e-mail to Microsoft’s Hotmall
accounts; 4) sending unsolicited spam e-mails that falsely indicate that they are from or
approved by Plaintiffs and that induce computer usersto take actions resulting in the
infection of their computers with botnet malware; 5) using the botnet malware to steal
financia account credentials; and 6) using the stolen credentials to steal money from the
financia accounts of the computer users so infected.

13. Unless permanently enjoined by Order of this Court, irreparable harm will
result from the Defendants’ further violations of Computer Fraud and Abuse Act (18 U.S.C.
§ 1030); 2) CAN-SPAM Act (15 U.S.C. § 7704); 3) Electronic Communications Privacy Act
(18 U.S.C. § 2701); 4) Lanham Act (15 U.S.C. § 1114), 5) the Racketeer Influence and
Corrupt Organizations Act (18 U.S.C. § 1962(c)); and 6) the common law of unjust
enrichment, trespass to chattels, and conversion. If such conduct continues, irreparable harm
will occur to Plaintiffs and the public, including Plaintiffs customers and associated
member organizations. Thereis good cause to believe that the Defendants will continue to

engage in such unlawful actionsif not permanently enjoined from doing so by Order of this
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Court.

14.  Thehardship to Plaintiffs, their customers, and the public resulting if
injunctive relief were not entered far outweighs any burden to Defendants from entry of a
permanent injunction. Defendants have illegally infected end-user computers to enlist them
into the Zeus botnets, a network of infected end-user computers operated over the Internet
and used for illegal purposes. Plaintiffs, their customers, and the public are harmed by this
activity through the high-volume of spam e-mail generated by Zeus, the theft of financial
account credentials, and the theft of money from compromised financia accounts, and the
ongoing infection of end-user computers and their useinillega purposes. Therefore, the
balance of hardships tipsin favor of granting a permanent injunction.

15.  The permanent injunction will benefit the public. Maintaining the relief put
in place under the temporary restraining order and preliminary injunction will keep the
operators of the Zeus botnets from reconstituting its Command and Control Infrastructure
and thereby reconnecting with infected end-user computers, will sharply curtail its ability to
propagate spam e-mail, infect end-user computers, steal financial account credentials, steal
money from financia accounts, and infringement of Plaintiffs’ trademarks, and will keep it
from using the current tier of infected end-user computersin illegal activity without their
owners permission or knowledge. Therefore, a permanent injunction will have afavorable
impact on the public interest.

16.  Defendants have engaged and are likely to engageiniillegal activity using the
Internet domain names identified in Appendix A to host the command and control software
and the malicious botnet code and content.

17.  To keep Defendants from resuming actions injurious to Plaintiffs and others,
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Defendants must be enjoined from using the Internet domain names identified in Appendix
A and Defendants must be prohibited from accessing Defendants' computer resources

related to such Internet domain names.

IT ISTHEREFORE ORDERED asfollows:

A. Paintiffs Motion for Default Judgment and Permanent Injunction is
GRANTED.

B. Defendants are in defaullt.

C. Plaintiffs are awarded judgment against Defendants.

D. Defendants, their representatives and persons who are in active concert or
participation with them are permanently enjoined from intentionally accessing and sending
malicious software to Microsoft’s and its customers’ protected computers and operating
systems, without authorization, in order to infect those computers and make them part of a
botnet; sending malicious software to configure, deploy and operate a botnet; sending
unsolicited spam e-mail to Microsoft’s accounts; and sending unsolicited spam e-mail that
falsely indicate that they are from or approved by Plaintiffs; or undertaking any similar
activity that inflicts harm on Plaintiffs or the public, including Plaintiffs’ customers and
associated member entities.

E. Defendants, their representatives and persons who are in active concert or
participation with them are permanently enjoined from configuring, deploying, operating or
otherwise participating in or facilitating any botnet, including but not limited to the
command and control software hosted at and operating through the Internet domains set forth
herein and through any other component or element of the botnet in any location.

F. Defendants, their representatives and persons who are in active concert or
participation with them are permanently enjoined from using the trademarks “ Microsoft,”
“Windows,” and “Outlook;” NACHA'’s registered trademark “NACHA” or any of Plaintiffs

logo trade names; service marks; or Internet Domain addresses or names; or acting in any
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other manner which suggestsin any way that Defendants’ products or services come from or
are somehow sponsored or affiliated with Plaintiffs, and from otherwise unfairly competing
with Plaintiffs, misappropriating that which rightfully belongs to Plaintiffs, or committing
fraud by passing off their goods or services as Plaintiffs'.

G. Defendants, their representatives and persons who are in active concert or
participation with them are permanently enjoined from using in connection with Defendants
activities any false or deceptive designation, representation or description of Defendants’ or
of their representatives’ activities, whether by symbols, words, designs or statements, which
would damage or injure Plaintiffs or give Defendants an unfair competitive advantage or
result in deception of consumers.

H. Pursuant to the All Writs Act (28 U.S.C. § 1651), the domain registries with a
presence in the U.S. identified in Appendix A to this Order, shall continue, for a period of
twenty-four (24) months from the date of this order, to:

1. redirect al traffic to the domainsin Appendix A to secure serversat a
Microsoft-secured | P address: 199.2.137.141; and

2. takeall steps required to propagate the foregoing domain registry changes
to domain name registrars.

l. The domain registries outside of the U.S. identified in Appendix A to this
Order, are respectfully requested but are not ordered to provide assistance to plaintiffsto
prevent the use of the domainsin Appendix A for the activity prohibited in this Order.
IT1SSO ORDERED.

Entered this day of November, 2012.

The Honorable Sterling Johnson, Jr. U.S.D.J.
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Appendix A

DOMAIN NAME REGISTRIES

Verisign Naming Services
21345 Ridgetop Circle
4th Floor

Dulles, Virginia 20166
United States

VeriSign Global Registry Services
12061 Bluemont Way

Reston Virginia 20190

United States

Harmful Botnet Domain Name

11132erfw23rwgasdfd.com
quick-report-nacha.com
24onlinedrug.com
Iprshcsmijfovp.com
ludos-apparare.com
ragsnip.com
womidfer.com
tradingcenter.cc
adventureshoal.com
azuremator.com
billydoghouse.com
manageality.com
musesquad.com
startalertmos.com
activedent.net
core02.net
930nbsdai odsa.com
accessslist.net
adv-protection.cc
alertedzones.com
answertels.com
answertels.com

backupdomai nmuiel245.com

bankencryption.net

basi c-auth.com
bassyfromsol host.com
hmagwuxnzwyegkls.com
buttorfos.com
karakumma.com
cedeophys.com
cedeophys.com
clickhere67.com
clingcornem.com

clingcornem.com
coffien.net

coralaw.com
deligatemyname.com
demanajelo.com
demangjelo.com
denitraspetr.com
jackeydu.com
doliv777.com
doliv7771.com
donttouchme739.com
efexxxef.com
efexxxef2.com
efexxxef7.com
grandtarf.com
foreveryouandmee.com
freekinas.com
gdemamaruka.com
getbussinesinfo.com
girodiza.com

gl obalwebanal ytics.com
gloomglboom.com
hbasdauadhg.com
hellofromhere98213.com
hhtres.com

hosthgk.net
huniloz.com
iamnothere823.com
admini strationistsdug.com
hugegiantyouth.com
martinololo.com
myhandsareveryfying.com
tripol efourgaz.com

8

undercovermimimi.com
iosahdoias.com
jahsdiuasbdiaa.com
evrymonthnighttry.com
glasseseverydaynow.com
jajahbinksdiesforyou.com
trupledoubl ehardcore.com
urbantoprtunitiesforme.com
jdjsaf34.com
johnsonforums3.com
kadonisoft.com
kadonisoft2.com
kadonisoft4.com
klrtm.com
koletrezzo88.com
koletrezzo99.com
Itdstar.com
globalwebz.net
grz971.com
globawebz.net
gsssoftwareb.com
globalwebz.net
grz97.com

grz971.com

justdrv.net
metabolez.com
pganalytics.net
wonderchat.net

mui eptbass.com
faggowh.com
mywatchresource.com
okivoob.com
veonset.com



palonit.com
secariadna.com
biggestsetter.com
ipchecker003.com
lobsterliveverromez.com
matdugt4.com
nachanewsportal.com
portal hachas.com
secariadna.com
pofikpofikfikfikl.com
pofikpofikfikfik2.com
randomawidnao.com
readmedocument83.com
rhunseal.com

sOndell.net
sardballierman.com
sardballierman.com
sdfokoiasedewq.com
securel oggin.net

securi ctychecking.com
securitywebguard.com
safei netscripts.net
secureweb5erviceb.net
secwaystorage.net
shikalmuna.com
sludential.com
sludential.com
sludential.com
somebackupdomainl23.com
statosonline.net
stattime.net

tel ephonemeonmyphone.com
theb57sdeee.com
the557sdeeel.com
uhahaka.com

victoril.net
vipworldhost.com
ariodtalk.com
waweaime.com
balticsevicestrust.com
nightycrowlingninjas.com
takethatasano.com
whyvavilon.com
domsterns.com
fpzbox.com
aeronitrex.com
skiangpa.net
nachauser-account.com
akcakocadetayinsaat.com
amersterin.com
articityxpagua.com
boatorldenoras.com
bryandsighter.com
articityxpagua.com
infrarotendamkevforo.com
splashnetcombizauron.com

nacha-reporte.com
amberschool.com
alnacha-users-bank.com
loudworld.net
get-ach-report.com
softsecuritylab.com
fanzinatra.com
novodebt.com
novodebt.net

rumbt.com

rumbt.net

guppobod.net
adrorist.com
bariousauk.com
chorinav.com
hydroliets.com
securedfrag888.com
sequruty.com
trucktugboat.com
almemoryram.com
anthonydel 0so.com
anualiverk.com
anualiverk.com
flashbangsecurity.com
barcodej oyness.com
nachaport.com
foodwhisky.com
assmitizeree.com
assmitizeree.com
astrawebservice.com
sdfkjkfdskif34j348.com
11132erfw23rjkvsdf.com
downloadertempfull.net
savetimeforyoulife2011.net
fregjumpcomptell.com
freesecuritycheckname.net
alabamai dandsfree.net
sdfkjkfdskif34j348.com
11132erfw23rjkvsdf.com
sdfkjkfdskif34j348.com
11132erfw23rjkvsdf.com
update-kb18628311.com
tokiocitus.com
westdirect.net
nacha-users-info.com
secur3storag3.com
curcell.net

mumbai escortsdirectory.com
getcompanyreport.com
nacha-info-store.com
nachaorgcompany.com
aquajaunt.com
aguaschooner.com
aguaskiff.com
aguasrc.com
aguagjaunt.com
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aguaskiff.com
aguasrc.com
barpetra.com
financialstatements.mrsdl.com
giOsti.com

bb4f.net

lib-invest3.net
ebaliu.com

toplaitit.com
myescortsdirectory.com
sadjumped.com
checkmelater.com
meandyounow.net
picassoss.net
rembranddt.com
dbdata-check.com
godlikel oosers.com

mi sskissoftheryear.net
neoprenolen.com
decalintos.com
yazarcanyucel.com
blueberrymo.com
blueberrymo.com
tronopays.com
your-nacha-report.com
manageopoly.com
managei ent.com
manageity.com
invintor.net
borsteksavalu.com
borsteksavalu.com
nilsgrietctyed.com
brandc.name

firstdir.cc
fds323rwed8237rhkaj.com
amberschool2.com
ingbrownfour.com
usersea.com

nacha-portal -server.com
bxkkuskgdj skdn.com
boletin_turistico.com
cdnsecurehost.com
cdnsecurehost.com
cdnsecurehost.com
nacha-advertisement.com
userbrick.com
nacha-report-downlod.com
card-security.net
hotrinkolistnetbiz.com
hottenmejenetcominfo.com
strohertinzeocomne.com
nacha-news-download.com
fiboxencercha.com
fiboxencercha.com
celequidictor.com
celequidictor.com



filmv.net

Xpadv.net
repetitirovnet.net
repetitirovnet.net
nacha--user--news.com
getnacha-info.com
chbytechipemen.com
chbytechipemen.com
chdormante.com
australia-verse.com
maymacngocphuong.com
mi crobase-update.com
hv673hv573hv53h7khv57.com
bakboro.com
fretolu.com

medlya.com
oralania.com
al-nachadatainfo.com
nachauserinfo.com
nachauserinfo.com
northdakotastatesite.com
soucker.com
topsecurityplace.com
smartsecurityadvizor.com
quardsecurity.com
https04.com
adlcflg2.com
€enscorose.com
isportes.com
var357.com
yregmst.com

level-3.net

colll.com

secstat.com
inboxacc.com
incode.name
aboutinsurcar.com
broadbandi nternetspeedtest.com
greenballsoft.com
inboxacc.com
inloggen-ing.com
irsdatafilereport.com
napi eriarjournals.com
secstat.com
aptitude.name
secstat.com
americauta.net
eslikerbuna.net
conwortonnent.com
conwortonnent.com
oposumschoone.com
takers.aaal-news.net
newsnachausers.com
financedata-store.com
cronobl ankostarahmake206.net
cryogiwogater.com

cryogiwogater.com
all-nacha-datainfo.com
all-nacha-datainfo.com
nacha-shire.com
ufkirankmega.net
cyberistrolax.com
cyberistrolax.com
retyul oploples.net
bestlongnet.net
bestlongnet.net

retyul oploples.net
retyul oploples.net
bedthese.com
crappycrappyl123.com
johngottybest.com
france-facebook.com
france-facebook.com
nacha-usersalarm.com
dempeighternya.com
dempeighternya.com
deressenwarpol .com
deressenwarpol .com
curchart.com
nsdnsrv.com
analyticdns.com
nacha-userbudget.com
getworldnewsfast.com
xaz6glbc-server.com
randomawdowibda.com
theimageshare.com
fdic-advantage.com
nachadatafile.com
dohturboob.com
securitydaemon.com
pospayinstruczione.com
kickthefuture.com
cornermarketmedia.com
1b86a9c7.com
gjax-com.net
jsmsgb.com

jsobj.com
dnsonchecks3.com
aguaedition.com
bedmany.com
billycheerful.com
biteblown.com
aquaedition.com
customernacha-tools.com
armyfloridagames.com
justbigtoyss.net
justbigtoyss.net
doutektronumni.com
doutektronumni.com
ytpfmnmgyjinxrhe.com
drontapesoff.com
dualforcegate.com

10
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dualglobalwave.com
colobird.com
colocurl.com
colocycle.com
coloquel.com
biggestloop.com
stacyeiblerki.com
layeradv.com
nachareport.com
nachauser-estimatefee.com
nacha-feedback.com
connectsharel earn.com
elitbasak.com
pxpnksrwogmjzotk.com
hunterdriveez.com
cdkd.net
gzltljpkrvrndtwq.net
ryljzfmxdmarpfog.net
wviosppfhslgyyvn.com
Zgnirpqupugmksng.com
neweuropeconsult.com
nsshc-security.cc
finewcreautomp.com
finewcreautomp.com
ragsmile.com
ragsmog.com
ragsmoke.com
daosf3doapo.com
nacha-wirecosts.com
taemaidoo.com
nacha-comparison.com
moksdog.com
moksfin.com
mokshark.com
flsunstate333.com
frtual pornclub.com
nacha-rejected.com
viimans.com
gafatys.com
fresheurope.com
coll2.com

coll3.com
cardholder-security.com
get-nacha-news.com
nsonchecks2.com
init-js.com
findnachareport.com
sonyvaio77.com
poste-secyre.com
investriotinto.com

appl efincorp.net
cartethont.com
complexfix.com
corpsecnet.com
doliv7774.com
domozhe.com
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frameworkdisable.com
hullimpair.com
luckystrike0.com
naberlin.net
pofikpofikfikfik.com
serlene.com
sonnersbale.com
standinghost.com
winlaps.net

asus/.com
headtickets.com
headtickets.com
biggestcoin.com
biggestfunds.com
biggestmate.com
biggestcoin.com
biggestfunds.com
objectsphereuf.com
grounaxyxin.com
grounaxyxin.com
vizonix.com
schoolboygetout.com
schoolboygetout.com
h2024700065.com
biteblind.com
nacha-userauthorization.com
high-update.com
highnetlifelentrasx.com
highnetlifelentrasx.com
high-privacy.com
bisiteles.com
teleation.com
telelope.com
telemonors.com
bisiteles.com
[pnksckywkyyxmgh.com
guiversea.com
scgnipltesymwgn.net
billydie.com
combimyself.com
curcandle.net
ragsnipe.com
splatspunk.com
truckunzip.com
wonderfulwrench.com
battlewright.com
battlewright.com
howellsheatingandair.com
nookbizkitsad.com
matoway.com
matoroad.com
codecurveopusi.com
108cms.com

athmai nfosol utions.com
boxtaditp.com

ytjsxkupugwf ppp.com

antifraud-check.com
minienenl.com
ach-nacha.com
files-irs-pdf.com
getnachanews.com
huntchemical.com
irs-00038004800us.com
irs-data-storage.com
nacha-industry.com
nacha-plex.com
nachasnewsporta .com
report-007298492us.com
us-credit-security.com
usernacha-bills.com
usernacha-wireinfo.com
irs-charge.com
irs-events.com
iserverupdates.com
vasexz1fhjklwa.com
vasexzfhjklwa.com
vavvblklwa.com
trigaprohol ds.com
giftcanbuy.com
jabber911.com
sop3not.com
nachauser-budgetinfo.com
uilveropoly.com
akronidlitd.com

js-init.net
98DFGR994883798df.com
fdic-customeragent.com
veriary.net
dbase-security.com
virgull.com
nachauser-feedback.com
linindi.com
nakostelidze.net
jockesnotliked.com
jockesnotliked.com
fucktheabuse.com
hatefelonyl11.com
grascowallmastmyway.com
grascowallmastmyway.com
vensart.net
valuetory.com
jovamekoz.com
fpowmtyzgsdsfxl.net
nyrtsvlgjtsoiog.com
eurostats2012.net
secure-cibc.com
sampinv.name
dotmascript.com
nachacustomer-alarm.com
nacha-news-archive.com
achecad.com

nachai nfo-store.com
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westarray.com
srimeenakshi agencies.com
combijump.com
combiplease.com
softmarketvalue.com
sukablyatimes.com
kristradentro.com
kristradentro.com
so47nop.com

au-busi ness-customer.com
kvazimoder.com
firelinesecrets.com
wonderfulyard.com
alleopneandertal.com
careol netcompowerfew.com
€veryyounoeverymecomn.com
rollingthemydicenetbe.com
rollingthemydicenetbe.com
bbbyygd3yggbc.com
campingshelf.com
campingstack.com
combigave.com
level-upgrage.com
mcgoth.com

dg kkwlhhdd.com
dskjhiukwlw.com
jdfdkjldssd.com
peindlsadesk.com
shgkgwgkls.com
skjbsldkjksfhu.com
sshwklwjen.com
ywtgytkejnke.com
jscripts.net

nati onal -security-agency.com
googlezuju.com
thescarts.name
scarts.name
seelkom.name
sellertop.cn.com

moi gerta.cn.com
myscarts.name
junioroops.name
terabitscenter.cn.com
123002915.cn.com
423654m.cn.com
antisorit.cn.com
betswinstrategy.cn.com
nachaclientsinfo.com
viewfdiccustomer.com
nachaserverportal.com
nachasf ast-equipment.com
mediacoif.com
mediacoif.com
mb5ta2bg-server.net
cooldgaggle.com
cooldherd.com
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cooldhorde.com
nachaportal.com
nacha-cashier.com
sausandergere.com
cuficellimaad.com
cuficellimaad.com
sausandergere.com
marsplus.com
marsplus.com
vzrnb4o4.com
trucktrumpet.com
nachauser-info.com
microsoft-update.name
meligarm.com
yournachareport.com
softthrifty.com
thesoftcheap.com
strbrst.net
tongomario.com
chapedclothes.com
division16000.net
nachanewsarchive.com
datejebemupicku.com
heiotrgmevizmorvvcio.com
nacha-port.com
dyaybriaikl.com
gwertyghost122245678.com
js-includes.com
muzwniltlrpgmpn.com
icredonamel0012.com
htdell noi seunivercoz.com
junesommerlivey.com
lobsterliveverrolad.com
lobsterliveverromem.com
nrrstlgxovkkdc.com
umwmpwul ypvudok.com
tpaprhttltpust.com
2report-nacha-org.com
royhnngrumycqtg.com

[ htbsotji sgvwvp.net
nacha-ach.com
nacha-alarm.com
nachabank-users.com
nachabank-usertools.com
nacha-customer.com
nachacustomer-news.com
nachadata-alarm.com
nachadataal |l ocation.com
nachanews-portal .com
nacha-newsportal.com
nachaportalserver.com
nacha-reports-domain.com
nachaserver-porta.com
nacha-server-portal.com
nachauser-banktools.com
nachauser-equi pment.com

nachausers-bank.com
nacha-users-bank.com
nachauser-tools.com
blestim.com
nachasuser-alarm.com
neoprenant.com
neoprenhopper.com
eftpsinfo-center.com
irs-reports.com
gomosekov.net
encrypted-security-agency.com
best-trololo.com
iylsorzrjlmsuwy.com
nvfogwtptkvheh.com
everyyounoeverymecomn.com
rollingthemydicenetbe.com
everyyounoeverymecomn.com
careolnetcompowerfew.com
mei nliffenetbizcomzz.com
dazerfest.com

dazerfest.com

soadgol.com
90fd78b9078bd0g.com
dbi-static.com
furniture-lux.com
nacha-customertools.com
randomnamefordomainl.com
nacha-customerequi pment.com
vetrucomneti cejestreq.com
nacha-portal.com
nacha-urgent-portal.com
newhachainfogetnow.com
nacha-equi pmentstore.com
krivoglazeg.net
krivoglazeg.net
highnetlifenet.com
newturbobrowser.com
pending-payment.com
biggestoneer.com
biggestmaster.com
biteblew.com
sfimnakedgirls.com
edge02.net

vesryop.com

camesd.com

gedpoil.com

sepnower.net

sqwed.net

gedpoil.com

camesd.com

aleorew.com

camesd.com

gedpoil.com
getodkeltyo.com
hotbgirls.com

lekaleo.com
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mesl efot.com
sepnower.net
sqwed.net

vesryop.com
sepnower.net
sqwed.net

vesryop.com
wheredoyouplayloveme.com
ogkplss.com

photal egraza.com
photal egraza.com
nacha-achal ert.com
indosyslife.com
forppp.net

resolym.com
deepinch.com
curvechild.com
curvechime.com
curvechirp.com
wvzvdjbgpigpg.net
oceanmindmore.com
mvdj egonofivwurr.com
nacha-instructionsuser.com
lib-invest.net
quiverharbor.com
quiverain.com
quivercove.com
quiverforge.com
quiverform.com
quiverwave.com
veroabel 0s0.com
xprixottijel pvl.com
ragsmug.com
ach-reports.com
atlass7.com
brnsounds.cc
nacha-usercommission.com
reports-nacha.com
etflftvbiwisxnr.com
pvhweoj smnnpgov.com
uxgpvemogxyutkp.net
fmsalberta.com
gurmentpass.com
sahhosse.com
whole-sale2011.com
mpykgsrhnpitng.com
drillnews.com
nachas-portal.com
kgkdominas.com
jinanpharmaceutical.com
reports-info.com
yettaillarfic.com
kenamersoftvu.com
forviclemo.com
deratirelcomni.com
bryandsighter.com
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artechellirat.com
deratirel comni.com
forviclemo.com
kenamersoftvu.com

rel ationshipamersoftwarevu.com
yettaillarfic.com
amersterin.com
boatorldenoras.com
dz-greenhat.com
xlreservation.com
rewriterform.com
eieniomxzliljlnj.net

I sthupsocdbncgnn.net
nwtispzwpgotek.com
rekgbepytokpfol .com
wmmwempyj pgymfl.net
userinfo-nacha.com
sarn634dt.com
trucktulip.com
twistloft.com
cwlrgguvioemezr.com
msrrevukwitsgpog.com
csslib.com
nachausers-industry.com
get2-nacha-report.com
romario279.com
startancientmos.com
reportsnacha.com
adventurerocks.net
adventureswarm.com
irs-alerts-report.com
federareserve-online.com
fedralwire-report.com
mastik756bombastik12.com
dst-finance.com
sadclapped.com
vikingwer5.com
vpxgquhxtxhngrfmg.com
WwWwapps-ups.net
sddkoios.com
blackbuckseri.com
nachaemployee.com
ultrawirereservation.com
nachausersbluebook.com
finance-customer.com
tventinypol oret.com
polovinkajfie.com
favoritopilodjd.com
federetoktyt.net
smartsecuritybox.com
europeconsults.com
mynettube.net
senvironment.com
caronivarium.com
chipsiedok.com
lib-invest2.net

adventurehorde.com
you-ach-report.com
bringithomedude.com
doublewin.com
nobodyjiomertomcomnet.com
nobodyjiomertomcomnet.com
aryirs.com

eryirs.com
xndmnojimsoj gx.net
financialtime.name
asiasoniconline.com
asiasoniconline.com
asiasoniconline.com
aquadigita.com
errorsuz.com
splatsplit.com
adventuremechanic.com
adventureriver.net
blumswell.com
colowheedl.com
tweetwinner.com f
jslib.net
avaintellegeron.com
nachausersaert.com
mctqyvjmcktrnvsw.net
zauxszqul sxryw.com
basedmarket.com
dgsrneipgzhgkrp.com
eaiitykhxsnkgngm.com
jlojsunoymwtvktj.com
mgjmusjopkvugnu.com
usernacha-alarm.com
koklip.com
bitebeehive.com
badlike.com
badthen.com
badthese.com
bedwill.com
oblomidze.net
asanveni.com
doliv7770.com
dyaybriaik2.com
dyaybriaik5.com
dyaybriaik6.com
efexxxefl.com
efexxxef3.com
efexxxef5.com
lib-investl.net
lib-invest4.net
gdemamarukal.com
gdemamarukad.com
heeerrr2.com
jetuodiresbepourtua.com
kadonisoftl.com
kadonisoft5.com
koletrezzo77.com
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|eakedbyzer0.com
oldgraber.com
pinkhatbackup.com
pofikpofikfikfik6.com
sunaitenprin.com
theb57sdeee2.com
theb57sdeeeb.com
wantpint.com
|ocaldarcenss.com
rjrgkzujejjpfyg.com
csspan.net
josunrwpyghvttr.com
t3os7pt.com
babyberta.com
triplexguard.com
trucktwirl.com
curcent.com
curvechess.com
srairlswrglcmr.net
ypghrijclijnnoyg.net
twistplex.com
neironhounder.com
nacha-news--portal.com
iigmvgrhotnkqsp.net
kovjmkilwfgmlpws.com
pirjjsggpmnomxs.com
xviadovjlyhltry.com
ultragatewealth.com
ultrareservation.com
uptonxtwealth.com
busiene.com
userdata-distribute.com
rolermpyhvnnrhp.com
qulghpiornuvltp.com
greatrotewallen.com
swsskhpwcgzskn.com
widowadvertising.net
billychalk.com
billycharge.com
vestiturnediana.com
vestiturnediana.com
projens.com
nmhutixnfriondpo.net
rmoytrpxmloeogk.com
appscoast.com
posta-myposta.com

saf esaction.com
driveplex.net
vrgoryutlgnjpod.com
vivaforelifenetcombie.com
htdel I noi seunivercom.com
nachausers-wirecosts.com
teamten.net

fteur.com
nacha--news-downl oad.com
biggestblazer.com
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biggestchief.com
biggestpilot.com
indigomator.com
indigocrickets.com
cartapps.com
cartapps.com
systrmp.com
westernunlon.net
westernillusion.com
biggestclone.com
bluemator.com
poogatodf.com
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nachausers-book.com
wonderfulworn.com
wopedj hfntzfgh.com
nachausers-account.com
simplychasinasis.com
xldavinchireverce.com
XXXmagi creservation.com
XXmagicreservation.com
pornxyx.com
curvechore.com
earthorde.com
sorbentoig.com

National Internet Exchange of India
5th Floor, Incube Business Centre, 18, Nehru Place

New Delhi Delhi 110 019
India

Afilias Limited

C/O AfiliasUSA, Inc.

300 Welsh Road, Building 3

Suite 105
Horsham, PA 19044
United States

prodano.in
abrakadabradomen000.in
abrakadabradomen001.in
poydun.in

massal95.in
testofiesto0.in
hullamullain
trackerlohaaa.in

asta oscojonesback.net.in
ipwnbotsforfun.net.in
pacman.net.in
pacmanback.in
indietours.in
indietours.net.in
indietoursbek.in
indietoursbek.net.in
indietoursbckl.in
indietoursbck2.in
getwolrdnewsfast.in
bhbhbhaat536.in

DotAsia Organisation Ltd.
15/F, 6 Knutsford Terrace
Tsim Sha Tsui Kowloon
Hong Kong

Harmful Botnet Domain Name

ppplllImdkjt2.in
kasoblanka.in

zabaz.in

coltrc.in

domennow.in

yferro.in
googlemaster921203.in
itismybestsite2277.in
itismybestsite2323.in
itismybestsite2377.in
kjrldsghslekjhgl.in
mybackdomain8732.in
mybackdomain8733.in
mylifieissogood.in
supportonline-posta.in
shopsoft.in

c0r3.in

milloneti.net.in
alibabadropshipping.in
itismybestsite.in
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quizclub.net
quizclub.net
domritu.com
antiglobalgg.com
arctosinbrasilia.com
belugaB88.com
domritu.com
antiglobalgg.com
Zlegal source.com
zsearchweb.com

itismybestsitel11l.in
itismybestsite222.in
itismybestsite333.in
itismybestsite444.in
postepaysystem.in
adoult-zonagk.in
myjabba.in
myjabbaer.in
myjabbaerer.in
serpentarikn.in
serpentarin.in
wallswayl15.in
zazazar.in
slonoboy.in
garik-m.in
journalmy.in
kurpin.in
yellowpageschennai.in
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achnachgjournaldownload.asia
ach-nacha-report-downloadshop.asia
achnachareviewfiledownload.asia
bestach-nacha-report-download.asia
mynacha-filereport.asia
nachafilereport.asia
nacha-filereportonline.asia
nacha-filereportsite.asia
nacha-filereportstore.asia
newnacha-filereport.asia
theach-nacha-report-download.asia

.CO Internet SA.S.
Calle 1008 A - 49
TorreB of 507
Bogota

Colombia

NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

L oudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

betterheousermy.co
blogoettindia.co
boatorl denoras.co
borsteksavalu.co
thernextoneter.co
tywinderdamaku.co
ukrainewskill.co
vacantitechip.co
varioldinnics.co
vcestiturnediana.co
vegatorkspeps.co
vemaxxlionna.co
yettaillarfic.co
guantraxactor.co
recavatech.co
recellhelsen.co
reetexista.co
runtroadeatb.co
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Harmful Botnet Domain Name

Harmful Botnet Domain Name

saldchwetheach.co
sardballierman.co
sausandergere.co
senstonymy.co
shipportlise.co
silvarnetinn.co
simontfica.co
sneckstrumo.co
somanyontion.co
sterijncompan.co
suitionsaway.co
sunageoshighvi.co
talettedible.co
photal egraza.co
padesi onittatu.co
patrogqual arva.co
perisoneterts.co
pintamierback.co

15

planeostsgquavep.co
vibeapnesbu.co
viewediesolver.co
vigetectrockset.co
westansgualiti.co
westwi serce.co
whatixemieldin.co
wickissievele.co
managenetwor.co
meazeridashloc.co
mentripete.co

minol lumentlynx.co
moderheitrack.co
mutani sopendsie.co
muti ceptad.co
onespointheadia.co
holmancybeac.co
ignarysama.co
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inforksonseia.co
intelinellouse.co
interponsseella.co
invetechinte.co
jambsulumency.co
jellabillat.co
jobinedianingfo.co
kenamersoftvu.co
killdfymerraque.co
kristradentro.co
lekhausurex.co
leopodentargit.co
liviarylink.co
locaresplicutl.co
lorevingbranta.co
lucascattientop.co
lucassfield.co
gavildippurum.co
gertyphacqueier.co
globridolumet.co
gramabl essatro.co
grounaxyxin.co
hoffmarketraph.co
fiboxencercha.co
finewcreautomp.co
foolieracceiv.co
forviclemo.co
copelixell.co
conwortonnent.co
creamottonovati.co
cryogiwogater.co
cuficellimaad.co
cumberiangle.co
cyberistrolax.co
dasyucorbit.co
dempeighternya.co
denitraspetr.co
deratirelcomni.co
deressenwarpol .co
doutektronumni.co
ebuityketfinus.co
eguildaycock.co
eponamindranthe.co
eunitynewghbc.co
evraffeyplings.co
exedrinsteadna.co
brigatexgluc.co
bryandsighter.co
celequidictor.co
chbytechipemen.co
chetteaditas.co
accoukierlism.co
achyroransib.co
aeractraspac.co
alconichill.co
alederpe.co

amersterin.co
andeena.co
annadiat.co
anualiverk.co
armrena.co
artechellirat.co
articityxpagua.co
assmitizeree.co
ataghty.co
atlancentuage.co
auchaulu.co
audubideonetity.co
avaintellegeron.co
avectintemottis.co
babical.co
beregg.co
berrat.co
betterheousermy.co
blogoettindia.co
boatorldenoras.co
bobetic.co
borsteksavalu.co
bottler.co
brigatexgluc.co
bryandsighter.co
bulingelah.co
bullfot.co
bundhaker.co
cantailya.co
carratina.co
cashlitype.co
cavient.co
celequidictor.co
chbytechipemen.co
chetteaditas.co
cocklemili.co
collex.co
collowesto.co
conwortonnent.co
coolityle.co
coopese.co
cootterian.co
copelixell.co
coreamesents.co
cothonal.co
creamottonovati.co
criterage.co
Crosco.co
cryogiwogater.co
cuficellimaad.co
cyberistrolax.co
dasyucorbit.co
cumberiangle.co
dempeighternya.co
denitraspetr.co
deratirelcomni.co
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deressenwarpol .co
detindi.co
doutektronumni.co
dwomanti.co
ebuityketfinus.co
eguildaycock.co
eineep.co
encyte.co
eponamindranthe.co
ernesti.co
eunitynewgbc.co
evraffeyplings.co
excelat.co
exedrinsteadna.co
exogael.co
exploqu.co
fantasynche.co
fiboxencercha.co
finewcreautomp.co
globridolumet.co
gertyphacqueier.co
foolieracceiv.co
forviclemo.co
gagenpau.co
gavildippurum.co
gramabl essatro.co
grounaxyxin.co
grumner.co
guessounthu.co
gulabill.co
heavykyly.co
hektary.co
hildarchi.co
hoffmarketraph.co
holmancybeac.co
hydrole.co
ignarysama.co
jacketerer.co
ileenyet.co
incrence.co
ineniali.co
inesilk.co
inesmate.co
inforksonseia.co
intelinellouse.co
interponsseella.co
inthou.co
invetechinte.co
iranitereno.co
jambsul umency.co
jectoral.co
jellabillat.co
jellotr.co
jobinedianingfo.co
katussi.co
judithri.co
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kenamersoftvu.co planail.co toonereretry.co
killdfymerraque.co planeostsquavep.co tornaloque.co
kindjin.co primasc.co tourinathol.co
kristradentro.co pucessop.co turbiculu.co
lekhausurex.co guantraxactor.co turpipeltim.co
leopodentargit.co recavatech.co twaliar.co
leverry.co recellhelsen.co tywinderdamaku.co
liviarylink.co regtexista.co ukrainewskill.co
locaresplicutl.co rosellewe.co urerariece.co
lorevingbranta.co rozencess.co vacantitechip.co
lucascattientop.co runtroadeatb.co varioldinnics.co
lucassfield.co saldchwetheach.co vcstiturnediana.co
luristri.co salterembl.co vegatorkspeps.co
managenetwor.co soupchi.co vemaxxlionna.co
manillack.co sardballierman.co veratedra.co
manmark.co sausandergere.co vibeapnesbu.co
mannieda.co sciteleganal.co viewediesolver.co
measubstomy.co senstonymy.co vigetectrockset.co
meazeridashloc.co shalyxiard.co westansgualiti.co
mentripete.co shawler.co westwiserce.co
millewine.co shipportlise.co whatixemieldin.co
minol lumentlynx.co shutiary.co wickissievele.co
moderheitrack.co silvarnetinn.co wriereging.co
mulleril.co smagogre.co yettaillarfic.co
mutani sopendsie.co sneckstrumo.co accoukierlism.co
muti ceptad.co simontfica.co achyroransib.co
nedataryj osc.co SNOWSEr.co aeractraspac.co
onespointheadia.co somanyontion.co aconichill.co
openity.co sterijncompan.co amersterin.co
padesi onittatu.co stourangebo.co anuaiverk.co
pandidarma.co suitionsaway.co artechellirat.co
patrogualarva.co sument.co articityxpagua.co
pederm.co sunageoshighvi.co assmitizeree.co
perisoneterts.co talettedible.co atlancentuage.co
phimore.co talyso.co audubideonetity.co
photalegraza.co tantainie.co avaintellegeron.co
pintamierback.co tegony.co avectintemottis.co
pistonlover.co thernextoneter.co

NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

L oudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

Harmful Botnet Domain Name
ogochbgmmmnnjzg.biz petroleumgroup.biz wdoygoxnmmrlqyot.biz
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roobshall.biz
seoengine.biz
snaretrace.us
snaretrack.biz
snarework.us
hoycktgwagsmkinv.biz
iesnare.us
ilovekeks.biz
Iwbbtfrtjjsyksl.biz
njxners mmvpyto.biz

dasad41dadsafasdasd21.biz

faasppouk.biz
apricot-fresh.us

avocado-fresh.us
beaverday.biz
bfhognbpunvaymd.biz
blackcurrant-free.us
bgrbhtwvrykrsyl.biz
cprmhmttslomusm.biz
cherry-free.us
carbossa.biz
clfuhmciswossut.biz
gooj eojohegbnx.biz
go6po.hiz
egpnhotnhnvsfeus.biz
giyieqgwwxiro.biz
gxdrnmspexrtooes.biz
gxxlzrylggplvpnp.biz
gywsglihvdleyupu.biz
hel psupport.biz
hrlimdkl zoi gxywn.biz
hrnngkmoyhmmoynz.biz
hvlpmopbnutrgju.biz
hxvluohophnnse.biz
ijogj pkdprgpsugn.biz
injruhjxmtcerut.biz
ipcohyjgjxImmtgs.biz
jfvpgxvywordryr.biz
ixkgojrequpooitp.biz
izknfgnsrvmvswuh.biz
jetozilnwnwutgf.biz
jmgvtnkjgtzglij.biz
jptptml pgnzdnpl .biz
jslpfnsrsmnqsvl.biz
kiwslglkjvntt.biz
kkksvmrsyxfvj.biz
korpupnpnghjvvk.biz
Kyupj xrwpwxmrgn.biz
lastking.biz

Icocnvxl pkokso.hiz
Iwgltmttgujtfxqg.biz

Afilias Limited

C/O AfiliasUSA, Inc.

|zrfudhklvocwo.biz
mass-money-makers.us
mnrpxtmkkwmilig.biz
mnxpeej xpvwrhkrm.biz
mcvogncggnmzowno.biz
mcvogncggnmzowno.biz
mlhnxglrghycorl.biz
mphwei uongwwrsmg.biz
mshtgghttopdon.biz

mtl rnsfbhukgj.biz
nacha-reports.us
ndlpnjnopugsdkq.biz
nnkpwsnovpsptl.biz
ntfgzoeywaqirupfn.biz
ntvwooywivrkenn.biz
nzfyvlftthenmygh.biz
nzvgksojootbmzk.biz
oeypjdgjnncrkwd.biz
ofuvjtxplutlxccer.biz
oltqugnneowyolh.biz
onikyhljniporunk.biz
onpql bpkkyfxspr.biz
orjvswjonrrksn.biz
oymaqseiwtolsooq.biz
pdupvzgwlngw.biz
pnmlpmgzztvugfrt.biz
pvglrzjzfpjipksp.biz
pzfxvaqwvglyyksp.biz
gisgmckijfxtgzf.biz
gmgomrppninyuls.biz
gmypbeqgvgxeanu.biz
gpfmnsmycqglujs.biz
qgmypinpiwywnkag.biz
groslinnklpmcrmor.biz
qymvlgijnppjugv.biz
rbnsngiyukmkrg.biz
rimxlwpokwmrrptn.biz
rkpwl osgmxmnhtm.biz
rkvktnfnygmwagwk.biz
rnogvsomcgkmpeli.biz
rronxvwjietsrlp.biz
rszgpgvjhgwflp.biz
rumbt.biz
rvwpovgppagqpax.biz
ryspbfpvyhvyqvng.biz
selxowomwwoirvnl.biz
mzonphxtliwrw.biz
shkrvpwjyisjiu.biz
snmwtynjppjptsi.biz
snsflrgppsuwjino.biz
symlink.us
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spidyvjliglsmoen.biz
sspjrymvsodngwq.biz
stpdwjxqltpovlg.biz
tfugtqofsrnpral .biz
thalslinoogtnyhm.biz
tieglmmspckyoohn.biz
tigpoxkpvspitpgg.biz
tjclczxrekrpgpx.biz
tjnmwewowigphghr.biz
tovrzkvjxtwhvgn.biz
tpckorvoxpmship.biz
ttdjeisdlipvge.biz
tvhwlpgwgrrmoerr.biz
ufiwhqrjjtsdwijn.biz
ukluuioksqgirih.biz
umrmimwlezmijfgb.biz
usijogzjvatix.biz
utqworfhrkxmecgm.biz
uykrlrijlgdnlgfj.biz
vokkvkudxxftljh.biz
vrjgehsppcgprhs.biz
vslgkrsprvrgtqu.biz
vttyntej ogftwken.biz
vuugqwuywtpfgno.biz
wddlvxtmhqgijsvt.biz
weraty.biz
wfsgshkrijjleojg.biz
wfzmkpwqgqdhvkso.biz
wilmrsmpsgzuuup.biz
wktxuzqvbfkgln.biz
wrtohiimhvlj.biz
xiftkgniniwoirvu.biz
xxvtrrmbugshu.biz
ylhhkuofhl pugkp.biz
ylkhrvojxmagngidj.biz
yngguoufnfpfmtr.biz
yxcqgvqiszlkoygn.biz
zrpfmqyvgmxmhxfk.biz
zrxymtgzmrielrm.biz
ztjphpsmplbog.biz
11plants.biz
28843622.biz

2x5.us

amstelone3.biz
antifoher.biz
anysnare.us
xxvtrrmbugshu.biz
level-3.us

level-3.biz



300 Welsh Road, Building 3

Suite 105
Horsham, PA 19044
United States

robohoste.info
rokgshzyiusvrj.info
ultimatesecurity.info
hostingguru.info
localhOst.info
actinatist.info
advertising-services.info
ahaccu.info
akularryzare.iinfo
algroton.info
diandingtainfo
alygainfo
apriate.info
amidinesfa.info
anagodwator.info
anateam.info
ancemvir.info
anecdadiard.info
aniani.info
antifraudsolutions.info
apagoni.info
aphard.info
aphasmuce.info
apple-fresh.info
apricot-fresh.info
ashnmjjpoljfnl.info
ass-tube.info
astroamah.info
aubirdwa.info
avocado-fresh.info
bad-tube.info
barserginger.info
bativolt.info
bbw-go.info
bilberry-free.info
binetu.info
beginestition.info
belleterer.info
blackberry-free.info
blackcurrant-free.info
blaismanni.info
blueberry-free.info
bobbiestube.info
bowsterb.info
bptigozrtypzj.info
bagsnpnvppxpgqg.info
brokedidood.info
broncomm.info

Harmful Botnet Domain Name

bucraggerie.info
bum-bam-sexy-blam.info
bum-bum.info
bumbums.info
bummaryhout.info
burghne.info
butteency.info
cabinternme.info
cacheeseed.info
cadenelec.info
caffinform.info
canoede.info
carologel.info
castee.info
cdvavnjgqqtkghsoo.info
cemesolele.info
chairlorigh.info
chariewildry.info
cherry-freeinfo
chinta.info
chalifo.info
chorge.info
chuppines.info
¢jputytligkyqylj.info
clemmet.info
compapageon.info
contlocele.info
contoppet.info
copresiati.info
crampinte.info
cranian.info
cranzartue.info
crucery.info
cognessa.info
costarmo.info
defealn.info
deficillainfo
defindl.info
denistar.info
desponechpo.info
desprush.info
diwance.info
dogedbust.info
dominmoneyl124.info
doorerti.info
dortdwittle.info
duceptic.info
dulinepa.info
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dwayer.info
efugxssjrwnrgegk.info
egigfpsgwoqjhs.info
€l sgoophgynbhkv.info
eqwgpniruglhnrh.info
eremitelo.info
euzzpjntlskotws.info
evalgism.info
excittainfo
fastspy.info
federareserve-report-
domain.info
federalreserve-report-
download.info
feudineedci.info
fhoutive.info
fixineed.info
foveari.info
falpvgapvtzopggp.info
fsojgkutpyohu.info
fwjvgkousppprtt.info
fzrgovjlvkwrwnx.info
gaewindit.info
ganapkinet.info
gdolnlrgenronnn.info
giganatwo.info
go6po.me
gomarichor.info
gqvloeozbodgfwgh.info
grascowallbrick.info
growupti.info
gtgvwfgshixtppkz.info
guenessollet.info
guilldo.info
gxsnxkgahaopsjnl.info
habbiece.info
hckqtsgpsstzmdp.info
hemdomance.info
hernandrumen.info
hgbu67hbjyrturtyuk.info
hjpxtfnrenufxsvr.info
hjsdbkjnlsamdfa.info
hkkmqvttugpo.info
hogchariane.info
horali.info
hztplrrrfgmjyrrd.info

i ekfmmigvpwtpxr.info
imitall.info



instationne.info
jessatianator.info
itkwvfquvznhtpi.info
iupmkmeprfnetfgs.info
jmovpypolsgogkog.info
khchukqgasgxszr.info
killendl.info
kkrhznwjsxgonmhk.info
korelererta.info
kgggmvarlsomrfgl.info
kratedin.info
laconf.info
ladyereredra.info
[bulnilughhlj.info
leenriller.info
Iklhprwvhreuuti.info
|psnbzozyhvpepyp.info
[gfrowptgpchrxpn.info
Isusksvtvgklrgnr.info
Itigggsl xworvm.info
manchm.info
margagm.info
marimettalf.info
marisey.info

maxi mpa.info
memoutaltyne.info
meriliainfo
millierer.info
mirupgtfvwvnzf.info
mnestrap.info
modasiem.info

modg| gtipnogftrr.info
morselantif.info
motote.info
magghryddzjyik.info
mtgvovwtel pnuor.info
muonuxxksinhhwv.info
mupumgzpnuetglp.info
muriadervai.info
muskintenent.info
myach-privacy-c.info
mynacha-sol utions-o.info
mzoyprgctlwipiu.info
mzvlpddnl zguowr.info
nacha-report-domain-syst.info
nacha-report-downloads.info
nacha-sol utions-onow.info
nachasolutionst.info
newyaction.info
newyaction123.info
ngutopl gypnorsuu.info
nissefiainfo
nkhhrutvwvnwvkg.info
nkogyzminrgo.info
ngohymwghjgiv.info
ntuvpsknopsntuvg.info

nuthog.info
nxknjssmizekbimg.info
nyctalkswag.info
oculins.info
oddmenterer.info
ommixlegpglhxiv.info
onlinecorporation.info
onvirudttwhfu.info
onwzpkcyvtugq.info
opwhmilxsikqdge.info
orrheather.info
overnate.info
paireeho.info
paraud.info
pardency.info
paschoiceny.info
pathflite.info
paulmasc.info
peanerry.info
peristoreder.info
petrozedn.info
phrendogm.info
phytolo.info
pidbusyqglzhkmglk.info
pineapple-freeinfo
pingermi.info
planacymric.info
pnmtwnhxkgypk.info
pnudyprlhnuvzpjy.info
poggene.info
pookixusufvgkx.info
preteza.info
pgiwumrdrmhmmtad.info
provingsp.info
pruringlyte.info
psgzgaffrnvonvs.info
pubbeerlo.info
pxlilkqwfgxllme.info
gbdsesosgmsogjio.info
recalingbole.info
recarban.info
quantellaines.info
querrysl.info
quironet.info
qvswpxlpgfwlpks.info
rabotascuka.info
recrusawf.info
redessenn.info
relifemismiazo.info
reneliastereren.info
retankin.info
retorihewor.info
rettslrementtsinvesttsing.info
rhnwnnrrztoyqird.info
rmmjmohwdnxuhgx.info
roxystyleech.info
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rpogugmaqurbpzpp.info
rpxokscszeptrx.info
rafqokssfomjqvd.info
rsanyhvdyghpwaw.info
rumbt.info
ruskiple.info
salmidesilv.info
saraard.info
sarysaileu.info
savarideti.info
scarlen.info
scherceinfo
scoreboaton.info
scoter.info
scyton.info
seconicil.info
securityaim.info
securitymark.info
semipsium.info
sfjpnuequoilx.info
shipmess.info
sifwmoprjknpgq.info
skiny-hub.info
soundombrid.info
spgjeyvglfnskt.info
spriguagebe.info
sgfygstqgoyrld.info
ssjgkktjugwgepz.info
stansforgingst.info
starmainid.info
star-tu-o-ticket.info
stepperence.info
suierovkgoxrzmmb.info
sustdxvsknlbrpn.info
sweatorizzl.info
symmhock.info
synager.info
syotxof mipxosiij.info
tempeliad.info
teniangsymp.info
thlypter.info
thymigr.info
tihryljrhttwowkk.info
tioneeti.info
titiverie.info
tnzmolrgjrzhc.info
tonismannainfo
touchettage.info
tsoriantry.info
tufsverkvghmlim.info
turnettgju.info
tutiora.info
uncisi.info
uopjmzjxkrrpggto.info
uralersoleinfo
utuihhnndtmitunv.info



uyzrmgsuktljbgg.info
uznloepzpertgrs.info
venevers.info
verstran.info
vmnszmothuovvoll.info
vocatagit.info
vohrudopljluv.info
vspatnowemfijlsu.info
vtmkxntgplkkst.info
vvvsfmnngowoevh.info
vxspuugdrknvyogqw.info
wanigle.info
wardwatt.info
wergerf.info

Public Interest Registry (PIR)

1775 Wiehle Avenue
Suite 200

Reston Virginia 20190

United States

barclaysghana.org
pganalytics.org
wcgplaynow.org
wsgwehnnjppxrgxp.org
wuvwdckpzfxrgi.org
strujkysnimem.org
myapps-ups.org
hnwxqurgjvynwljf.org
jemtczpwontvppnt.org
jligigsnggdwxp.org
just-ping.org
mswqvxohtpfnzj.org
muzonline.org
mybackupdns.org
namesservers.org
adventurefinder.org
boboyes.org
cosainse.org
cglggycnkfoovvn.org
dimsonisfzksiogq.org
downl oad-report-nacha.org
ehsswiirxmsmoxxc.org
eijqgpgasuht.org
ephmvzsnppmnzgzk.org
evzqffspxhsrvf.org
eyphqugjugprphvn.org
fggsrmvkimwlulg.org
flttsptygppvqdoy.org
fgkmrulylslzrtm.org
gsgeptneinjuwlt.org

whenererer.info
wifi-hardware.info
wrapmyarmsand.info
wrssrjgpiyfsmwp.info
domain123456789.info
xaviestocri.info
xfjcnroiyiwwrp.info
xjkotrupgefjnnoz.info
xusgryrighzotg.info
xvallmélirsryh.info
yjwstksxxpmul.info
ynnssrpdcugmirer.info
yqyphsmxmovzmjwu.info
yrvdpwsl swkpgsbg.info

Harmful Botnet Domain Name

gphtznwlcggq.org
gtxwgptngkltozv.org
gultpurpllppiwt.org
hgbu67bjyrturtyuk.org
hisiogkdtqcotbgr.org
hrxgnkovlvssuiv.org
hupppszsglgmjsp.org
huyagwop.org
hwqgpgrimkngkfizg.org
iugbutilloghooi.org
ingppkgajInrgkh.org
iogtvgrnjmwrm.org
itnhtwopdvkronw.org
jdzgklktenlmi.org
jmjjeqgfunuotrion.org
jpudusmoael mept.org
jssgjwugwrxkmz.org
jxwoplygbtglodx.org
kdnrjewtvsgujnk.org
kkhoukytgmxwxrfs.org
kldsvyjjfyqdpqgtv.org
knxohnzsrjvti.org
koglplnulwksxule.org
kpjprkghsmgrmg.org
Idkvpouuhxloiwpv.org
kwgocmfpilthiyfs.org
Impgvpmjfidgsw.org
Intepipjekorghi.org
Ivwuokugwwns dm.org
milslndjveljmdppr.org
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Ziswpytgtjohtm.info
zardback.info
zigzare.info
zmdkjzrsmusshglg.info
zorzpygrpckkmtfx.info
zsogjlsznnussh.info
charterbeans.info
dominmoney124.info
gotoberlin.info
grascowallbrick.info
renwoxing.me
theddos.me
ygnlgxyzamfxvlt.info
level-3.me

mfevsldswrkmppj.org
mijxjtgnvcfswaqwp.org
mnptwsoweul gpgo.org
mogstoqugrutjjto.org
nacha-trans.org
nacha-transactions.org
nacha-ach.org
nacha-aert.org
nacha-online.org
nacha-report.org
nacha-reports.org
nacha-wire.org
nkowprjysxxocxjy.org
nnlhruyyrkkvjmr.org
nngjvgrhnglijegn.org
novodebt.org
nqurjfgjolirrrpy.org
nsbewpkwpmrxkmup.org
nuioj pgvrsgkowz.org
nzighwrmvkjusvn.org
oglzyrwnoixsgsom.org
ospvagkgcnimozns.org
ozrollfjgkrjhtor.org
perdfcovjoldtv.org
personal -web-security.org
pganalytics.org
pmgnhzymsoopghog.org
pnutmmmjclvrtngn.org
pozpwukkuoyhwrnm.org
ppruxxpgpewtuym.org
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payrmyojvrvnxos.org
prwllungikkawbvf.org
psuqtoosnol pmju.org
pvupsppujstxpfc.org
pxsqzfgsgpwklu.org
qcjrefphrnrojx.org
geikltng ojtsdgf.org
getvinivjxwigj.org
gaswsnpgtiiexip.org
gretnmirnzjmppe.org
grujovkkngzlop.org
grwprgjnrykrsvwf.org
gtjmnpjfzgosool.org
gtglnorngkvsum.org
quantserv.org
gugnxngeqtohjcso.org
qusihtgckpgprfg.org
gymrxmskrjltps.org
repleyser.org
reports-nacha.org
rliuvgcvxgbtyj.org
rggssfrvmnvmitg.org
rstwvogfppayqgl.org

rumbt.org
rzqsundonswmtox.org
mxocrmixgkrkeppy.org
mxpithhmmijxpvse.org
Sptospivowopxpxv.org
strujkysnimem.org
tfrxtwxpmjnswl.org
thnskivvpkimmzw.org
tivbekwplurydgr.org
tmkcl ssthnskukmtj.org
tkmwplnhmdgr.org
tttzrivfpvimvui.org
tynijxrmuigsngf.org
tyussplqyvsutegr.org
ucwrlztmgpzumkjs.org
ujmagkpwvwpzpem.org
ujzssilgouzjsgep.org
uofmneuppmshgjpz.org
vhirpnoulgmuszg.org
visitmyblog.org
vuihtdsoonutxvdk.org
whbutitosl dtnmbrf.org
wcgplaynow.org

Coordination Center for TLD RU

8, Zoologicheskaya str.

M oscow 123242

Russian Federation

Coordination Center for TLD RU

Bolshoy Golovin, 23

107045 M oscow,

Russian Federation

uralgaz.ru
uskamal chik.ru
vardington7.ru
vastcoins.ru
edgefox.ru
xlamonline.ru
xoophafiel.ru
youdontfkjbaher.ru
youngmetal.ru
yourtulip.ru
zanyquery.ru
zenhour.ru
Zlen.ru

zxlake3.ru
shoshololo.ru
taxescell.ru
telefonchukcha.ru

Har mful Botnet Domain Name

tg2000.ru
theshop.su
tixuanabridge.ru
toplake.ru
topupdate.ru
topupdater.ru
topupdaters.ru
topupdates.ru
toxicyack.ru
truststats.ru
trutofmymemory.su
tunesfrag.ru
uerstatepw.ru
ukadevochkaru
uklopandaberk.ru
underfeet.ru

sgy.ru
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weyvnorgvkpmu.org
whakrxuonsghrved.org
wkrrvojpgvgzmpm.org
xolycnpprskxnt.org
xomsmpotrxrorl.org
ybjgwwwnqgsinmk.org
ycyyfqgsgjptiorc.org
ylklgmpuggtmssnh.org
ymwvffjrosntpzgr.org
ytpezxtfxuzftxp.org
zluidmzuhpumogg.org
zofInpyvpknxolkp.org
analyticdns.org
au.quantserv.org
chamska.org
countrysefa.org
daraskiluk.org
gamesdwin.org
united-trans.org

yuel gmpimjxsmn.org
zapppol.org
pganalytics.org

shokol addeath.ru
sickstage.ru
siimplesae.ru
simulatormage.ru
skykeyboard2.ru
smartcheat.ru
smokybear.ru
snotarms.ru
softmarket-drom.ru
softmarkets.ru
soretag.ru
staplescratch.ru
staticplan.ru
steelcinetecs.ru
stfuthesims.ru
stripsneko.ru
styleforyour.ru



svjazbila.ru
wrapweb.ru
deepanalyse.ru
potvamp.ru
ptichka.ru
purecash.ru
pyrohost.su
queenchair.ru
quoteandrun.ru
rabbitsgohole.ru
rehandntersfee.ru
rioamazonas.ru
rmlakel.ru
roguefood.ru
rogueroad.ru
routerstructo.ru
rudeink.ru
runnystorm.ru
sarjnessfundof.su
sdkjgndfjnf.ru
seawoljoystick.ru
secondconcert.ru
secureserfingnet.ru
ourtulip.ru
ozoneiphone.ru
papertulip.ru
pearlrumor.ru
pellicdotersa.ru
phonegjoystick.ru
photo-repair.ru
plantlunch.ru
plastpromcentr.ru
poisk.su
popspostenkple.ru
villiam-grea.ru
viperos.ru
vologdansk.ru
vvmmp.ru
wardeed.ru
warynews.ru
weaktrash.ru
weaponomd.ru
wearysnake.ru
westfight.ru
wildboy.ru
winner-bets.ru
witlion.ru
naughtywifepal.ru
nearhog.ru
netupdatel.ru
netupdated.ru
netupdate5.ru
netupdate8.ru
netupdater.ru
netupdaters.ru
netupdates.ru

netupdatings.ru
nicefilmsaru
nuttyknack.ru
okrug2-bel.ru
oneant.ru
onemoretimehi.ru
onepet.ru
onlinereger.ru
openlocalsnet.ru
makethemdie.ru
mationsperohe.ru
midbomb.ru
mildtune.ru
minihose.ru
miniokoyokolia.su
missboys.ru
misssershmidt.ru
mim-book.ru
moodgum.ru
muchachodot.ru
munaeghohz.ru
nahwisohch.ru
namemybet.ru
kawabungashop.ru
kosmovodki.ru
lameedge.ru
lesslane.ru
letstarting.ru
liberweb.ru
lostyear.ru
lowerdog.ru
logicatrading.ru
makeitso.ru
makemealive.ru
holdorgold.ru
hotupdaters.ru
hselrurele.ru
huntersamplifi.ru
huntersrafters.ru
ignis.net.ru
indingo.ru
ionicfood.ru
ironsum.ru
ishopsystem.ru
itchyclock.ru
itchysauce.ru
itisagooddaytodie.ru
jad3.ru
jamesbondgjent.ru
jeterafting.ru
jjustdoit.ru
johninjucy.ru
jupaizeuph.ru
gerlsipsokane.su
ghostbustards.ru
ghosttrick.ru
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gigasoftware.ru
godfix.ru
gorycup.ru
greathell.ru
greatjazz.ru
hairme.ru
haltermancel o.ru
heyitsme.ru
ftwtogether.ru
fastgoal.ru
fattree.ru
favino.ru
filebae.ru
finans-group-global .ru
florianarray.ru
cornlion.ru
cruelsummer.ru
cvmed.ru
dartzofmybpull.ru
delovar999.ru
dolgosting.ru
domeafavour.ru
fabsnot.ru
facel8.ru
fakepict.ru
dvsdfvsw.narod2.ru
earlyship.ru
ecommerceone.ru
eepeohothe.ru
esperadooptic.ru
companian-usa.ru
coolsofa.ru
cooltruling.ru
axeswizardepx.ru
basiliskos.ru
becutie.ru
bellicbridge.ru
bellicoreturbo.ru
bestsoftics.ru
betternewyear.ru
bigupdate.ru
bigupdater.ru
bigupdaters.ru
bigupdates.ru
bigupdating.ru
bigupdatings.ru
bonaquadjriga.ru
boredret.ru
boutique26.ru
brainrace.ru
cakerecipes.ru
callmenowhere.ru
cekcuc.ru
champiogogo.ru
cherlend2.ru
chot-extreme.ru
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cloudsaround.ru
cloudy-dns.ru
boredret.ru
zhremvkusno.ru
gulayemdolgo.ru
vodkavkusnaya.ru
pyemmonogo.ru
pivastemniy.ru
forelnamangae.ru
kupimbrabusik.ru
zubkichistim.ru
pyemsokifresh.ru
spimkreepko.ru
bezhimlegko.ru
clopsandsuits.ru
dishimgluboko.ru
yumorinacheap.ru
zhivemdoolgo.ru
poedemvpole.ru
odessaideribassi.ru
Odgt8xx.ru
Ogt5dx.ru
Ogtédx.ru
Ogt7dx.ru
1dgt8xx.ru
2dgt8xx.ru
izbadyou.ru
registration120.ru
registration1200.ru
registration2300.ru
registration400.ru
registration4300.ru
registration43450.ru
registration43500.ru
registration445.ru
registration460.ru
registration4768.ru
registration500.ru
registration600.ru
registration700.ru
registration800.ru
registration900.ru
maj mun.su

yglaru
needfortwomorebilliondollars.ru
ciscoc.ru

dankin.ru
gooddaystart.ru
getasamemilliondollars.ru
billiard-star.ru
koletrezzo44.ru
koletrezzo55.ru
koletrezzo66.ru
koletrezzo77.ru
onlinesourceget.ru
dkmsetchdwh-lcmnetrhc.ru

dkmsetchdwh-Icmnetrhcl.ru
remstwedber-keltbrzsemed.ru
remstwedber-keltbrzsemcdl.ru
sdemxhtruskdsh-wendtrhnzsefy.ru

sdemxhtruskdsh-wendtrhnzsefyl.ru

shdnerthxkdn-al datednjfwsnc.ru
shdnerthxkdn-al datednjfwsncl.ru
happyfourfriends.ru

hotfight.ru

irontea.ru

megahock.ru

nosyfan.ru

yummyship.ru
dkmsetchdwh-lcmnetrhc.ru
dkmsetchdwh-Icmnetrhcl.ru
remstwedber-keltbrzsemcd.ru
remstwedber-keltbrzsemcdl.ru
sdemxhtruskdsh-wendtrhnzsefy.ru

sdemxhtruskdsh-wendtrhnzsefyl.ru

shdnerthxkdn-al datednjfwsnc.ru
shdnerthxkdn-al datednjfwsncl.ru
ahawual whcnd-aewjdkasdk.ru
andhersnmrtsh-sawhadnhsya.ru
ctmsehbql zth-wthghapdnsmtrg.ru
shagj shdthwnlkjas-erwqoabejlad.ru
sjahtewhandl-aldhiowhalndas.ru
agedstuff.ru

emptyspa.ru

litfox.ru

smartcheat.ru

splitflash.ru

steelstorm.su

izbadyou.ru

safetraffplace.ru

sebezh.ru

arttkachev.ru

koletrezzod4.ru

koletrezzo55.ru

koletrezzo66.ru

koletrezzo77.ru

billiard-star.ru

arttkachev.ru

mega-zona.ru

dishacid.ru

earthfile.ru

panbaby.ru

pighair.ru

vampkeys.ru

billiard-star.ru

mega-zona.ru

agedstuff.ru

deadpage.ru

mildruby.ru

piecerack.ru

stormhock.ru

avforwarding.ru
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dayan.ru

mega-zona.ru

angerlunch.ru

dealfaceru

tut-freesteam.tut.su

gannoover.ru

goreeotuma.ru

kaleidosskop.ru

kommunizzzm.ru

listriskevish.ru

optimizzzm.ru

pereostanovka.ru

plan2000putina.ru
pravilozhizzzni.ru

sheregessh.ru

stervyatniks.ru

swistertwister.ru

zadnjasansa.ru

jebote.demand.su

mapusi smiga.broke.su
shop.broke.su

avforwarding.ru

mega-zona.ru

clanquack.ru

laketulip.ru

viperheart.ru

watersod.ru
centralintelligenceagency.ru
msndctermend-
sldnemrtchndmawlscnx.ru
pkdnmtbczpl dt-1sdetmcthnszbaas.ru
rncswshdrkstbhl-srtmxbchecwskch.su
tdsnmserebttbdehcnd-
asrehanmedhtsn.ru

cornlion.ru

linuxhour.ru

tunecamp.ru

tunepage.ru

caserow.ru

edgefox.ru

angerlunch.ru

legcold.ru

noseclan.ru

poleblame.ru

tiecorn.ru

moodgum.ru

pupwork.ru

taxescell.ru

edgefox.ru

global networkingwebsitefordomainpu
rpose.ru

keyforoperati oninmaxi mumtendencyf
orofscurement.ru

onlinezonef orchecknresultaboutmaint
enance.ru
planningforovertheglobesyncofexiste
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ncescenario.ru
projectforinvertigationaboutintelligen
ceru
projectforinvestigationaboutsubspecif
icintelligence.ru
routearoundtheworlwidesitefordisburs
ement.ru

blingcar.ru
levischild.ru
balusizo.ru
needears.ru
emibors.ru
filesziso.ru
newsearching.ru
noisal.ru
onlinetraids.ru
rolabork.ru
cakedoor.ru

lidlip.ru
baedeequu.ru
emivohngu.ru
hubooyeew.ru
joobieves.ru
zeahungee.ru
brainrace.ru
chintoe.ru

8jl.ru

9iy.ru

brainrace.ru
levischild.ru
needears.ru
tablepack.ru
vsemskazal poka.ru
vsemskazal poka0.ru
vsemskazal pokal.ru
vsemskazal poka2.ru
vsemskazal poka3.ru
vsemskazal pokad.ru
vsemskazal pokab.ru
vsemskazal pokab.ru
vsemskazal poka7.ru
vsemskazal poka8.ru
vsemskazal poka9.ru
radarcourt.ru
stuffpub.ru

Obg.ru
ldigitalsmarkets.ru
atlantatoagofs.ru
atlantawadding.ru
xoophafiel.ru
eepechotheru
nahwisohch.ru
munaeghohz.ru
jupaizeuph.ru

tol barqueries-googl €33.ru
tolbarqueries-google€35.ru
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Telecommunication Tokelau Corporation (Teletok)
Fenuafala

Fakaofo

Tokelau

Dot TK Limited
8 Berwick Street
London W1F OPH
United Kingdom

Har mful Botnet Domain Name

makemoneyonline.tk
j3kxheldda.tk

9998881.TK

ARMNPLS.TK

buunetfit.tk

LODINGS.TK

norwits.tk

ntoort.tk

windlonset.tk
sderfytms-wcedmertpnspr.tk
sderfytms-wcedmertpnsprl.tk
sderfytms-wcedmertpnspr2.tk
sderfytms-wcedmertpnspr3.tk
sderfytms-wcedmertpnspra.tk
sderfytms-wcedmertpnsprs.tk
sderfytms-wcedmertpnspr6é.tk
sderfytms-wcedmertpnspr7.tk
sderfytms-wcedmertpnspr8.tk
sderfytms-wcedmertpnspro.tk
vnzlashop.tk

ownnxwn2na.tk
smk4mslnwxD1x81.tk
j3kxhelddb.tk

smhn44nclx.tk
frmwm40dmh.tk
nfp23nsmnv.tk

Taiwan Network Information Center (TWNIC)
4F-2, No. 9, Roosevelt Road, Section 2

Taipei 100

Taiwan

Harmful Botnet Domain Name

microfreaks.com.tw
masterdomi nion.com.tw
freehost21.tw
foresttest218999fhjslk.com.tw
online-protection.tw
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adminpanel testasdf000444.com.tw
domainfortestingpane! 999111.com.tw
panel fretbbui ewnwdkhjg888333.com.tw
test444for555test333.com.tw
testeradminpanel 222777.com.tw
testfhjtestpanel 2226333.com.tw
testfortestltd444557.com.tw
testingltesting2fhj3888222.com.tw
testingdomainforfhj2220001.com.tw
testingforg00gle777245.com.tw
testingforinnovation2221999.com.tw
testinglightversion999111.com.tw
testonlyforfhj3355591.com.tw
testtestforfhj 111998.com.tw
testtestingpotatoes111222.com.tw
testtexttost555888.com.tw

000 "XocTmacrtep"
04053, r. KuesB, a/sa 23
Ykpanna

Hostmaster Ltd.
P.O.Box 89
Kiev-136, 04136
Ukraine

Har mful Botnet Domain Name

exetsoft.org.ua
buyakabuyaka.kiev.ua

rftnsbcl ebp-sndetzahcher.in.ua
rftnsbclebp-sndetzahcher0.in.ua
rftnsbcl ebp-sndetzahcherl.in.ua
rftnsbcl ebp-sndetzahcher2.in.ua
rftnsbcl ebp-sndetzahcher3.in.ua
rftnsbcl ebp-sndetzahcher4.in.ua
rftnsbclebp-sndetzahcher5.in.ua
rftnsbcl ebp-sndetzahcher6.in.ua
rftnsbcl ebp-sndetzahcher7.in.ua
rftnsbclebp-sndetzahcher8.in.ua
rftnsbcl ebp-sndetzahcher9.in.ua

MNI Networks Ltd.
Olveston Drive
Olveston Salem
Montserrat

West Indies

Lubimal (MS) Ltd.
cloKelsick & Kelsick,

P.O. Box 185

W oodlands Road, Woodlands
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Montserrat
Harmful Botnet Domain Name

ownnxwn2na.ce.ms
smk4mslnwa.ce.ms
mt36dooxch.ce.ms
oemx88dclo.ce.ms
frmwm40dmh.cems
nfp23nsmnv.ce.ms
smk4mslnwb.ce.ms

SWITCH The Swiss Education & Resear ch Network
Werdstrasse 2

Zurich CH-8004

Switzerland

Universitaet Liechtenstein
Fuer st-Franz-Josef-Strasse
Vaduz L1-9490
Liechtenstein

Har mful Botnet Domain Name

ownnxwn2na.com.li
smk4msinwa.cOm.li
an50smsal 2.com.li
j6sk5hmxkj.com.li
frmwm40dmh.cOm.li
nfp23nsmnv.cOm.li
dcfjctykdyywrth.cOm.li

Internet Verwaltungs-und Betriebsgesellschaft m.b.H.
Jakob-Haringer-Stral3e 8/V

5020 Salzburg

Austria

Har mful Botnet Domain Name

adv-service.at
online-security.at
additional-group.at
m-sservices.at
proto-service.at
webhel per.at
optiker-gramm.at
rietzer-sk.at

28



Case 1:12-cv-01335-SJ-RLM Document 39-3 Filed 11/28/12 Page 29 of 35 PagelD #: 2096

DENIC eG

Kaiserstrasse 75-77
Frankfurt am Main 60329
Germany

Harmful Botnet Domain Name

seminarload.de

ayjay.de
sporcu.de
tyou.de

EURIid vzw/asbl

Parkstation

Woluwelaan 150

Diegem Vlaams Brabant 1831
Belgium

Har mful Botnet Domain Name

infobbc.eu
broker-vinea.eu
sicherheit-schild.eu
crime-club.eu
sicherheit-schild.eu
ymlo.eu

zaehiz.eu
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DNS BE vzw/asbl

Ubicenter, Philipssite 5, bus 13
L euven 3001

Belgium

Harmful Botnet Domain Name

bonfarto.be
servicespaypal .be

NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

L oudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

Chinalnternet Network | nformation Center
4, South 4th Street, Zhongguancun,

Haidian district,

Beijing 100190, China

Har mful Botnet Domain Name

fgbnutyfhfgjdfghjil.cn
trololololo.cn
trololololo0.cn
trololololol.cn
trololololo2.cn
trololololo3.cn
trololololo4.cn
trololololo5.cn
trololololo6.cn
trololololo7.cn
trololololo8.cn
trololololo9.cn

SIDN

PO Box 5022
6802 EA Arnhem
The Netherlands

SIDN

Meander 501
6825 MD Arnhem
The Netherlands
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Harmful Botnet Domain Name

drankenservicestein.nl
vakgararichtlijn.nl
bijlesnederland.nl
jennifermusic.nl
schimmer-onlinenl
thunnissenexclusief.nl
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Canadian Internet Registration Authority (CIRA)
350 Sparks Street

Suite 306

Ottawa Ontario K1R 7S8

Canada

Harmful Botnet Domain Name

americanmobile.ca

LA Registry PteLtd
89 Chelverton Road
London SW15 1RW

Lao National Internet Committee (LANIC)
Science Technology and Environment Agency
Prime Minister's Office

P. O. Box 2279

Vientiane Lao PDR

L ao Peopl€' s Democratic Republic

Harmful Botnet Domain Name

botcat.la

MARNEet

Boulevard Partisan Set No.17
1000 Skopje

Macedonia

Byaesap llapTuzancku Oxapenn op.17
1000 Ckomnje

Harmful Botnet Domain Name

24fun.mk

National Institutefor R& D in Informatics
Bd. Averescu 8-10

Sector 1

Bucharest 011454

Romania

Harmful Botnet Domain Name

buletindeprima.ro

Comite Gestor da Internet no Brasil
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Av. das Nacgbes Unidas, 11541, 7° andar
S&o Paulo SP 04578-000
Brazil

Harmful Botnet Domain Name

djpeterblue.com.br

Association of IT Companies of Kazakhstan
6/5 Kabanbai Batyra

Office3

Astana AST 010000

Kazakhstan

Harmful Botnet Domain Name

duowork.kz
sox.kz

Institute for Resear ch in Fundamental Sciences
Shahid Bahonar (Niavaran) Square

Tehran 1954851167

Islamic Republic Of Iran

Harmful Botnet Domain Name

e-exchanger.ir
faint.ir
fileservice.ir
freshcomp.ir
insane.ir
igserviceir
pochemuchka.ir

Information Systems Division, Isle of Man Gover nment
St Andrew'sHouse

Finch Road

Douglaslsle of Man IM1 3PX

United Kingdom

Domicilium (loM) Ltd

Isle of Man Datacentre
Ronaldsway Isleof Man IM9 2RS
United Kingdom

Har mful Botnet Domain Name

forumdyou.im
cc.im

Registro .it
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Istituto di Informatica e Telematica del CNR
CNR - AREA DELLA RICERCA

Via Giuseppe Moruzz, 1

1-56124 PI SA

Italy

Harmful Botnet Domain Name
garati.it

GMO Registry, Inc.
26-1 Sakuragaokacho
Tokyo 150-8512
Japan

Har mful Botnet Domain Name
holdad as.so

.au Domain Administration (auDA)
114 Cardigan Street

Carlton VIC 3053

Australia

Har mful Botnet Domain Name
krhjfc.com.au
thestudiospace.com.au

Autoriteti i Komunikimeve Elektronike dhe Postare - AKEP
Str. Reshit Collaku Nr. 43,

Tirana

Albania

Har mful Botnet Domain Name
hsbc.com.al

Resear ch and Academic Computer Network - NASK
Wawozowa 18

War saw 02-796

Poland

Harmful Botnet Domain Name
kupie-dlugi.pl

Christmas|dand Internet Administration Limited
ChristmasIsland Technology Centre (6RCI),
Nursery Road, Drumsite

Christmas Idand I ndian Ocean 6798

Christmas Isand

CoCCA Registry Services (NZ) Limited
11a Wynyard Street
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Devonport Auckland 0744
New Zealand

Harmful Botnet Domain Name
syntaxhack.it.cx

SWITCH The Swiss Education & Research Network
Werdstrasse 2

Zurich CH-8021

Switzerland

Har mful Botnet Domain Name
pinguini.ch
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