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National Internet Exchange of India
Sth Floor, Incube Business Centre, 18, Nehru Place
New Delhi Delhi 110 019

India

Afilias Limited

C/0O Afilias USA, Inc.

300 Welsh Road, Building 3

Suite 105

Horsham, PA 19044

United States

Harmful Botnet Domain Name Type Whois Email Address

1704, prodano.in dropzone, infector shishakov@inbox.ru
1705. | abrakadabradomen000.in dropzone donalbreend 56@yahoo.com
1706. | abrakadabradomen001.in dropzone donalbreend 56@yahoo.com
1707. | poydun.in source global 76@mail.ru
1708. | massal95.in dropzone abuseriiditenahuy@gmail.com
1709. | testofiesto0.in dropzone abuseriiditenahuy@gmail.com
1710. | hullamulla.in dropzone abuseriiditenahuy@gmail .com
1711, trackerlohaaa.in dropzone abuseriiditenahuy@gmail.com
1712, astaloscojonesback.net.in dropzone nemesys@nice.tld
1713. ipwnbotsforfun.net.in dropzone ¢/o Afilias
1714. | pacman.net.in dropzone g4hosting@safe-mail.net
1715. | pacmanback.in dropzone ¢/o Afilias
1716. | indietours.in dropzone adriand4love@ymail.com
1717. indietours.net.in dropzone c/o Verisign
1718. indietoursbck.in dropzone adriandlove@ymail.com
1719. | indietoursbck.net.in dropzone c/o Afilias
1720. indietoursbekl.in dropzone c/o Afilias
1721. indietoursbck2.in dropzone c/o Afilias
1722, getwolrdnewsfast.in embedded js dickensextrovert@yahoo.com
1723. bhbhbhaa6536.in dropzone abuseriiditenahuy@gmail.com
1724. | pppillimdkjt2.in dropzone abuseriiditenahuy@gmail.com
1725. 1 kasoblanka.in embedded js albanovsergey@yahoo.com
1726. | zabaz.in infector global 76@mail.ru
1727. | coltre.in infector cryasan@mail.ru
1728. | domennow.in infector cryasan@mail.ru
1729. | yferro.in infector cryasan@mail.ru
1730. | googlemaster921203.in dropzone admin@contentserver.ru
1731, itismybestsite2277.in dropzone ¢/o Afilias
1732, | itismybestsite2323.in dropzone admin@contentserver.ru
1733. | itismybestsite2377.in dropzone c/o Afilias
1734. | kjrldsghslekjhgl.in dropzone c/o Afilias
1735. | mybackdomain8732.in dropzone admin@contentserver.ru
1736. | mybackdomain8733.in dropzone c/o Afilias
1737. | mylifieissogood.in dropzone admin(@contentserver.ru
1738. | supportonline-posta.in embedded js rsfallonMcdowell@yahoo.com
1739. | shopsoft.in dropzone swpower@gmail.com
1740, | ¢Or3.in dropzone dragan.plavsic91@live.com
1741. | milloneti.netin dropzone, updater gdhosting@safe-mail.net
1742. | alibabadropshipping.in embedded js donalbreend 56@yahoo.com
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1743, itismybestsite.in dropzone admin@contentserver.ru
1744, | itismybestsitel11.in dropzone admin@contentserver.ru
1745. | itismybestsite222.in dropzone c/o Afilias

1746, | itismybestsite333.in dropzone c/o Afilias

1747. itismybestsited444.in dropzone c/o Afilias

1748. postepaysystem.in dropzone admin@contentserver.ru
1749. | adoult-zonasjk.in dropzone ¢/o Afilias

1750. | myjabba.in dropzone franklinsheena@yahoo.com
1751. | myjabbaer.in dropzone c/o Afilias

1752, myjabbaerer.in dropzone c/o Afilias

1753. | serpentarikn.in dropzone pro{@postingscript.com
1754. | serpentarin.in dropzone pro@postingscript.com
1755. 1 wallswayl5.in source luckyluc@mail.ru

1756. zazazar.in source labasonova@mail.ru

1757. slonoboy.in source albanovsergey@yahoo.com
1758. | garik-m.in source albanovsergey(@yahoo.com
1759. | journalmy.in source labasonova@mail.ru

1760. | kurpin.in source al931190@jnxjn.com
1761. | yellowpageschennai.in source thegreenvision@yahoo.in
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DotAsia Organisation Ltd.
15/F, 6 Knutsford Terrace
Tsim Sha Tsui Kowloon
Hong Kong

Harmful Botnet Domain Name
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Type

Whois Email Address

1762. | achnachajournaldownload.asia source timsmith@astro-tek.com
1763. ach-nacha-report-downloadshop.asia source timsmith@astro-tek.com
1764. achnachareviewfiledownload.asia source timsmith@astro-tek.com
1765. | bestach-nacha-report-download.asia source timsmith@astro-tek.com
1766. | mynacha-filereport.asia source timsmith@astro-tek.com
1767. | nachafilereport.asia source timsmith@astro-tek.com
1768. | nacha-filereportonline.asia source timsmith@astro-tek.com
1769. | nacha-filereportsite.asia source timsmith{@astro-tek.com
1770. nacha-filereportstore.asia source timsmith@astro-tek.com
1771. | newnacha-filereport.asia source timsmith@astro-tek.com
1772. | theach-nacha-report-download.asia source timsmith@astro-tek.com
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.CO Internet 8.A.S.
Calle 1008 A - 49
Torre B of 507
Bogota

Colombia

NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

Loudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

Harmful Botnet Domain Name

Type

Whois Email Address

1773. | betterheousermy.co updater ¢/o NeuStar
1774. blogoettindia.co updater c/o NeuStar
1775. | boatorldenoras.co updater c/o NeuStar
1776. borsteksavalu.co updater c/o NeuStar
1777. | thernextoneter.co updater ¢/o NeuStar
1778. tywinderdamaku.co updater c/o NeuStar
1779. ukrainewskill.co updater c/o NeuStar
1780. vacantitechip.co updater c/o NeuStar
1781. varioldinnics.co updater ¢/o NeuStar
1782, vestiturnediana.co updater c/o NeuStar
1783. vegatorkspeps.co updater c/o NeuStar
1784. vemaxxlionna.co updater ¢/o NeuStar
1785. | yettaillarfic.co updater c/o NeuStar
1786. | gquantraxactor.co updater ¢/o NeuStar
1787. | recavatech.co updater c/o NeuStar
1788. | recellhelsen.co updater ¢/o NeuStar
1789. reetexista.co updater c/o NeuStar
1790. | runtroadeatb.co updater c/0 NeuStar
1791. | saldchwetheach.co updater ¢/o NeuStar
1792. | sardballierman.co updater ¢/o NeuStar
1793. | sausandergere.co updater c/o NeuStar
1794. senstonymy.co updater ¢/0 NeuStar
1795. | shipportlise.co updater ¢/o NeuStar
1796. silvarnetinn.co updater c/o NeuStar
1797. | simontfica.co updater c/o NeuStar
1798. sneckstrumo.co updater c/o NeuStar
1799. | somanyontion.co updater c/o NeuStar
1800. | sterijncompan.co updater ¢/o NeuStar
1801. | suitionsaway.co updater ¢/o NeuStar
1802. | sunageoshighvi.co updater c/o NeuStar
1803. talettedible.co updater ¢/o NeuStar
1804. | photalegraza.co updater c/o NeuStar
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1805. | padesionittatu.co updater c/o NeuStar
1806. | patroqualarva.co updater c/o NeuStar
1807. | perisoneterts.co updater ¢/0 NeuStar
1808. | pintamierback.co updater ¢/o NeuStar
1809. planeostsquavep.co updater c/o NeuStar
1810. | vibeapnesbu.co updater c/o NeuStar
1811. viewediesolver.co updater c/o NeuStar
1812. | vigetectrockset.co updater c/o NeuStar
1813. | westansgualiti.co updater c/o NeuStar
1814, | westwiserce.co updater c/o NeuStar
1815. | whatixemieldin.co updater c/o NeuStar
1816. | wickissievele.co updater ¢/o NeuStar
1817. | managenetwor.co updater ¢/o NeuStar
1818. | meazeridashloc.co updater c¢/o NeuStar
1819, mentripete.co updater ¢/o NeuStar
1820. | minollumentlynx.co updater ¢/o NeuStar
1821. | moderheitrack.co updater c/o NeuStar
1822. | mutanisopendsie.co updater ¢/o NeuStar
1823. | muticeptad.co updater c/o NeuStar
1824. | onespointheadia.co updater c/o NeuStar
1825. holmancybeac.co updater c/o NeuStar
1826. | ignarysama.co updater ¢/o NeuStar
1827. inforksonseia.co updater ¢/o NeuStar
1828. intelinellouse.co updater c/o NeuStar
1829. interponsseella.co updater c/o NeuStar
1830, invetechinte.co updater ¢/0 NeuStar
1831. | jambsulumency.co updater c/o NeuStar
1832. | jellabillat.co updater c/o NeuStar
1833. | jobinedianingfo.co updater c/o NeuStar
1834, kenamersoftvu.co updater c/o NeuStar
1835. | killdfymerraque.co updater c/o NeuStar
1836. | kristradentro.co updater c/o NeuStar
1837. lekhausurex.co updater ¢/o NeuStar
1838. leopodentargit.co updater c/o NeuStar
1839, liviarylink.co updater ¢/o NeuStar
1840. locaresplicutl.co updater c/o NeuStar
1841. lorevingbranta.co updater c/o NeuStar
1842. lucascattientop.co updater ¢/o NeuStar
1843. lucassfield.co updater c/o NeuStar
1844. | gavildippurum.co updater c¢/o NeuStar
1845. | gertyphacqueier.co updater ¢/o NeuStar
1846. | globridolumet.co updater ¢/o NeuStar
1847. | gramablessatro.co updater c/o NeuStar
1848. | grounaxyxin.co updater c¢/o NeuStar
1849. | hoffmarketraph.co updater c/o NeuStar
1850. | fiboxencercha.co updater ¢/o NeuStar
1851. | finewcreautomp.co updater c/o NeuStar
1852, foolieracceiv.co updater ¢/o NeuStar
1853. | forviclemo.co updater c/o NeuStar
1854. | copelixell.co updater c/o NeuStar
1855. | conwortonnent.co updater ¢/o NeuStar
1856. | creamottonovati.co updater c/o NeuStar
1857. | cryogiwogater.co updater c¢/o NeuStar
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1858 | cuficellimaad.co updater ¢/o NeuStar
1859. | cumberiangle.co updater c/o NeuStar
1860. | cyberistrolax.co updater ¢/o NeuStar
1861. | dasyucorbit.co updater ¢/o NeuStar
1862. | dempeighternya.co updater ¢/o NeuStar
1863. | denitraspetr.co updater ¢/o NeuStar
1864. deratirelcomni.co updater ¢/o NeuStar
1865. | deressenwarpol.co updater ¢/o NeuStar
1866. | doutektronumni.co updater ¢/o NeuStar
1867. | ebuityketfinus.co updater c/o NeuStar
1868. | eguildaycock.co updater ¢/o NeuStar
1869. | eponamindranthe.co updater ¢/o NeuStar
1870. | eunitynewgbe.co updater ¢/o NeuStar
1871. | evraffeyplings.co updater ¢/o NeuStar
1872. | exedrinsteadna.co updater c/o NeuStar
1873. brigatexgluc.co updater ¢/o NeuStar
1874. bryandsighter.co updater c/o NeuStar
1875. | celequidictor.co updater ¢/o NeuStar
1876. | chbytechipemen.co updater ¢/o NeuStar
1877. | chetteaditas.co updater ¢/o NeuStar
1878. | accoukierlism.co updater c/o NeuStar
1879. | achyroransib.co updater c/o NeuStar
1880. | aeractraspac.co updater ¢/o NeuStar
1881. alconichill.co updater ¢/o NeuStar
1882. | alederpe.co dropzone ¢/o NeuStar
1883. amersterin.co updater c¢/o NeuStar
1884. andeena.co dropzone c/o NeuStar
1885. | annadiat.co dropzone ¢/o NeuStar
1886. | anualiverk.co updater c/o NeuStar
1887. armrena.co dropzone ¢/o NeuStar
1888. | artechellirat.co updater ¢/o NeuStar
1889. | articityxpaqua.co updater ¢/o NeuStar
1890. | assmitizeree.co updater c/o NeuStar
1891. | ataghty.co dropzone ¢/o NeuStar
1892. | atlancentuage.co updater ¢/o NeuStar
1893. | auchaulu.co dropzone ¢/o NeuStar
1894. | audubideonetity.co updater ¢/o NeuStar
1895, avaintellegeron.co updater ¢/o NeuStar
1896. | avectintemottis.co updater ¢/o NeuStar
1897. | babical.co dropzone c/o NeuStar
1898. | beregg.co dropzone c/o NeuStar
1899. | berrat.co dropzone c/o NeuStar
1900. betterheousermy.co updater ¢/o NeuStar
1901. | blogoettindia.co updater ¢/o NeuStar
1902, boatorldenoras.co updater ¢/o NeuStar
1903. | bobetic.co dropzone c/o NeuStar
1904. | borsteksavalu.co updater ¢/o NeuStar
1905. | bottler.co dropzone ¢/o NeuStar
1906. | brigatexgluc.co updater ¢/o NeuStar
1907. bryandsighter.co updater ¢/o NeuStar
1908. | bulingelah.co dropzone ¢/o NeuStar
1909, bullfot.co dropzone c/o NeuStar
19106. | bundhaker.co dropzone c/o NeuStar
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1911, | cantailya.co dropzone ¢/o NeuStar
1912, | carratina.co dropzone ¢/o NeuStar
1913, | cashlitype.co dropzone ¢/o NeuStar
1914. cavient.co dropzone c/o NeuStar
1915. | celequidictor.co updater c/o NeuStar
1916. | chbytechipemen.co updater c/o NeuStar
1917, chetteaditas.co updater ¢/o NeuStar
1918. cocklemili.co dropzone ¢/o NeuStar
1919. | collex.co dropzone ¢/o NeuStar
1920. | collowesto.co dropzone ¢/o NeuStar
1921. | conwortonnent.co updater c/o NeuStar
1922. | coolityle.co dropzone ¢/o NeuStar
1923, co0pese.co dropzone c/o NeuStar
1924, cootterian.co dropzone c/o NeuStar
1925, copelixell.co updater c/o NeuStar
1926. coreamesents.co updater ¢/o NeuStar
1927. | cothonal.co dropzone c/o NeuStar
1928. creamottonovati.co updater ¢/o NeuStar
1929. | criterage.co dropzone c/o NeuStar
1930. Crosco.co dropzone ¢/0 NeuStar
1931. | cryogiwogater.co updater ¢/o NeuStar
1932, cuficellimaad.co updater c/o NeuStar
1933. cyberistrolax.co updater c/o NeuStar
1934, dasyucorbit.co updater c/o NeuStar
1935, cumberiangle.co updater c/o NeuStar
1936. dempeighternya.co updater ¢/o NeuStar
1937. | denitraspetr.co updater c/o NeuStar
1938. deratirelcomni.co updater c¢/o NeuStar
1939, | deressenwarpol.co updater c/o NeuStar
1840. detindi.co dropzone c/o NeuStar
1941. | doutektronumni.co updater ¢/o NeuStar
1942, dwomanti.co dropzone c/o NeuStar
1943, ebuityketfinus.co updater ¢/o NeuStar
1944, eguildaycock.co updater c/o NeuStar
1645. eineep.co dropzone c/o NeuStar
1946. encyte.co dropzone ¢/o NeuStar
1947. eponamindranthe.co updater c/o NeuStar
1948. ernesti.co dropzone c/o NeuStar
1949, | eunitynewgbc.co updater ¢/o NeuStar
1950. | evraffeyplings.co updater ¢/o NeuStar
1951, | excelat.co dropzone ¢/o NeuStar
1952, exedrinsteadna.co updater c/o NeuStar
1953. exogael.co dropzone c/o NeuStar
1654, exploqu.co dropzone ¢/o NeuStar
1955. fantasynche.co dropzone ¢/o NeuStar
1956, fiboxencercha.co updater ¢/o NeuStar
1957, finewcreautomp.co updater c/o NeuStar
1958. | globridolumet.co updater c/o NeuStar
1959, gertyphacqueier.co updater ¢/o NeuStar
1960. foolieracceiv.co updater c/o NeuStar
1961. forviclemo.co updater c/o NeuStar
1962. | gagenpau.co dropzone ¢/o NeuStar
1963, | gavildippurum.co updater c/o NeuStar
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1964, | gramablessatro.co updater ¢/o NeuStar
1965. Zrounaxyxin.co updater ¢/o NeuStar
1966. | grumner.co dropzone c¢/o NeuStar
1967. | guessounthu.co dropzone c/o NeuStar
1968. | gulabill.co dropzone ¢/o NeuStar
1969. | heavykyly.co dropzone ¢/o NeuStar
1970. | hektary.co dropzone ¢/o NeuStar
1971. | hildarchi.co dropzone ¢/o NeuStar
1972 hoffmarketraph.co updater ¢/o NeuStar
1973. | holmancybeac.co updater ¢/o NeuStar
1974. | hydrole.co dropzone ¢/o NeuStar
1975, ignarysama.co updater ¢/o NeuStar
1976. | jacketerer.co dropzone ¢/0 NeuStar
1977. | ileenyet.co dropzone c/o NeuStar
1978, incrence.co dropzone c/o NeuStar
1979. ineniali.co dropzone c/o NeuStar
1980. inesilk.co dropzone ¢/o NeuStar
1681. inesmate.co dropzone ¢/o NeuStar
1982, inforksonseia.co updater ¢/o NeuStar
1983. intelinellouse.co updater c/o NeuStar
1984, interponsseelia.co updater c/o NeuStar
1985. inthou.co dropzone ¢/o NeuStar
1986. invetechinte.co updater c/o NeuStar
1987. iranitereno.co dropzone c/o NeuStar
1988. | jambsulumency.co updater c/o NeuStar
1989. | jectoral.co dropzone ¢/o NeuStar
1990. | jellabillat.co updater c/o NeuStar
1991. | jellotr.co dropzone ¢/o NeuStar
1992, | jobinedianingfo.co updater c/o NeuStar
1993. | katussi.co dropzone ¢/0 NeuStar
1994, | judithri.co dropzone c/o NeuStar
1995, kenamersoftvu.co updater ¢/o NeuStar
1996, killdfymerraque.co updater ¢/o NeuStar
1997, kindjin.co dropzone c/o NeuStar
1998, | kristradentro.co updater c/o NeuStar
1999. lekhausurex.co updater ¢/0 NeuStar
2000. leopodentargit.co updater ¢/o NeuStar
2001. leverry.co dropzone c/o NeuStar
2002. | liviarylink.co updater c/o NeuStar
2003. | locaresplicutl.co updater ¢/o NeuStar
2004, lorevingbranta.co updater c/o NeuStar
2003. lucascattientop.co updater ¢/o NeuStar
2006, lucassfield.co updater : ¢/o NeuStar
2007. luristri.co dropzone c/o NeuStar
2008. managenetwor.co updater ¢/o NeuStar
200%. | manillack.co dropzone ¢/o NeuStar
2010. | manmark.co dropzone ¢/o NeuStar
2011, mannieda.co dropzone c/o NeuStar
2012 measubstomy.co dropzone c/o NeuStar
2013, meazeridashloc.co updater ¢/o NeuStar
2014. | mentripete.co updater ¢/o NeuStar
2015. | millewine.co dropzone c¢/o NeuStar
2016. | minollumentlynx.co updater ¢/o NeuStar
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2017. moderheitrack.co updater ¢/o NeuStar
2018. mulleril.co dropzone ¢/o NeuStar
2019. | mutanisopendsie.co updater ¢/o NeuStar
2020. | muticeptad.co updater ¢/o NeuStar
2021. | nedataryjosc.co dropzone ¢/o NeuStar
2022. | onespointheadia.co updater ¢/o NeuStar
2023, openity.co dropzone c/o NeuStar
2024. padesionittatu.co updater c/o NeuStar
2025. | pandidarma.co dropzone c/o NeuStar
2026. | patroqualarva.co updater ¢/o NeuStar
2027, pederm.co dropzone ¢/o NeuStar
2028. | perisoneterts.co updater ¢/o NeuStar
2029. | phimore.co dropzone ¢/o NeuStar
2030. | photalegraza.co updater ¢/o NeuStar
2031. | pintamierback co updater ¢/o NeuStar
2032, pistonlover.co dropzone c/o NeuStar
2033. | planail.co dropzone c/o NeuStar
2034, planeostsquavep.co updater c/o NeuStar
2035. | primasc.co dropzone ¢/o NeuStar
2036. pucessop.co dropzone ¢/o NeuStar
2037. quantraxactor.co updater ¢/o NeuStar
2038. | recavatech.co updater ¢/o NeuStar
2039. recellhelsen.co updater ¢/o NeuStar
2040, reetexista.co updater ¢/o NeuStar
2041. | rosellewe.co dropzone ¢/o NeuStar
2042, rOZEncess.co dropzone c/o NeuStar
2043. runtroadeatb.co updater c¢/o NeuStar
2044. saldchwetheach.co updater ¢/o NeuStar
2045, salterembl.co dropzone ¢/o NeuStar
2046. | soupchi.co dropzone ¢/o NeuStar
2047. sardballierman.co updater c/o NeuStar
2048. | sausandergere.co updater c/o NeuStar
2049. sciteleganal.co updater c/o NeuStar
2050. senstonymy.co updater ¢/o NeuStar
2051. | shalyxiard.co dropzone ¢/o NeuStar
2052. | shawler.co dropzone ¢/o NeuStar
2053. | shipportlise.co updater c/o NeuStar
2054, | shutiary.co dropzone ¢/o NeuStar
2055. silvarnetinn.co updater ¢/0 NeuStar
2056, smagogre.co dropzone c/o NeuStar
2057. 1 sneckstrumo.co updater c/o NeuStar
2058. | simontfica.co updater ¢/o NeuStar
2059. STIOWSEr.CO dropzone ¢/o NeuStar
2060. | somanyontion.co updater c/o NeuStar
2061. | sterijncompan.co updater ¢/o NeuStar
2062. stourangebo.co dropzone ¢/o NeuStar
2063. | suitionsaway.co updater ¢/o NeuStar
2064. | sument.co dropzone ¢/o NeuStar
2065. | sunageoshighvi.co updater ¢/o NeuStar
2066. talettedible.co updater ¢/o NeuStar
2067. | tallyso.co dropzone ¢/o NeuStar
2068. | tantainie.co dropzone c/o NeuStar
2069. | tegony.co dropzone ¢/o NeuStar
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2070, | thernextoneter.co updater ¢/o NeuStar
2071. | toonereretry.co dropzone ¢/o NeuStar
2072, | tornalloque.co dropzone ¢/o NeuStar
2073, tourinathol.co dropzone c/o NeuStar
2074. | turbiculu.co dropzone c/o NeuStar
2075. | turpipeltim.co dropzone ¢/o NeuStar
2076. | twalliar.co dropzone ¢/o NeuStar
2077. | tywinderdamaku.co updater ¢/o NeuStar
2078. | ukrainewskill.co updater c/o NeuStar
2079. | urerariece.co dropzone ¢/o NeuStar
2080. vacantitechip.co updater c/o NeuStar
2081. | varioldinnics.co updater c/o NeuStar
2082. vestiturnediana.co updater c/o NeuStar
2083. | vegatorkspeps.co updater c/o NeuStar
2084, vemaxxlionna.co updater c/o NeuStar
2085. veratedra.co dropzone c/o NeuStar
2086. | vibeapnesbu.co updater ¢/o NeuStar
2087, viewediesolver.co updater ¢/0 NeuStar
2088. vigetectrockset.co updater c/o NeuStar
2089. | westansgualiti.co updater c/o NeuStar
2090. | westwiserce.co updater ¢/o NeuStar
2091. whatixemieldin.co updater c/o NeuStar
2092, wickissievele.co updater c/o NeuStar
2093. | wriereging.co dropzone c/o NeuStar
2094. | yettaillarfic.co updater c/o NeuStar
2095. | accoukierlism.co updater c/o NeuStar
2096. achyroransib.co updater ¢/o NeuStar
2097. agractraspac.co updater c/o NeuStar
2098. | alconichill.co updater c/o NeuStar
2099. | amersterin.co updater c/o NeuStar
2100. | anualiverk.co updater ¢/o NeuStar
2101, artechellirat.co updater ¢/o NeuStar
2102, articityxpaqua.co updater ¢/o NeuStar
2103. | assmitizeree.co updater c/o NeuStar
2104. | atlancentuage.co updater ¢/o NeuStar
2105. | audubideonetity.co updater ¢/o NeuStar
2106. | avaintellegeron.co updater c/o NeuStar
2107. | avectintemottis.co updater ¢/o NeuStar
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NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

Loudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

Harmful Botnet Domain Name

Type

e €

Whois Email Address

2108. oqocbgmmmnnjzq.biz infector s7322992mS@nameprivacy.com
2109. | petroleumgroup.biz infector petroleumgrroup@yahoo.com
2110. | wdoyqoxnmmrlgyot.biz infector drawnmccoy@yahoo.com

2111, roobshall biz dropzone, infector contact@webdomainsbyproxy.com
2112. | seoengine.biz dropzone, source gmvjcxkxhs@whoisservices.cn
2113. snaretrace.us dropzone, infector dunn.douglas24@yahoo.com
2114. snaretrack.biz dropzone, infector jitchikoff@yahoo.com

2115, snarework.us dropzone, infector portellkathy@yahoo.com

2116. hoycktsjwgsmklnv.biz infector arellanoteasel@yahoo.com

2117. iesnare.us dropzone, infector dadasd 123 1dadsadasda@yahoo.com
2118, ilovekeks.biz dropzone, infector glaseranne@yahoo.com

2119, lwbbtfitjjsyksl.biz infector arellanoteasel@yahoo.com

2120. | nixnerslmmvpyto.biz infector arellanoteasel@yahoo.com

2121, dasad4 1dadsafasdasd21.biz dropzone, infector domain.tech@yahoo-inc.com
2122, executivesuites.us updater enm{@emailforyou.com

2123, faasppouk.biz dropzone, infector tgwq-uanic(@priv.uanic.ua

2124, apricot-fresh.us dropzone himacss@yandex.ru

2125, avocado-fresh.us dropzone himacss@yandex.ru

2126. bannersurvey.biz embedded js bannersurvey.biz@domainsbyproxy.com
2127. | beaverday.biz source spruebeatty(@yahoo.com

2128. bfhognbpunvqymd.biz dropzone, infector langleyinexpiable@yahoo.com
2129. | blackcurrant-free.us dropzone himacss@yandex.ru

2130. | bgrbhtwvrykrsylbiz dropzone, infector d448;8f25nx@nameprivacy.com
2131. cprmhmttslomusm.biz dropzone, infector gednx92wérk@nameprivacy.com
2132. cherry-free.us dropzone himacss@yandex.ru

2133, | carbossa.biz embedded js admin@carbossa.biz

2134. | clfuhmciswossut.biz dropzone, infector downingcinerama@yahoo.com
2135. | goojeojohegbnx.biz dropzone, source, infector rd9cp4t73dq@nameprivacy.com
2136. gobpo.biz dropzone, source abcnamecompany@gmail.com
2137. | egpnhomhnvsfeus.biz dropzone, infector d97f84nn9rq@nameprivacy.com
2138. | executivesuites.us updater enm@emailforyou.com

2139. | giyiegqwwxiro.biz dropzone, infector rh6fk9xv2q5@nameprivacy.com
2140. | gxdrnmspexrtooes.biz dropzone, infector wmévn79m42s@nameprivacy.com
2141, gxxlzrylggplvpnp.biz dropzone, infector yi35n8hwSnb@nameprivacy.com
2142, | gywsglihvdleyupu.biz dropzone, infector 234jb9zq2aS@nameprivacy.com
2143. | helpsupport.biz updater, dropzone xabkdafmpl@whoisservices.cn
2144. | hrlimdkizoigxywn.biz dropzone, infector contact@privacyprotect.org

21435, hrmngkmoyhmmoynz biz dropzone, infector c/o NeuStar

2146. | hvlpmopbnuirgju.biz dropzone, infector d97f84nn9rq@nameprivacy.com
2147. | hxvluchophnnse.biz dropzone, source, infector reasonhickey@yahoo.com
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2148. jogjpkdprgpsugn.biz dropzone, source, infector visitus@bitandjazzdanceclub.com

2149, injruhjxmtcerut.biz dropzone, infector visitus@bitandjazzdanceclub.com

2150. ipcohyiqjximmtgs.biz dropzone, infector eadcySzcOn8@nameprivacy.com

2151. | jfvpgxvywordryr.biz dropzone, infector apprehensivebrandt@yahoo.com

2152. ixkgojrequpooitp.biz dropzone, infector repossesseddomain(@godaddy.com

2153. | izknfgnsrvmvswuh.biz dropzone, infector €255f24xSpb@nameprivacy.com

2154. | jetozilnwnwutgf.biz dropzone, source, infector ¢/o NeuStar

2155. | jmgvtnkjqgtzglij.biz dropzone, infector a86af8ue8ca@nameprivacy.com

2156. | jptptmlpgnzdnpl.biz dropzone, source, infector ab3s54gb8eg@nameprivacy.com

2157. | jslpfasrsmngsvlbiz dropzone, infector hsdmk7kj3 8v@nameprivacy.com

2158. kiwslglkjvntt.biz dropzone, infector dwé6va7pc9dk@nameprivacy.com

2159. | kkksvmrsyxfvj.biz dropzone, infector Jjedk75up8xt@nameprivacy.com

2160, korpupnpnghjvvk.biz dropzone, infector ¢/o NeuStar

2161. | kyupjxrwpwxmrgn.biz dropzone, infector gednx92wérk@nameprivacy.com

2162. | lastking.biz source uSekSjs4f2abSelb0ac7@w86bnas4f2 1bffa2ffd
L.privatewhois.net

2163, lcocnvxlpkokso.biz dropzone, source, infector c/o NeuStar

2164. lwgltmttgujtfxq.biz dropzone, infector apprehensivebrandi@yahoo.com

2165, lzrfudhklvoewo.biz dropzone, infector wv4k596nSse@nameprivacy.com

2166. | mass-money-makers.us source gwatene@gmail.com

2167. mnrpxtmkkwmilig.biz dropzone, infector mcroker@charter.net

2168. | mnxpeejxpvwrhkrm.biz dropzone, infector mcroker@charter.net

2169. | mevogneqgnmzowno.biz dropzone, infector nsSm23ur84w@nameprivacy.com

2170. mevogneggnmzowno.biz source ns5m23ur84w@nameprivacy.com

2171, mlhnxglrghycorl biz dropzone, infector alle@alleopneandertal.com

2172, mpnweitongwwrsmq.biz dropzone, source, infector gv9st8nkdka@nameprivacy.com

2173. | mshtgghttopdon biz dropzone, infector ¢/o NeuStar

2174, mtlrnsfbhukqj.biz dropzone, infector n97b76fk87g@nameprivacy.com

2175. | nacha-reports.us source fillopos@yahoo.com

2176. | ndlpnjnopugsdkq.biz dropzone, infector ¢/o NeuStar

2177, nnkpwsnovpsptl.biz dropzone, infector ¢/o NeuStar

2178. ntfgzoeywqirupfn.biz dropzone, source, infector a37zk7bv7v3@nameprivacy.com

2179. ntvwooywivrkenn, biz dropzone, source, infector Jr7v53gedpk@nameprivacy.com

2180. nzfyviftthenmygh.biz dropzone, infector a372k7bv7v3@nameprivacy.com

2181, nzvgksojootbmzk.biz dropzone, infector, source reasonhickey@yahoo.com

2182. | oeypjdgjnncrkwd.biz dropzone, infector d97f84nn9rq@nameprivacy.com

2183. | ofuvjtxplutixcer.biz dropzone, infector” xr3sg3h779x@nameprivacy.com

2184, oltqugnneowyolh.biz dropzone, infector vi5vt9yz384@nameprivacy.com

2185. | onikyhljniporunk.biz dropzone, infector equilateralfranklin@yahoo.com

2186. | onpqlbpkkyfxspr.biz dropzone, source, infector am9zr2ng3p8@nameprivacy.com

2187. | orjvswjonrrksn.biz dropzone, infector fractureglenn@yahoo.com

2188. | oymgseiwtolsooq.biz dropzone, infector wm6vn79m42s@nameprivacy.com

2189, pdupvzqwingw.biz dropzone, infector condolencelangford@yahoo.com

2190. | pnmlpmgzztvugfrt.biz dropzone, infector odommclean@yahoo.com

2191. | pvglrzjzipjipksp.biz dropzone, infector d67rg3d97ip@nameprivacy.com

2192. | pzfxvqwvglyyksip.biz dropzone, source, infector contact@privacyprotect.org

2193, qisgmekijfxiqzf biz dropzone, source, infector seymourfarsighted@yahoo.com

2194. | gmqomrppninyuls.biz dropzone, source, infector ¢/0 NeuStar

2195. | gmypbeqqvqxeanu.biz dropzone, infector root@cheaplobstersny.com

2196, gpfmnsmycqlujs.biz dropzone, source, infector eadeySzeOn8@nameprivacy.com

2197. qqmypinpiwywnkq.biz dropzone, infector c/o NeuStar

2198. | grosinnklpmermor.biz dropzone, infector repossesseddomain@godaddy.com

2199. | gymvligijnppjugv.biz dropzone, infector f76ah7cb472@nameprivacy.com

2200. | rbnsngiyukmkrg.biz dropzone, infector d38679a5Stn@nameprivacy.com

46




s

BN

¢

& @ & @ e < ©
[2201. rjmxlwpokwmrrptn. biz dropzone, infector ¢/o NeuStar
2202. rkpwlosgmxmnhtm. biz dropzone, infector thurmanpang@yahoo.com
2203. | rkvktnfnygmwqgwk biz dropzone, infector m84np6jd4gt@nameprivacy.com
2204. rnogvsomegkmpeli.biz dropzone, source, infector xoxaxybetokic@yahoo.com
2205, rronxvwaqietsrip.biz dropzone, infector eadcySzeOn8@nameprivacy.com
2206. | rszgpgvihgwflp.biz embedded _js erivegutixo@yahoo.com
2207. | rumbt.biz dropzone anatoliylis@yahoo.com
2208. | rvwpovgppaqqpax.biz dropzone, infector n97b76fk87g@nameprivacy.com
2209. ryspbfpvyhvyqvng biz dropzone, infector 234jb9zq2a5@nameprivacy.com
2210. selxowomwwoirvnl.biz dropzone, infector t57hy5u68dr@nameprivacy.com
2211. mzonphxtliwrw.biz dropzone, infector yj55n8hwSnb@nameprivacy.com
2212. | shkrvpwiyisjiu.biz dropzone, infector c/o NeuStar
2213. | snmwtynjppijptsi.biz dropzone, infector mccartybimetallism@yahoo.com
2214, snsflrqppsuwjino.biz dropzone, infector sr7254hn4hn@networkso]utionsprivateregistrat
ion.com

2215, symlink.us embedded js olegibanko@gmail.com
2216. | spidyvjliglsmoen.biz dropzone, source, infector challenge_green@yahoo.com
2217. sspjrymvsodnqwg.biz dropzone, source, infector ym84e7fe3rb@nameprivacy.com
2218. stpdwixqltpovig biz dropzone, infector ns5m23ur84w@nameprivacy.com
2219, tfugtqofsrnpral.biz dropzone, infector hy4r394j6ja@nameprivacy.com
2220, thglsilnoogtnyhm.biz dropzone, source, infector yzdrr2um7gb@nameprivacy.com
2221. tieqglmmspckyoohn.biz dropzone, infector am9zr2ng3p8@nameprivacy.com
2222. | tigpoxkpvspitpgq.biz dropzone, infector, source d448i82 Snx@nameprivacy.com
2223, tjclezxrekrpgpx.biz dropzone, infector, source repossesseddomain@godaddy.com
2224, tinmwewowigphghr.biz dropzone, source, infector d97f84nn9rq@nameprivacy.com
2225, tovrzkvjxtwhvgn.biz dropzone, infector dd3t93pusSu@nameprivacy.com
2226. | tpckorvoxpmship.biz dropzone, infector qz8kp89mI9e8@nameprivacy.com
2227. | udjeisdlpvge.biz dropzone, infector armeniangillespie@yahoo.com
2228, tvhwlpgwgrrmoerr.biz dropzone, infector n97b76{k87g@nameprivacy.com
2229. | ufiwhqrjjtsdwjn.biz dropzone, infector waterscomprehensive@yahoo.com
2230. | ukluuioksqirih.biz dropzone, infector 8856y7f88nz@nameprivacy.com
2231, | umrmimwlezmjfqb.biz dropzone, infector cz99x6ay7h2@nameprivacy.com
2232. | usijogzjvqtix.biz dropzone, source, infector fractureglenn@yahoo.com
2233. | utqworthrkxmeqm.biz dropzone, infector d97f84nn9rq@nameprivacy.com
2234. | uykrlrijlqdnlqfj.biz dropzone, infector dt6gh2wj339@nameprivacy.com
2235. | vokkvkudxxftljh.biz dropzone, infector a37zk7bv7v3@nameprivacy.com
2236. vrigehsppegprhs. biz dropzone, infector meroker@charter.net
2237. | vslgkrsprvrgtqu.biz dropzone, infector condolencelangford@yahoo.com
2238. vttyntejogfiwken.biz dropzone, infector refectiongay@yahoo.com
2239, vuugqwuywipfgno.biz dropzone, infector kh3te68h3mx@nameprivacy.com
2240. wddlvxtmhqgijsvt.biz dropzone, infector w72p35ddStt@nameprivacy.com
2241, weraty.biz dropzone perolsp@yahoo.com
2242, wfsgshkrijlecjg.biz dropzone, infector contact@privacyprotect.org
2243. | wfzmkpwqqqgdhvkso.biz dropzone, source, infector condolencelangford@yahoo.com
2244. | wilmrsmpsqzuuup.biz dropzone, infector gvI9stdnk4ka@nameprivacy.com
2245, wktxuzqvbfkgin.biz dropzone, infector vv73a9imSwh@nameprivacy.com
2246, wrtohiimhvlj.biz dropzone, infector gvIst8nkdka@nameprivacy.com
2247. | xifikgniniwoirvu.biz dropzone, source, infector X26qt7dr3b4@nameprivacy.com
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2248, xxvtrrmbugshu.biz dropzone, source, infector waterscomprehensive@yahoo.com
2249, ylhhkuofhlpugkp.biz dropzone, infector hv59t3tr3v6@nameprivacy.com
2250. | ylkhrvojxmgngidj.biz dropzone, source, infector c/o NeuStar
2251, | ynqguoufnfpfintr.biz dropzone, source, infector k86¢98xv6bx@nameprivacy.com
2252, yxeqvgiszikoygn biz dropzone, infector d3 8679a55m@nameprivacy.com
2253, zrpfmgyvgmxmhxfk biz dropzone, source, infector d38679355tn@nameprivacy.com
2254, Zrxymtqzmrielrm.biz dropzone, source, infector u583p92r8uv@nameprivacy.com
2253, ztiphpsmplbog.biz dropzone, source, infector seymourfarsighted@yahoo.com
2256. 1 Iplants.biz infector, dropzone contact@webdomainsbyproxy.com
2257, 28843622 biz infector, dropzone contact@webdomainsbyproxy.com
2258. | 2x5.us infector, dropzone keayon@hotmail.com
2259, amstelone3.biz infector, dropzone nijankinchristina@yahoo.com
2260. | antifoher.biz infector, dropzone contact@webdomainsbyproxy.com
2261, anysnare.us infector, dropzone zhoushaoming@yahoo.com
2262. | xxvtrrmbugshu.biz infector waterscomprehensive@yahoo.com
2263, level-3.us dropzone Joegeorgeboy001@yahoo.com
2264, level-3 biz dropzone contact@myprivateregistration.com
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Afilias Limited

C/0O Afilias USA, Inc.
300 Welsh Road, Building 3

Suite 105

Horsham, PA 19044

United States

Harmful Botnet Domain Name Type Whois Email Address
2265, | robohoste.info dropzone toniparish@imap.ce
2266, rokgsjhzyiusvri.info infector c/o Afilias
2267. | ultimatesecurity.info dropzone, infector domain.tech@yahoo-inc.com
2268. hostingguru.info dropzone, infector damage.smith@yandex.ru
2269. | localhOst.info dropzone, infector IbI8&‘468dfd402383056dda885ba968.pmtect

@whoisguard.com

2270. | freetop.mobi dropzone, infector chandru.sept24@gmail.com
2271. actinatist.info dropzone c/o Afilias
2272. advertising-services.info source godaddy@profitsigur.ro
2273, ahaccu.info dropzone c/o Afilias
2274. akularryzare.info dropzone ¢/o Afilias
2275. algroton.info dropzone c/o Afilias
2276. | alianalingta.info dropzone ¢/o Afilias
2277. allyga.info dropzone support@simioffers.com
2278. alpriate.info dropzone the.malware.cabal@gmail.com
2279. amidinesfa.info dropzone c/o Afilias
2280. anagodwator.info dropzone c/o Afilias
2281. anateam.info dropzone c/o Afilias
2282. ancemvir.info dropzone sarahcolvin@live.co.uk
2283, | anecdadiard.info dropzone c/o Afilias
2284, aniani.info dropzone david.austin44@yahoo.com
2285. | antifraudsolutions.info dropzone exitthematrix@ymail.com
2286. | apagoni.info dropzone c/o Afilias
2287. | aphard.info dropzone sarahcolvin@live.co.uk
2288. aphasmuce.info dropzone c/o Afilias
2289. | apple-fresh.info dropzone himacss@yandex.ru
2290. apricot-fresh.info dropzone himacss@yandex.ru
2291. | argiropoulos.info source whois@bluehost.com
2292, ashnmjjpoljfnl.info dropzone, infector waterscomprehensive@yahoo.com
2293, ass-tube.info dropzone himacss@yandex.ru
2294, astroamah.info dropzone c/o Afilias
2295, aubirdwa.info dropzone c/o Afilias
2296. | avocado-fresh.info dropzone himacss@yandex.ru
2297. bad-tube.info dropzone himacss@yandex.ru
2298. | barserginger.info dropzone c/o Afilias
2299. | bativolt.info dropzone sarahcolvin@live.co.uk
2300. bbw-go.info dropzone himacss@yandex.ru
2301, | bilberry-free.info dropzone himacss@yandex.ru
2302. | binetu.info dropzone sarahcolvin@live.co.uk
2303. beginestition.info dropzone david.austin44@yahoo.com
2304. | belleterer.info dropzone c/o Afilias
2305. | blackberry-free.info dropzone himacss@yandex.ru
2306. | blackcurrant-free.info dropzone himacss@yandex.ru
2307, blaismanni.info dropzone ¢/o Afilias
2308. | blueberry-free.info dropzone himacss@yandex.ru
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2309. | bobbiestube.info dropzone himacss@yandex.ru

2310. bowsterb.info dropzone c/o Afilias

2311. | bptigozrtypzj.info dropzone, source, infector c/o Afilias

2312. bqqsnpnvppxpqq.info dropzone, infector wv4k596nSse@nameprivacy.com
2313. | brokedidood.info dropzone c/o Afilias

2314. broncomm.info dropzone c/o Afilias

2315. | bucraggerie.info dropzone allen.peter@mail.com
2316, bum-bam-sexy-blam.info dropzone himacss@yandex.ru

2317. | bum-bum.info dropzone himacss@yandex.ru

2318. | bumbums.info dropzone himacss@yandex.ru

2319. | bummaryhout.info dropzone c/o Afilias

2320. | burghne.info dropzone c/o Afilias

2321. | butteency.info dropzone c/o Afilias

2322. | cabinternme.info dropzone the.malware.cabal@gmail.com
2323. | cacheeseed.info dropzone c/o Afilias

2324, cadenelec.info dropzone c/o Afilias

2325. | caffinform.info dropzone susanboyce@live.co.uk
2326. | canoede.info dropzone david.austind4@yahoo.com
2327. | carologel.info dropzone c/o Afilias

2328. | castee.info dropzone c/o Afilias

2329, cdvgvniqqtkghsco.info dropzone, infector d97f84nn9rq@nameprivacy.com
2330. | cemesolele.info dropzone c/o Afilias

2331. chairlorigh.info dropzone c/o Afilias

2332. | chariewildry.info dropzone c/o Afilias

2333. | cherry-free.info dropzone himacss@yandex.ru

2334. | chintal.info dropzone c/o Afilias

2335. | cholifo.info dropzone david.austind4@yahoo.com
2336. | chorge.info dropzone c/o Afilias

2337. | chuppines.info dropzone c/o Afilias

2338. | cjputytligkyqylj.info dropzone, infector elkinselongate@yahoo.com
2339. | clemmet.info dropzone c/o Afilias

2340. | compapageon.info dropzone c/o Afilias

2341. contlocele.info dropzone c/o Afilias

2342. contoppet.info dropzone c/o Afilias

2343. | copresiati.info dropzone ¢/o Afilias

2344. | crampinte.info dropzone c/o Afilias

2345, cranian.info dropzone c/o Afilias

2346. | cranzartue.info dropzone c/o Afilias

2347. crucery.info dropzone c/o Afilias

2348. | cognessa.info dropzone c/o Afilias

2349. | costarmo.info dropzone c/o Afilias

2350. | defealn.info dropzone c/o Afilias

2351, | deficilla.info dropzone c/o Afilias

2352. | defindl.info dropzone c/o Afilias

2353. | denistar.info dropzone c/o Afilias

2354, desponechpo.info dropzone c/o Afilias

2355. | desprush.info dropzone c/o Afilias

2356. | diwance.info dropzone c/o Afilias

2357. | dogedbust.info dropzone c/o Afilias

2358. | dominmoney124.info updater repossesseddomain@godaddy.com
2359. | doorerti.info dropzone c/o Afilias

2360. | dortelwittle.info dropzone ¢/o Afilias

2361. | duceptic.info dropzone c/o Afilias
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2362, | dulinepa.info dropzone c/o Afilias

2363. | dwayer.info dropzone c/o Afilias

2364. | efugxssjrwnrgegk.info dropzone, infector eaZem9ex6wp@nameprivacy.com
2365. | egiajfpsgwoqjhs.info embedded js erivegutixo@yahoo.com

2366, elsgoophqynbhkv.info dropzone, infector r793d9ww3fr@nameprivacy.com
2367. | eqwgpniruglhnrh.info dropzone, infector n75wc8m88ak@nameprivacy.com
2368. | eremitelo.info dropzone c/o Afilias

2369. euzzpintiskotws.info dropzone, infector waterscomprehensive@yahoo.com
2370, evalgism.info dropzone c/o Afilias

2371, excitta.info dropzone c/o Afilias

2372. | fastspy.info dropzone, source, infector admin@fastspy.info

2373. federalreserve-report-domain.info source contact@myprivateregistration.com
2374, federalreserve-report-download.info source malejo0828@yahoco.com

2375. | feudineedci.info dropzone c/o Afilias

2376. | fhoutive.info dropzone c/o Afilias

2377. fixineed.info dropzone c/o Afilias

2378. foveari.info dropzone c/o Afilias

2379, fqlpvegpvtzgpggp.info dropzone, infector wmévn79m42s@nameprivacy.com
2380. fsojgkutpyohu.info dropzone, infector 8856y7f88nz@nameprivacy.com
2381. | fwjvqkousppprtt.info dropzone, infector benavideseuripides@yahoo.com
2382, fzrgovijlvkwrwnx.info dropzone, infector 8856y7f88nz@nameprivacy.com
2383. | galewindit.info dropzone c/o Afilias

2384. | ganapkinet.info dropzone c/o Afilias

2385. gdolnlrgenronnn.info dropzone, infector ir7v53gedpk@nameprivacy.com
2386. | giganatwo.info dropzone c/o Afilias

2387. gobpo.me infector kapany3y@mail.com

2388. | gomarichor.info dropzone c/o Afilias

2389. gqvloeozbodgfwgh.info dropzone, infector yj55n8hwSnb@nameprivacy.com
2390. grascowallbrick.info updater ¢/o Afilias

2391. growupti.info dropzone ¢/o Afilias

2392. | gtgvwigshixtppkz.info dropzone, infector chenmilwaukee@yahoo.com
2393, guenessollet.info dropzone c/o Afilias

2394. | guilldo.info dropzone c/o Afilias

2395. | gxsnxkqahaopsjnl.info dropzone, source, infector pu29m3h93qj@nameprivacy.com
2396. habbiece.info dropzone c/o Afilias

2397. hekqtsgpsstzmdp. info dropzone, infector larsenvicious@yahoo.com

2398. | hemdomance.info dropzone c/o Afilias

2399. | hemandrumen.info dropzone c/o Afilias

2400. hgbu67bjyrturtyuk info dropzone purtucz@mail.ru

2401, | hjpxtforenufxsvr.info dropzone, infector hjpxtfarenufxsvr.info

2402. | hisdbkjnisamdfa.info source gwdhjasvdhv@yahoo.com

2403. | hkkmqvttugpo.info dropzone, infector wh6ar6258hn@nameprivacy.com
2404. | hogchariane.info dropzone c/o Afilias

2405. | horali.info dropzone c/o Afilias

2406. | hztplrrrfgmijyrrd.info dropzone, source, infector covizubewybebi@yahoo.com
2407. | iekfmmigvpwtpxr.info dropzone, infector root@cheaplobstersny.com

2408. | imitall.info dropzone c/o Afilias

2409. instationne.info dropzone c/o Afilias

2410. | jessatianator.info dropzone c/o Afilias

2411. itkwvfquvznhtpi.info dropzone, infector waterscomprehensive@yahoo.com
2412, iupmkmeprfnetfas.info dropzone, infector wmévn79m42s@nameprivacy.com
2413. | jmovpypolsgogkoq.info dropzone, infector c/o Afilias

2414, khchukqqqsgxszr.info dropzone, source, infector downingcinerama@yahoo.com
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2415. | killendLinfo dropzone c/o Afilias
2416. kirhznwisxgonmhk info dropzone, infector rf7ph2w73fw@nameprivacy.com
2417. korelererta.info dropzone c/o Afilias
2418. kqggmvarlsomrfgl. info dropzone, infector kh3t668h3mx@nameprivacy.com
2419, kratedin.info dropzone c/o Afilias
2420, laconflinfo dropzone hostmaster@proxad.net
2421. | ladyereredra.info dropzone c/o Afilias
2422, ibulnilughhlj.info embedded js exytihazonac@yahoo.com
2423, leenriller.info dropzone ¢/o Afilias
2424, Iklhprwvhreuuti.info dropzone, infector rh6fk9xv2q5@nameprivacy.com
2425. | Ipsnbzozyhvpepyp.info dropzone, infector 85gx56c7w8@nameprivacy.com
2426, Igfrowptqpchrxpn.info dropzone, source, infector bonillascenic@yahoo.com
2427. Isusksvivgkirgnr.info dropzone, source, infector d38679a55tn@nameprivacy.com
2428. Itigqgslxworvm.info dropzone, infector nd44b2bm622@nameprivacy.com
2429, mafia-wars.info dropzone domain-admin@easily.co.uk
2430. manchm.info dropzone c/o Afilias
2431 margagm.,info dropzone c/o Afilias
2432, marimettalf.info dropzone ¢/o Afilias
2433, marisey.info dropzone paultribouillard@hotmail.co.uk
2434, maximpa.info dropzone c/o Afilias
2435. | memoutaltyne.info dropzone c/o Afilias
2436. | merilia.info dropzone ¢/o Afilias
2437. millierer.info dropzone c/o Afilias
2438. | mirupgtfvwvnzfinfo dropzone, infector wv4k596nSse@nameprivacy.com
2439. | mnestrap.info dropzone c/o Afilias
2440, modasiem.info dropzone c/o Afilias
2441, moqlqtipnogftrr.info dropzone, infector isS gx56c7w8@nameprivacy.com
2442, morselantif.info dropzone c/o Afilias
2443, motote.info dropzone ¢/o Afilias
2444, | mqgghryddzjyik.info dropzone, infector 1793d9ww3 fr@nameprivacy.com
2445, mtgvovwielpnuor.info embedded js wycolynyhon@yahoo.com
2446, muonuxxksinhhwy.info dropzone, source, infector rh6ﬂ<9xv2q5@nameprivacy.com
2447. | mupumgzpnuetglp.info dropzone, infector webmaster@indianlegaltroops.com
2448. | muriadervai.info dropzone c/o Afilias
2449, muskintenent.info dropzone c/o Afilias
2450. | myach-privacy-c.info source perditionMcmanusPl@yahoo.com
2451. | mynacha-solutions-o.info source admin@mynacha-solutions-o.info
2452. | mzoyprqctlwipiu.info dropzone, source, infector mx6np6jy4de@nameprivacy.com
2453, mzvipddnlzguowr.info dropzone, source, infector uz9u78n867p@nameprivacy.com
2454, nacha-report-domain-syst.info source roksoa@yahoo.com
2455, nacha-report-downloads. info source milleralan42@yahoo.com
2456. | nacha-solutions-onow.info source admin@nacha-solutions-onow.info
2457, nachasolutionst.info source carcinogenic Washingtonum@yahoo.com
2458. newyaction.info dropzone, source erikschwelnus@mailcan.com
2459. | newyaction123.info updater c/o Afilias
2460, ngutoplgypnorsuu.info dropzone, infector benavideseuripides@yahoo.com
2461. nisselfia.info dropzone c/o Afilias
2462. | nkhhrutvwvnwvkg.info dropzone, source, infector pd7hz3xc48r@nameprivacy.com
2463. | nkogyzmlnrqo.info dropzone, source, infector seymourfarsighted@yahoo.com
2464, nsjohymwaghjqiv.info dropzone, infector benavideseuripides@yahoo.com
2465, ntuvpsknopsntuvg.info dropzone, infector a37zk7bv7v3@nameprivacy.com
2466. | nuthog.info dropzone c/o Afilias
2467. | nxknjssmizekbimg.info dropzone, infector rd9cpdt73dg@nameprivacy.com
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[ 2463. nyctalkswag.info dropzone ¢/o Afilias
% 2469, oculins.info dropzone c/o Afilias
§ 2470. oddmenterer.info dropzone c/o Afilias
. 2471. | ommlxlegpglhxiv.info dropzone, infector €255{24x5pb@nameprivacy.com
% 2472, onlinecorporation.info dropzone exitthematrix@ymail.com
% 2473, onvirudttwhfu.info dropzone, infector waterscomprehensive@yahoo.com
2474, onwzpkcyviugq.info dropzone, infector eadcy5zcOng@nameprivacy.com
2475, opwhmilxsjkqdge.info dropzone, source, infector rd9cpdt73dq@nameprivacy.com
2476. orrheather.info dropzone orrheather.info
2477. overnate.info dropzone c/o Afilias
2478. | paireeho.info dropzone c/o Afilias
2479. | paraud.info dropzone c/o Afilias
2480. | pardency.info dropzone c/o Afilias
2481. | paschoiceny.info embedded js idymohobalu@yahoo.com
2482, pathflite.info dropzone c/o Afilias
2483, paulmasc.info dropzone c/o Afilias
2484, peanerry.info dropzone c/o Afilias
2485, peristoreder.info dropzone c/o Afilias
2486. petrozedn.info dropzone c/o Afilias
2487. phrendogm.info dropzone ¢/o Afilias
2488. phytolo.info dropzone c/o Afilias
2489. | pidbusyqlzhkmqlk.info dropzone, infector ¢/o Afilias
2490, pineapple-free.info dropzone himacss@yandex.ru
2491, | pingermi.info dropzone ¢/o Afilias
2492, planacymric.info dropzone ¢/o Afilias
2493, pnmtwnhxkgypk.info dropzone, infector z34jb9zq2a5@nameprivacy.com
2494, puudyprihnuvzpjy.info dropzone, infector eadcy5ze9n8@nameprivacy.com
2495. | poggene.info dropzone c/o Afilias
2496, pookixusufvgkx.info dropzone, source, infector rd9¢pdt73dg@nameprivacy.com
2497. preteza.info dropzone c/o Afilias
2498, pgiwumrdrmhmmtad.info dropzone, infector dt6gh2wj33Q@nameprivacy.com
2499. | provingsp.info dropzone c/o Afilias
2500. | pruringlyte.info dropzone ¢/o Afilias
2501. psgzgaffimvonvs.info dropzone, infector chenmilwaukee@yahoo.com
2502. | pubbeerlo.info embedded js idymohobalu@yahoo.com
2503. | pxlilkqwfgxlime.info dropzone, infector ¢/o Afilias
2504. | gbdsesosgmsogjio.info dropzone, source, infector d97184nn9rq@nameprivacy.com
2505. | recalingbole.info dropzone c/o Afilias
2506. recarban.info dropzone c/o Afilias
2507. | quantellaines.info dropzone c/o Afilias
2508. querryslinfo dropzone c/o Afilias
2509. quironet.info dropzone c/o Afilias
2510, qvswpxlpgfwlipks.info dropzone, infector dt6gh2wj339@nameprivacy.com
2511, rabotascuka.info dropzone, updater contact@privacyprotect.org
2512. | recrusawfinfo dropzone c/o Afilias
2513. redessenn.info dropzone c/o Afilias
2514. | relifemismiazo.info dropzone c/o Afilias
2515, reneliastereren.info dropzone c/o Afilias
2516. retankin.info dropzone c/o Afilias
2517. retorihewor.info dropzone c/o Afilias
2518. rettslrementts InvesttsIng.info source maksim_kugif@mail.ru
2519. | rhnwnnrrztoygird.info dropzone, source, infector k86c98xv6bx@nameprivacy.com
2520, rmmjmohwdnxuhgx,info dropzone, infector bonillascenic@yahoo.com
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2521. | roxystyleech.info dropzone c/o Afilias

2522. | rpogugmqurbpzpp.info dropzone, source, infector ¢/o Afilias

2523, rpxokscszeptrx.info dropzone, infector repossesseddomain@godaddy.com
2524, rqfqokssfomjqvd.info dropzone, source, infector j27vq4968ba@nameprivacy.com
2525. | rsanyhvdyghpwqw.info dropzone, infector whéar6z58hn@nameprivacy.com
2526. | rumbt.info dropzone anatoliylis@yahoo.com

2527. | ruskiple.info dropzone c/o Afilias

2528. | salmidesilv.info dropzone c/o Afilias

2529. | saraard.info dropzone saraard.info@domainsbyproxy.com
2530. sarysaileu.info dropzone c/o Afilias

2531, | savarideti.info dropzone ¢/o Afilias

2532, | scarlen.info dropzone c/o Afilias

2533. | scherce.info dropzone c/o Afilias

2534. | scoreboaton.info dropzone c/o Afilias

2535, scoter.info dropzone c/o Afilias

2536. | scyton.info dropzone ¢/o Afilias

2537. | seconicil.info dropzone c/o Afilias

2538. | securityaim.info source purtucz@mail.ru

2539. securitymark.info source purtucz@mail.ru

2540. | semipsium.info dropzone c/o Afilias

2541, sfipnuequoilx.info dropzone, infector dt6gh2wj3 39@nameprivacy.com
2542, shipmess.info dropzone c/o Afilias

2543. | sjfwmoprjknpqq.info dropzone, infector c/o Afilias

2544, | skiny-hub.info dropzone himacss@yandex.ru

2545, soundombrid.info dropzone c/o Afilias

2546. spgjeyvglfnskt.info dropzone, infector stepsonyoung(@yahoo.com
2547. | spriguagebe.info dropzone c/o Afilias ,

2548. | sqfygstqqoyrld.info dropzone, infector repossesseddomain@godaddy.com
2549. | ssjgkktjugwgepz.info dropzone, source, infector d97f84nn9rq@nameprivacy.com
2550. stansforgingst.info dropzone c/o Afilias

2551. starmainid,.info dropzone c/o Afilias

2552. | star-tu-o-ticket.info source carppBmAmbrose@yahoo.com
2553. | stepperence.info dropzone ¢/o Afilias

2554, suierovkgoxrzmmb.info dropzone, source, infector osborntablespoon@yahoo.com
2558. sustdxvsknlbrpn.info dropzone, infector J19xs7y73p5S@nameprivacy.com
2556. | sweatorizzl.info dropzone c/o Afilias

2557. symmbhock.info dropzone ¢/o Afilias

2558. | synager.info dropzone ¢/o Afilias

2559, syotxofmipxosiij.info dropzone, source, infector c/o Afilias

2560, tempeliad.info dropzone c/o Afilias

2561, | teniangsymp.info dropzone c/o Afilias

2562. theinternationaltravel.info source sachin@search-value.com

2563, thlypter.info dropzone c/o Afilias

2564. | thymigr.info dropzone c/o Afilias

2565. | tihrylirhitwowkk.info dropzone, source, infector d67rg3d97ip@nameprivacy.com
2566. | tioneeti.info dropzone c/o Afilias

2567. | titiverie.info dropzone c/o Afilias

2568. tmzmolrsjrzhe.info dropzone, infector ye9wy3cTSgv@nameprivacy.com
2569. | tonismanna.info dropzone c/o Afilias

2570. | touchettage.info dropzone ¢/o Afilias

2571, | tsoriantry.info dropzone c/o Afilias

2572. | wfsverkveghmim.info dropzone, infector rd9cp4t73dq@nameprivacy.com
2573. | wrnetteju.info dropzone c/o Afilias
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[ 2574, [ tutiora.info dropzone ¢/o Afilias

2575. uncisi.info dropzone c/o Afilias

2576. | wopjmzjxkirpqqto.info dropzone, infector vd6fySa996t@nameprivacy.com

2577. | uralersole.info dropzone c/o Afilias

2578. utuihhnndtmitunv.info dropzone, infector root@cheaplobstersny.com

2579. | uyzrmgsuktljbgq.info dropzone, source, infector hv59t3tr3vé@nameprivacy.com

2580. | uznloepzpertqrs.info dropzone, source, infector ingrownadams@yahoo.com

2581. | venevers.info dropzone c/o Afilias

2582. | verstran.info dropzone ashlyevans@live.co.uk

2583. | vmnszmothuovvoll.info dropzone, infector univalentlongoria@yahoo.com

2584. | vocatagit.info dropzone ¢/a Afilias

2585. | vohrudopljluv.info dropzone, infector gednx92wérk@nameprivacy.com

2586. vspgtnowemfjlsu.info dropzone, infector uz9u78n867p@nameprivacy.com

2587. vtmkxntgplkkst.info dropzone, source, infector contact@privacyprotect.or

2588. vvvsfmnngowoevh.info dropzone, infector rd9¢p4t73dg@nameprivacy.com

2589, vxspuugdrknvyoqw.info dropzone, infector, source ns5m23ur84w@nameprivacy.com

2590. | wanigle.info dropzone c/o Afilias

2591. | wardwatt.info dropzone c/o Afilias

2592, wergerf.info dropzone, source, infector faterins@gmail.com

2593, | whenererer.info dropzone c/o Afilias

2594. | wifi-hardware.info source carpBmAmbrose@yahoo.com

2595. | wrapmyarmsand.info source admin@neverbealoneorlethim.info

2596, wrsstigpiyfsmwp.info dropzone, source, infector scripturecrocker@yahoo.com

2597. domain123456789.info dropzone, source Jjobs@facebookjob.de

2598. | xaviestocri.info dropzone c/o Afilias

2599. | xfjcnroiyiwwrp.info dropzone, source, infector j35ggbna33k@nameprivacy.com

2600. xjkotrupgefjnnoz.info dropzone, source, infector whéar6z58hn@nameprivacy.com

2601, xusqryrighzotg.info dropzone, source, infector hv593tr3vé@nameprivacy.com

2602. | xvqllmellirsryh.info dropzone, source, infector ge2zu9xk6mp@nameprivacy.com

2603. | yjwstksxxpmul.info dropzone, infector ag9wiBhb8uu@nameprivacy.com

2604, ynnssrpdcugmlrer.info dropzone, source, infector repossesseddomain@godaddy.com

2605. yqyphsmxmovzmjwu.info dropzone, source, infector apprehensivebrandt@yahoo.com

2606. | yrvdpwslswkpgsbq.info dropzone, source, infector d448j8f25nx@nameprivacy.com

2607. ziswpytgtjohtm.info dropzone, infector larsenvicious@yahoo.com

2608. zardback.info dropzone ¢/o Afilias

2609. | zigzare.info dropzone c/o Afilias

2610, zmdkjzrsmusshglq.info dropzone, source, infector Jr7v53gedpk@nameprivacy.com

2611. zorzpyqrpckkmtfx.info dropzone, source, infector meansspeedometer@yahoo.com

2612. | zsogjlsznnussh.info dropzone, source, infector scripturecrocker@yahoo.com

2613. | charterbeans.info dropzone, infector srivastava.akshay | @gmail.com

2614. | dominmoney124.info updater repossesseddomain@godaddy.com

2615. | gotoberlin.info infector alexaklark@gomail.com

2616. | grascowallbrick.info updater c/o Afilias

2617. | renwoxing.me dropzone, infector e59%e@qqg.com

2618. | theddos.me dropzone, infector hostmaster@one.com

2619. | ygnlgxyzamfxvit.info infector c/o Afilias

2620. level-3.me dropzone f18361511b324849911182¢54d1 85df4.protect

@whoisguard.com
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Harmful Botnet Domain Name Type Whois Email Address

[2621. barclaysghana.org dropzone, infector sec.indi@yahoo.com

2622 pganalytics.org updater ¢/o Public Interest Registry

2623. | wegplaynow.org dropzone, infector admin@macro-store.com

2624, wsqwehnnjppxrgxp.org infector ¢67cv95z47c@nameprivacy.com

2625, wuvwqckpzfxrgi.org infector ¢/o Public Interest Registry

2626. | strujkysnimem.org source eusaok34{2bfa8becbOe@w86bnas4f2 1bffa2 fidl

.privatewhois.net

2627, myapps-ups.org infector dthesdfs@126.com

2628. hnwxqurgjvynwlif.org infector ¢/o Public Interest Registry

2629, jcmtczpwontvppnt.org infector sbén59an64m@nameprivacy.com

2630. Jligigsnggdwxp.org infector sb6én59an64m@nameprivacy.com

2631. | just-ping.org dropzone, infector williammitchellworld@yahoo.com

2632, mswqvxohtpfnzj.org infector ¢/o Public Interest Registry

2633. muzonline.org dropzone, infector, source admin@macro-store.com

2634. | mybackupdns.org infector ftgy23fee@126.com

2633. namesservers.org dropzone, infector ftey23fge@126.com

2636. adventurefinder.org source rowenachauvin@ymail.com

2637. bobevanscoupons.org source bobevanscoupons.org@domainsbyproxy.com

2638. boboyes.org updater gmvjexkxhs@whoisservices.cn

2639, cosainse.org dropzone, source bormorler@gmail.com

2640, cglqgycnkfoovvn.org dropzone, source, infector nsSm23ur84w@nameprivacy.com

2641, dlmsonisfzksiogg.org dropzone, infector d97f84nn9rq@nameprivacy.com

2642, download-report-nacha.org source derewsater@yahoo.com

2643. dunegoon.org infector ajmergan@pacifier.com

2644, ehsswiirkmsmoxxc.org dropzone, infector b52fp2qw5ys@nameprivacy.com

2645. | eijqgpqqsuht.org dropzone, infector d38679a55tm@nameprivacy.com

2646. ephmvzsnppmnzqzk.org dropzone, infector d38679aS5tn@nameprivacy.com

2647. | evzqffspxhsrvf.org dropzone, infector excelat.co

2648, eyphqugjugprphvn.org dropzone, infector hy4r394j6ja@nameprivacy.com

2649, fggsrmvkimwlulg.org dropzone, source, infector k86c98xv6bx@nameprivacy.com

2650. flttsptygppvqdoy.org dropzone, source, infector cr65g2ap483@nameprivacy.com

2651. | fqkmrulylslzrtm.org dropzone, infector c/o Public Interest Registry

2652. | gsqeptneinjuwlt.org dropzone, infector f76ah7cb472@nameprivacy.com

2653. | gphtznwlcqgg.org dropzone, infector wv4k596nSse@nameprivacy.com

2654. | gtxwgptngkltozy.org dropzone, infector dt6gh2wj339@nameprivacy.com

2655. | gultpurplippiwt.org dropzone, infector xr3sg3h779x@nameprivacy.com

2656. hgbu67bjyrturtyuk.org dropzone hgbu67bjy1*tur’tyuk.org@domainsbyproxy‘com

2657. | hisiogkdtgcotbgr.org dropzone, infector gv9st8nkdka@nameprivacy.com

2658. | hrxgnkovlvssuiv.org dropzone, infector refectiongay@yahoo.com

2659. hupppszsqlqmjsp.org dropzone, infector Y77jcTysTxp@nameprivacy.com

2660, huyagwop.org updater contact@webdomainsbyproxy.com

2661. hwagpgrimkngkfizg.org dropzone, infector hv59t3tr3vé@nameprivacy.com

2662, iugbutilloghooi.org dropzone, infector ingramprice@yahoo.com

2663, ingppkqajlnrsjkh.org dropzone, infector, source apprehensivebrandi@yahoo.com

2664, iogtvgrjmwrm.org dropzone, source, infector fraserafrica@yahoo.com

2665. itnhtwopdvkronw.org dropzone, infector am9zr2nq3p8@nameprivacy.com
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2666. | jdzqklktenlmi.org dropzone, infector u583p92r8uv@nameprivacy.com
2667. | jmjjeqfunuotrion.org dropzone, source, infector apprehensivebrandi@yahoo.com
2668. | jpudusmoaelmept.org dropzone, infector hostmaster@above.com

2669. | jssqjwuqwrxkmz.org dropzone, infector yj55n8hwSnb@nameprivacy.com
2670. | jxwoplygbtqlodx.org dropzone, infector webmaster@indianlegaltroops.com
2671. | kdnrjewtvsqujnk.org dropzone, infector fa4u39er8bh@nameprivacy.com
2672. | kkhoukytgmxwxrfs.org dropzone, infector r46qz65d8xg@nameprivacy.com
2673, kldsvyjjfyqdpqtv.org dropzone, infector amadeus _logan@yahoo.com
2674. | knxohnzsrjvti.org dropzone, infector k87td33t8xf{@nameprivacy.com
2675. koglplnulwksxule.org dropzone, infector wmévn79m42s@nameprivacy.com
2676. | kpjprkghsmqrmsj.org dropzone, source, infector am9zrZnq3p8(@nameprivacy.com
26717. ldkvpouuhxloiwpv.org dropzone, source, infector ne26s6sf8v2@nameprivacy.com
2678. kwqocmfpilthiyfs.org dropzone, infector wh6ar6z58hn@nameprivacy.com
2679, Impgvpmjfidgsw.org dropzone, infector wmévn79m42s@nameprivacy.com
2680. Intepipjekorghi.org dropzone, source, infector xyQu66ja3 Sd@nameprivacy.com
2681. lvvuokugwwnsjdm.org dropzone, infector rf7ph2 w73 fw@nameprivacy.com
2682. misindjveljmdppr.org dropzone, source, infector c/o Public Interest Registry

2683. | mfevsldswrkmppj.org dropzone, infector rf7ph2w73 fw@nameprivacy.com
2684, mjxjtgnvefswqwp.org dropzone, infector declaratoryfoote@yahoo.com
2685, mnptwsoweulgpqo.org dropzone, source, infector c/o Public Interest Registry

2686. | mogstoqugrutjjto.org dropzone, infector amadeus_logan@yahoo.com

2687. | nacha-trans.org source contact@myprivateregistration.com
2688. nacha-transactions.org source admin@nacha-transactions.org
2689, nacha-ach.org source loralio43@yahoo.com

2690, nacha-alert.org source contact@myprivateregistration.com
2691, nacha-online.org source poruesaw(@yahoo.com

2692. | nacha-report.org source admin@nacha-report.org

2693, nacha-reports.org source admin@nacha-reports.org

2694, nacha-wire.org source loralio43@yahoo.com

2695, nKOWpIjysxxocxjy.org dropzone, infector nd44b2bmé6z2 @nameprivacy.com
2696, nnlhruyyrkkvjmr.org dropzone, infector d97f84nn9rq@nameprivacy.com
2697. nngjvgrhnglijeqn.org dropzone, infector wmévn79m42s@nameprivacy.com
2698. | novodebt.org dropzone anatoliylis@yahoo.com

2699, nqurjfgjolirmrpy.org dropzone, source, infector wmévn79m42s@nameprivacy.com
2700. nsbewpkwpmrxkmup.org dropzone, infector k86c98xv6bx@nameprivacy.com
2701. | nuiojpgvrsqkowz.org dropzone, infector vd6fy5a996t@nameprivacy.com
2702. | nzighwrmvkjusvn.org dropzone, source, infector ¢/o Public Interest Registry

2703. | oglzyrwnoixsqsom.org dropzone, source, infector be98137p79m@nameprivacy.com
2704, ospvagkgcenimozns.org dropzone, infector uz9u78n867p@nameprivacy.com
2705. oswash.org source info@vibit.eu

2706. | ozrollfjgkrjhtor.org dropzone, source, infector ingrownadams@yahoo.com

2707. | peoriaautoshow.org dropzone contact@privacyprotect.org

2708. | perdfcovjoldtv.org dropzone, source, infector am9zr2ng3p8@nameprivacy.com
2709. | personal-web-security.org source admin@personal-web-security org
2710. | pganalytics.org updater c/o Public Interest Registry

2711, | pmgnhzymsoopghog.org dropzone, source, infector whéar6z58hn@nameprivacy.com
2712. | pnutmmmijclvringn.org dropzone, source, infector d97f84nn9rq@nameprivacy.com
2713, pozpwukkuoyhwrnm.org dropzone, infector dt6gh2wj339@nameprivacy.com
2714, ppruxxpgpewtuym.org dropzone, infector meansspeedometer@yahoo.com
2715, pgyrmyojvrvnxos.org embedded js contact@privacyprotect.org

2716. | prwllungikkawbvf.org dropzone, source, infector n75wc8m88ak@nameprivacy.com
2717. | psuqtoosnolpmju.org dropzone, source, infector whéar6z58hn@nameprivacy.com
2718. pvupsppujstxpfe.org dropzone, source, infector dd3t93pusSu@nameprivacy.com
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2719. pxsqzfgsgpwkliu.org dropzone, source, infector hv59t3tr3v6@nameprivacy.com
2720. gejrelfphrirojx.org dropzone, source, infector downinggcinerama@yahoo.com
2721. | geikltnsjojtsdgf.org dropzone, source, infector wn2597rp22x@nameprivacy.com
2722, getvinivixwigj.org dropzone, infector jsngSéc’}w8@nameprivaey.com
2723. _| qgswsnpgtiiexlp.org dropzone, source, infector bonillascenic@yahoo.com
2724. gretnmirnzjmppe.org dropzone, infector bonillascenic@yahoo.com
2725. | grujovkkngzlop.org dropzone, infector humphreyts@yahoo.com
2726, qrwprgjnrykrsvwf.org dropzone, infector be98f37p79m@nameprivacy.com
2727. qtjmnpjfzqosool.org dropzone, source, infector m84np6jddgt@nameprivacy.com
2728. | qgtqlnorngkysum.org dropzone, source, infector u65dt7q82a7@nameprivacy.com
2729. | quantserv.org embedded js admin@gquantserv.org
2730. qugnxngeqtohjcso.org dropzone, infector Wwv4k596n5se@nameprivacy.com
2731. qusihtqckpgprig.org dropzone, infector contact@privacyprotect.org
2732. | qymrxmskriltps.org dropzone, infector cz99x6ay7h2@nameprivacy.com
2733, repleyser.org embedded js lexus333new@yahoo.com
2734, reports-nacha.org source polonokias@yahoo.com
2735. rliuvgevxgbtyj.org dropzone, infector meansspeedometer@yahoo.com
2736. rsjgssfrvmnvmltg org dropzone, source, infector am9zr2ng3p8@nameprivacy.com
2737. rstwvoqfppqyqql.org dropzone, infector d67rg3d97jp@nameprivacy.com
2738. rumbt.org dropzone anatoliylis@yahoo.com
2739. rzqsundonswmtox.org dropzone, source, infector v5vt9yz384@nameprivacy.com
2740, muabanxetai.org dropzone muabanxetai.org@protecteddomainservices.com
2741. mxocrmlxgkrkeppy.org dropzone, infector e255f24xSpb@nameprivacy.com
2742. mxpithhmmjxpvse.org dropzone, infector univalentlongoria@yahoo.com
2743. SPLOSPivOwWOpXpXY.org dropzone, infector rd9cp4t73dg@nameprivacy.com
2744. | strujkysnimem.org source eusaok34f2bfa8becbOe@w86bnaS4£2 1bffa2ffdl
.privatewhois.net
2745. tfrxtwxpmjnswl.org dropzone, source, infector gvIst8nkdka@nameprivacy.com
2746. thnskivvpkimmzw.org dropzone, source, infector ¢/o Public Interest Registry
2747. tivbekwplurydgr.org dropzone, infector armeniangillespie@yahoo.com
2748. tmkclsstnskukmtj.org dropzone, infector am9zr2nq3p8@nameprivacy.com
2749. tkmwplnhmdgr.org dropzone, infector u583p92r8uv@nameprivacy.com
2750. ttzrivipvimvui.org dropzone, source, infector k86c98xv6bx@nameprivacy.com
2751. tynijxrmuigsngf.org dropzone, infector yj55n8hwSnb@nameprivacy.com
2752, | tyussplgyvsutegr.org dropzone, infector $82284x S5 fs@nameprivacy.com
2753. | ucwrlztmgpzumkjs.org dropzone, infector rf7ph2w73fw@nameprivacy.com
2754, ujmgqkpwywpzpem.org dropzone, source, infector exorbitantbonilla@yahoo.com
2755. ujzssilqouzjsqep.org dropzone, infector v36dt2ey98u@nameprivacy.com
2756. | uofmneuppmshgjpz.org dropzone, infector, source nsSm23ur84w@nameprivacy.com
2757. vhirpnoulgmuszq.org dropzone, infector condolencelangford@yahoo.com
2758. | visitmyblog.org embedded js gmvjcxkxhs@whoisservices.cn
2759. | vuihtdsoonutxvdk.org dropzone, source, infector whéar6z58hn@nameprivacy.com
2760, whutitosldtnmbrf.org dropzone, source, infector Jr7v53gedpk@nameprivacy.com
2761. wcegplaynow.org infector admin@macro-store.com
2762, weyvnorgvkpmu.org dropzone, infector u65dt7q82a7@nameprivacy.com
2763. whakrxuonsghrved.org dropzone, source, infector h58ys7kg989@nameprivacy.com
2764. | wkrrvojpqvqzmpm.org dropzone, source, infector dd3t93pu5sSu@nameprivacy.com
2765. | xolycnpprskxnt.org dropzone, source, infector d97184nn9rq@nameprivacy.com
2766. xomsmpotrxrorl.org dropzone, infector f76ah7cb472@nameprivacy.com
2767. | ybigwwwnqgsinmk.org dropzone, infector whéar6z58hn@nameprivacy.com
2768. | yeyyfgsjptiorc.org embedded js wycolynyhon@yahoo.com
2769, ylklgmpugqtmssnh.org dropzone, source, infector fractureglenn@yahoo.com
2770. | ymwvffjrosntpzgr.org dropzone, infector fitchguyana@yahoo.com
2771, | ytpezxtfxuzftxp.org dropzone, infector, source nsSm23ur84w@nameprivacy.com
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2772, zluidmzuhpumogq.org dropzone, source, infector ¢/o Public Interest Registry

2773. zoflnpyvpknxolkp.org dropzone, infector x26qt7dr3b4@nameprivacy.com

2774, analyticdns.org infector, dropzone dfghrter@hotmail.com

2775. au.quantserv.org embedded js admin@quantserv.org

2776. | chamska.org dropzone, infector livemetal88@hotmail.com

2777. cordsrilanka.org infector vasanthanb@yahoo.com

2778. countrysefa.org infector contact@webdOmainsbyproxy.com

2779. | daraskiluk.org dropzone, infector hyrdbih4f2bb5050f760@w86bna54f2Ibffa2ffdl
-privatewhois.net

2780. | games4win.org dropzone, infector admin@rmacro-store.com

2781. united-trans.org infector united-trans.org@contactprivacy.com

2782. yuelgmpimjxsmn.org infector transfers-authi@names.co.uk

2783. | zapppol.org dropzone, infector rs7qub4f275333¢4d65@w86bna54f2Ibffa2ffd
1.privatewhois.net

2784, pganalytics.org updater ¢/o Public Interest Registry

278S. dev.simulinux.org infector, dropzone admin@simulinux.org

2786. key-finance.org

billhrodriguez18423@gmail.com
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Coordination Center for TLD RU

8, Zoologicheskaya str.

Moscow 123242

Russian Federation

Coordination Center for TLD RU
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Harmful Botnet Domain Name Type Whois Email Address

2787. | uralgaz.ru infector hitps://www.nic.rwswhois
2788. | uskamalchik.ru dropzone, infector http://www.reg ru/whois/admin contact
2789. | vardington7.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2790. | vastcoins.ru infector http://www.reg.rw/whois/admin contact
2791, edgefox.ru infector http://www.reg.rw/whois/admin contact
2792. | xlamonline.ru infector hitp://www.reg.rw/whois/admin_contact
2793. | xoophafiel.ru infector https://client.naunet.ru/c/whoiscontact
2794, youdontfkjbaher.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2795, youngmetal ru infector http://www.reg.ru/whois/admin_contact
2796. | yourtulip.ru dropzone http://www.reg.ru/whois/admin_contact
2797. | zanyquery.ru dropzone http://www.reg.rw/whois/admin contact
2798. zenhour.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2799, zlen.ru dropzone https://partner.r01.ru/contact admin.khtml
2800. zxlake3.ru dropzone https://client.naunet.ru/c/whoiscontact
2801. | shoshololo.ru dropzone, source, infector http://www.reg.ro/whois/admin contact
2802. taxescell.ru updater http://'www.reg.ru/whois/admin contact
2803. telefonchukcha.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2804. 1g2000.ru dropzone, infector hitps://www.nic.rw/whois
2805. | theshop.su dropzone, infector londry32@mail.ru
2806. | tixuanabridge.ru infector https://client.naunet.ru/c/whoiscontact
2807. | toplake.ru dropzone, infector http://www.reg.ru/whois/admin contact
2808. | topupdate.ru infector http://whois.webnames.ru
2809, topupdater.ru infector http://whois,webnames.ru
2810. | topupdaters.ru dropzone, infector http://whois.webnames.ru
2811. | topupdates.ru dropzone, infector http://whois.webnames.ru
2812. | toxicyack.ru dropzone http://www.reg.ru/whois/admin contact
2813. | truststats.ru dropzone, infector http://www.reg ru/whois/admin_contact
2814. | trutofmymemory.su dropzone trutof@cad.ru
2815. | tunesfrag.ru dropzone http://www.reg ru/whois’admin _contact
2816. | uverstatepw.ru dropzone http://www.reg.ru/whois/admin contact
2817. | ukadevochka.ru infector http://www.reg.rw/whois/admin contact
2818. uklopandaberk.ru dropzone https://client.naunet.ru/c/whoiscontact
2819. | underfeet.ru infector http://www.reg.rw/whois/admin contact
2820. | sgy.u infector https://client.naunet.ru/c/whoiscontact
2821. | shokoladdeath.ru dropzone, infector hitps://client.naunet.ru/c/whoiscontact
2822. | sickstage.ru infector http://www.reg.ru/whois/admin contact
2823. | siimplesale.ru dropzone, infector http://whois.webnames.ru
2824. | simulatormage.ru dropzone https://client.naunet.ru/c/whoiscontact
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2825. | skykeyboardZ.ru dropzone https://client.naunet. ru/c/whoiscontact
2826. smartcheat.ru dropzone http://www.reg.ru/whois/admin contact
2827. smokybear.ru infector htp://www.reg. r/whoisfadmin contact
2828. | snotarms.ru dropzone http://www.reg.ru/whois/admin contact
2829. | softmarket-drom.ru dropzone, infector https://client.naunet ru/c/whoiscontact
2830. | softmarkets.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2831. | soretag.ru dropzone http://www.reg. r/whois/admin contact
2832, staplescratch.ru dropzorne, infector https://client.naunet ru/c/whoiscontact
2833. | staticplan.ru dropzone http://whois. webnames.ru

2834, steelcinetecs.ru dropzone https://client.naunet ru/c/whoiscontact
2835. | stfuthesims.ru infector https://client.naunet.rw/c/whoiscontact
2836. | stripsneko.ru dropzone, infector http://www reg.rw/whois/admin_contact
2837. | styleforyour.ru infector http://www.webdrive ru/webmail/
2838. | svjazbila.ru dropzone, infector http://www.reg.ru/whois/admin contact
2839. | wrapweb.ru source http://www.reg ro/whois/admin contact
2840. deepanalyse. ru dropzone https://client.naunet.ru/c/whoiscontact
2841. | potvamp.ru infector http://www.reg.rw/whois/admin contact
2842. | ptichka.ru dropzone https://partner.r01.ru/contact_admin.khtml
2843. | purecash.ru infector http://www.reg.ru/whois/admin contact
2844. | pyrohost.su dropzone, infector wizzardz01@hotmail.com

2845. | queenchair.ru dropzone http://www.reg.ru/whois/admin_contact
2846. | quoteandrun.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2847, rabbitsgohole.ru dropzone https://client.naunet.ru/c/whoiscontact
2848. | rehandntersfee.ru dropzone https://client.naunet.ru/c/whoiscontact
2849. | ricamazonas.ru dropzone, infector https://client.naunet ru/c/whoiscontact
2850. | rmlakel.ru dropzone https://client.naunet.ru/c/whoiscontact
2851, roguefood.ru infector http://www.reg.r/whois/admin contact
2852. | rogueroad.ru infector http://www.reg.ru/whois/admin contact
2853. | routerstructo.ru dropzone https://client.naunet.ru/c/whoiscontact
2854. | rudeink.ru dropzone http://'www.reg.rw/whois/admin contact
2855. | runnystorm.ru dropzone http://'www reg.ru/whois/admin contact
2856. | sarjnessfundof.su dropzone sarjness@free-id.ru

2857, sdkjgndfinf.ru infector https://client.naunet.ru/c/whoiscontact
2858. seawoljoystick.ru infector https://client.naunet.rw/c/whoiscontact
2859. secondconcert.ru dropzone https://client.naunet.ru/c/whoiscontact
2860. | secureserfingnet.ru dropzone https://client.naunet.ru/c/whoiscontact
2861. | ourtulip.ru dropzone, infector http://www.reg.ru/whois/admin contact
2862. | ozoneiphone.ru dropzone http.//www.reg.ri/whois/admin contact
2863. | papertulip.ru dropzone, infector http://www.reg.ru/whois/admin_contact
2864. | pearlrumor.ru dropzone http://www.reg.ri/whois/admin contact
2865. | pellicslotersa.ru infector https://client.naunet.rw/c/whoiscontact
2866. | phoneajoystick.ru dropzone https://client.naunet.ruo/c/whoiscontact
2867. | photo-repair.ru dropzone, infector hitp://'www reg.ru/whois/admin_contact
2868. | plantlunch.ru dropzone http://www.reg.ru/whois/admin contact
2869. | plastpromcentr.ru dropzone http://whois. webnames.ru

2870. poisk.su dropzone lionalex@hotmail.ru

2871, popspostenkple.ru dropzone https://client.naunet.ru/c/whoiscontact
2872, | villiam-grea.ru dropzone, infector htips://client.naunet.r/c/whoiscontact
2873. | viperos.ru dropzone, infector http://www.reg ru/whois/admin_contact
2874. | vologdansk.ru dropzone, infector http://whois.webnames.ru

2875. | vvmmp.ru infector https://www.nic.ru/whois

2876. | wardeed.ru dropzone http://www.reg ru/whois/admin_contact
2877. | warynews.ru infector http://www.reg ru/whois/admin contact
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2878. | weaktrash.ru dropzone, infector hitp://www.reg.rw/whois/admin contact
2879, weaponomd.ru dropzone, infector https://cp.mastername.ru/domain feedback/
2880, wearysnake.ru dropzone http://www.rgggu/whois/admin contact
2881, westfight ru dropzone, infector http://www reg.ru/whois/admin contact
2882. | wildboy.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2883. | winner-bets.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2884, | witlion.ru dropzone https://client.naunet.ru/c/whoiscontact
2885. | naughtywifepal.ru infector https://client.naunet.ru/c/whoiscontact
2886, nearhog.ru dropzone http://www.reg.rw/whois/admin contact
2887. | netupdatel.ru dropzone, infector http://whois.webnames.ru

2888. | netupdated.ru dropzone, infector http://whois. webnames.ru

2889, netupdateS.ru dropzone, infector http://whois.webnames.ru

2890, netupdate8.ru dropzone, infector http://whois.webnames.ru

2891. netupdater.ru dropzone, infector http://whois.webnames.ru

2892, netupdaters.ru dropzone, infector http://whois, webnames.ru

2893, netupdates.ru dropzone, infector http://whois, webnames.ru

2894. | netupdatings.ru dropzone, infector http://whois.webnames.ru

289s. nicefilmsa.ru infector https://partner.r01.ru/contact admin.khtm]
2896. nuttyknack.ru dropzone http://www.reg.rw/whois/admin contact
2897. okrug2-bel.ru infector https://www.nic.ru/whois

2898. oneant.ru dropzone, infector http://www.reg.ru/whois/admin contact
2899. | onemoretimehi.ru infector https://client.naunet.ru/c/whoiscontact
2900, onepet.ru infector hitp.//www.reg ru/whois/admin contact
2501. | onlinereger.ru dropzone, infector http://whois.webnames.ru

2902. openlocalsnet.ru dropzone htips://client.naunet.ru/c/whoiscontact
2903, makethemdie.ru dropzone, infector hitp://www.reg.ru/whois/admin contact
2904, mationsperohe.ru infector https://client.naunet.ru/c/whoiscontact
2905. midbomb.ru dropzone, infector http://www.reg.ru/whois/admin contact
2906, mildtune.ru dropzone, infector http://www.reg.ru/whois/admin contact
2907. minihose.ru dropzone http://www.reg.ru/whois/admin contact
2508. miniokoyokolia.su dropzone resaw(@fastermail.ru

2909, missboys.ru infector http://www.reg.ru/whois/admin contact
2910. misssershmidt.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2911. | mim-book.ru infector https://www.nic.ru/whois

2912, moodgum.ru updater http://www.reg.ru/whois/admin contact
2913. | muchachoslot.ry dropzone https://client.naunet.rw/c/whoiscontact
2914, munaeghohz.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2915. | nahwisohch.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2916. namemybet.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2917. | kawabungashop.ru infector https://client.naunet.ru/c/whoiscontact
2918. kosmovodki.ru dropzone https://client.naunet.ru/c/whoiscontact
2919, lameedge.ru dropzone http://www.reg ru/whois/admin contact
2920, lesslane.ru infector http://www.reg ru/whois/admin contact
2921. letstarting.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2922, liberweb.ru dropzone, infector http://www.reg. ru/whois/admin contact
2923. lostyear.ru infector http://www.ggg.m/whois/admin contact
2924, lowerdog.ru infector http://www.reg.n/whois/admin contact
2925. logicaltrading.ru dropzone https://client.naunet.ru/c/whoiscontact
2926. | makeitso.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2927. | makemealive ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2928. | holdorgold.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2929, hotupdaters.ru dropzone http://whois.webnames.ru

2930, hselrurele.ru infector hitp://whois.webnames.ru
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2931. | huntersamplifi.ru dropzone https://client.naunet.rw/c/whoiscontact
2932. | huntersrafters.ru infector https://client.naunet.ru/c/whoiscontact
2933, ignis.net.ru dropzone, infector kshabanov@list.ru

2934, indingo.ru dropzone http://www.reg.ri/whois/admin_contact
2935, ionicfood.ru infector usage@ppmail.ru-

2936. | ironsum.ru infector http://www.reg.ru/whois/admin_contact
2937. | ishopsystem.ru infector https://client.naunet.ru/c/whoiscontact
2938. itchyclock.ru dropzone, infector http://www.reg ru/whois/admin_contact
2939. | itchysauce.ru dropzone http://www.reg.ru/whois/admin contact
2940, | itisagooddaytodie.ru dropzone, infector htps://client.naunet.ru/c/whoiscontact
2941. | jad3.ru dropzone https://client.naunet.ru/c/whoiscontact
2942. | jamesbondajent.ru dropzone, infector htips://client.naunet.ru/c/whoiscontact
2943. | jetcrafting.ru infector https://cp.mastername.ru/domain _feedback/
2944. | jjustdoit.ru dropzone, infector http://whois.webnames.ru

2945. | johninjucy.ru dropzone https://client.naunet.ru/c/whoiscontact
2946. | jupaizeuph.ru dropzone, infector https://client.naunet.ry/c/whoiscontact
2947. gerlsipslokane.su infector gerlsipslokane@bz3 ru

2948. | ghostbustards.ru dropzone, infector htp://www.reg. rw/whois/admin contact
2649, ghosttrick.ru dropzone, infector https://partner.r01.ru/contact admin.khtml
2950. | gigasoftware.ru infector https://client.naunet.ru/c/whoiscontact
2951, godfix.ru dropzone, infector clients.agava.ru/whois/admin contact
2952. | gorycup.ru dropzone, infector htip://www.reg.ru/whois/admin contact
2953, | greathell.ru dropzone http://www.reg.ru/whois/admin contact
2954. | greatjazz.ru infector http://www.reg.ru/whois/admin_contact
2955. | hairme.ru infector http://www.reg.rw/whois/admin contact
2956. | haltermancelo.ru infector https://client.naunet.ru/c/whoiscontact
2957. | heyitsme.ru infector http://'www.reg.rw/whois/admin_contact
2958, fiwtogether.m dropzone, infector hitps://client.naunet.ru/c/whoiscontact
2959. | fastgoal.ru dropzone, infector https://www.nic.ru/whois

2960, fattree.ru infector http://www.reg. ru/whois/admin _contact
2961. | favino.ru dropzone, infector hitps://partner.r01.rw/contact admin.khtm]
2962. filebale.ru dropzone http://www.reg.ru/whois/admin contact
2963, finans-group-global.ry infector http://whois.webnames.ru

2964. | florianarray.ru dropzone https://client.naunet.ru/c/whoiscontact
2965. | cornlion.ru updater http://www reg.ru/whois/admin_contact
2966, cruelsummer.ru dropzone https://cp.mastername.ru/domain_feedback/
2967. | cvmed.ru infector https://www.nic.re/whois

2968. | dartzofmybpull.ru infector https://client.naunet.rw/c/whoiscontact
2969, delovar999.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2970. | dolgosting.ru dropzone, infector http://whois.webnames.ru

2971. | domeafavour.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2972, fabsnot.ru dropzone, infector http://www.reg.r/whois/admin contact
2973. | facel8.ru dropzone, infector http://www.reg.ru/whois/admin contact
2974, fakepict.ru dropzone, infector Jamenuttl | I@hotmail.com

2975. | dvsdfvsw.narod2 ru infector https://www.nic.ru/whois

2976. | earlyship.ru dropzone, infector http://www.reg.ru/whois/admin contact
2977. | ecommerceone.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2978. | eepeohothe.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2979. | esperadooptic.ru dropzone https://client.naunet.ru/c/whoiscontact
2980. | companian-usa.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2981. coolsofa.ru dropzone http://www.reg ru/whois/admin_contact
2982. | cooltruling.ru infector https://client.naunet.ru/c/whoiscontact
2983. | axeswizardepx.ru infector https://client.naunet.ru/c/whoiscontact
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2984. | basiliskos.ru dropzone, infector hitp://whois.webnames.ru

2985. | becutie.ru dropzone https://www.nic.ru/whois

2986, | bellicbridge.ru infector https://client.naunet.rw/c/whoiscontact
2987. | bellicoreturbo.ru infector https://client.naunet.ru/c/whoiscontact
2988. | bestsoftics.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2989. | bettemnewyear.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
2990. | bigupdate.ru infector bigupdater.ru

2991. | bigupdater.ru infector http://whois.webnames.ru

2992. | bigupdaters.ru dropzone, infector http://whois.webnames.ru

2993. | bigupdates.ru infector http://whois.webnames.ru

2994, bigupdating.ru infector http://whois.webnames.ru

2995, bigupdatings.ru dropzone, infector http://whois.webnames.ru

2996. | bonaquadiriga.ru dropzone hitps://client.naunet.ru/c/whoiscontact
2997. boredret.ru infector https://client.naunet.ru/c/whoiscontact
2998. | boutiqueZ6.ru dropzone, infector http://www.reg.r/whois/admin contact
2999. | brainrace.ru dropzone http://www.reg.ru/whois/admin contact
3000. | cakerecipes.ru dropzone, infector hitps://client.naunet.ru/c/whoiscontact
3001. callmenowhere.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
3002. cekcuc.ru dropzone, infector http://www.reg. re/whois/admin contact
3003. champiogogo.ru infector https://client.naunet.ru/c/whoiscontact
3004. | cherlend2.ru infector http://www.reg.ru/whois/admin contact
3005. | chot-extreme.ru dropzone, infector https://client.naunet.ru/c/whoiscontact
3006. cloudsaround.ru dropzone, infector https://client.naunet.ny/c/whoiscontact
3007. | cloudy-dns.ru dropzone, infector https://client.naunet.rw/c/whoiscontact
3008. boredret.ru source https://client. naunet.rw/c/whoiscontact
3009. zhremvkusno.ru embedded js http://www.reg.ru/whois/admin contact
3010. gulayemdolgo.ru embedded js http://www.reg.ru/whois/admin contact
3011. vodkavkusnaya.ru embedded js http://www.reg.ru/whois/admin contact
3012. | pyemmonogo.ru embedded js htp://www.reg.ru/whois/admin contact
3013. | pivastemniy.ru embedded js http://www.reg.ru/whois/admin contact
3014, forelnamangale.ru embedded js http://'www.reg.ru/whois/admin contact
3015. | kupimbrabusik.ru embedded js http://'www.reg.ru/whois/admin contact
3016. | zubkichistim.ru embedded js http://www.reg.ru/whois/admin contact
3017. | pyemsokifresh.ru embedded js http://www.reg ru/whois/admin contact
3018. spimkreepko.ru embedded js http://www.reg.ru/whois/admin contact
3019. | bezhimlegko.ru embedded js http://www.reg.ru/whois/admin contact
3020. | clopsandsuits.ru embedded js http://www.reg.ru/whois/admin contact
3021. | dishimgluboko.ru embedded js http://www.reg.ru/whois/admin contact
3022. | yumorinacheap.ru embedded js http://www.reg.ra/whois/admin contact
3023. | zhivemdoolgo.ru embedded js http://www.reg ru/whois/admin_contact
3024. | poedemvpole.ru embedded js http://www.reg.ru/whois/admin contact
3025. | odessaideribassi.ru embedded js http://www.reg.ru/whois/admin contact
3026. | Odgt8xx.ru dropzone c/o Coordination Center for TLD RU
3027. | OgtSdx.ru dropzone ¢/o Coordination Center for TLD RU
3028. | Ogt6dx.ru dropzone c/o Coordination Center for TLD RU
3029, Ogt7dx.ru dropzone ¢/o Coordination Center for TLD RU
3030, 1dgt8xx.ru dropzone c/o Coordination Center for TLD RU
3031, | 2dgt8xx.ru dropzone ¢/o Coordination Center for TLD RU
3032, izbadyou.ru dropzone https://client.naunet.nvc/whoiscontact
3033. | registration120.ru dropzone ¢/o Coordination Center for TLD RU
3034. | registration1200.ru dropzone c/o Coordination Center for TLD RU
3035, | registration2300.ru dropzone ¢/o Coordination Center for TLD RU
3036. | registration400.ru dropzone c/o Coordination Center for TLD RU
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3037. | registration4300.ru dropzone c/o Coordination Center for TLD RU
3038. | registration43450.ru dropzone ¢/o Coordination Center for TLD RU
3039. | registration43500.ru dropzone ¢/o Coordination Center for TLD RU
3040. | registrationd445.ru dropzone ¢/o Coordination Center for TLD RU
3041. | registrationd460.ru dropzone ¢/o Coordination Center for TLD RU
3042. | registration4768.ru dropzone ¢/o Coordination Center for TLD RU
3043. | registration500.ru dropzone c/o Coordination Center for TLD RU
3044. | registration600.ru dropzone ¢/o Coordination Center for TLD RU
3045, | registration700.ru dropzone ¢/o Coordination Center for TLD RU
3046, | registration800.ru dropzone ¢/o Coordination Center for TLD RU
3047. | registration900.ru dropzone ¢/o Coordination Center for TLD RU
3048. | majmun.su dropzone, updater admin@majmun.su

3049. | yglaru dropzone https://www.nic.ru/whois

3050. | needfortwomorebilliondollars.ru embedded js http://www.reg.ru/whois/admin_contact
3051. | ciscoc.ru dropzone hitps://cp.mastername.ru/domain_feedback/
3052. | dankin.ru dropzone https://cp.mastername.ru/domain_feedback/
3053. | gooddaystart.ru embedded js http://www reg.ru/whois/admin_contact
3054. | getasamemilliondollars.ru embedded js http://www.reg.ni/whois/admin_contact
3055. | billiard-star.ru dropzone http://www.reg.ru/whois/admin_contact
3056. | koletrezzo44.ru dropzone http://www.reg.r/whois/admin contact
3057. | koletrezzo55.ru dropzone https://client.naunet.ru/c/whoiscontact
3058. | koletrezzo66.ru dropzone ¢/o Coordination Center for TLD RU
3059. | koletrezzo77.ru dropzone ¢/o Coordination Center for TLD RU
3060. | onlinesourceget.ru embedded js http://www.reg.rw/whois/admin_contact
3061. | dkmsetchdwh-lcmnetrhe.ru dropzone ¢/0 Coordination Center for TLD RU
3062. | dkmsetchdwh-lcmnetrhel.ru dropzone ¢/o Coordination Center for TLD RU
3063. | remstwedber-keltbrzsemcd.ru dropzone https:/client.naunet.ru/e/whoiscontact
3064. | remstwedber-keltbrzsemcdl.ru dropzone c/o Coordination Center for TLD RU
3065. | sdemxhtruskdsh-wendtrhnzsefy.ru dropzone ¢/o Coordination Center for TLD RU
3066. | sdemxhtruskdsh-wendtrhnzsefyl.ru dropzone ¢/o Coordination Center for TLD RU
3067. | shdnerthxkdn-aldatednjfwsnc.ru dropzone ¢/o Coordination Center for TLD RU
3068. | shdnerthxkdn-aldatednjfwsncl.ru dropzone ¢/o Coordination Center for TLD RU
3069. happyfourfriends.ru updater ¢/o Coordination Center for TLD RU
3070. | hotfight.ru dropzone http://www.reg.ru/whois/admin contact
3071. | irontea.ru infector http://www.reg.ru/whois/admin contact
3072. | megahock.ru updater http://www reg.rw/whois/admin contact
3073. | nosyfan.ru source http://www.reg.rw/whois/admin contact
3074. | yummyship.ru updater http://www.reg.ru/whois/admin contact
3075. | dkmsetchdwh-lcmnetrhe.ru dropzone ¢/o Coordination Center for TLD RU
3076. | dkmsetchdwh-lemnetrhel.ru dropzone ¢/o Coordination Center for TLD RU
3077. | remstwedber-keltbrzsemed.ru dropzone https://client.naunet.ru/c/whoiscontact
3078. | remstwedber-keltbrzsemedl.ru dropzone ¢/o Coordination Center for TLD RU
3079, | sdemxhtruskdsh-wendtrhnzsefy.ru dropzone ¢/o Coordination Center for TLD RU
3080. | sdemxhtruskdsh-wendtrhnzsefyl.ru dropzone ¢/o Coordination Center for TLD RU
3081. | shdnerthxkdn-aldatednjfwsnc.ru dropzone c¢/o Coordination Center for TLD RU
3082. | shdnerthxkdn-aldatednjfwsncl.ru dropzone c/o Coordination Center for TLD RU
3083. | ahawualwbend-aewjdkasdk.ru dropzone ¢/o Coordination Center for TLD RU
3084. | andhersnmrtsh-sawhadnhsya.ru dropzone ¢/o Coordination Center for TLD RU
3085. | ctmsehbglzth-winghapdnsmtrg.ru dropzone https://client.naunet.r/c/whoiscontact
3086. | shajshdthwnlkjas-erwgoabejlad.ru dropzone ¢/o Coordination Center for TLD RU
3087. | sjahtewhandl-aldhiowhalndas.ru dropzone ¢/o Coordination Center for TLD RU
3088. | agedstuff.ru updater http://www.reg.ru/whois/admin_contact
3089. | emptyspa.ru updater http://www.reg.rw/whois/aadmi_contact
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3090. | litfox.ru source http://www.reg.rw/whois/admin contact
3091. | smartcheat.ru infector http://www.reg ru/whois/admin contact
3092. | splitflash.ru dropzone http://www.reg.ru/whois/admin contact
3093. steelstorm.su dropzone, source, infector william.hill 146@hotmail.com
3094, izbadyou.ru dropzone https://client.naunet.ru/c/whoiscontact
3095. | safetraffplace.ru embedded js http://www.reg.ru/whois/admin contact
3096. | sebezh.ru dropzone https://partner.r01.ru/contact admin.khtml
3097. | arttkachev.ru dropzone http://www.reg.ru/whois/admin contact
3098. | koletrezzod4.ru dropzone http://www.reg.rw/whois/admin contact
3099. | koletrezzo55.ru dropzone https://client.naunet.ruw/c/whoiscontact
3100. | koletrezzo66.ru dropzone c/o Coordination Center for TLD RU
3101, koletrezz077 ru dropzone ¢/o Coordination Center for TLD RU
3102. | billiard-star.ru dropzone http://www.reg.ru/whois/admin contact
3103. | arttkachev.ru dropzone http://www.reg.ru/whois/admin contact
3104. | mega-zona.ru dropzone system@iphoster.ru
3105. | dishacid.ru infector http://www.reg.ru/whois/admin_contact
3106. | earthfile.ru updater http://www.reg.rw/whois/admin contact
3107. | panbaby.ru updater http://www.reg.ru/whois/admin_contact
3108. pighair.ru dropzone http://www.reg.ru/whois/admin contact
3109. | vampkeys.ru source http://www.reg.ru/whois/admin_contact
3110. | billiard-star.ru dropzone http://www.reg.ri/whois/admin contact
3111. mega-zona.ru dropzone system@iphoster.ru
3112, | agedstuffiru updater http.//www reg.ru/whois/admin contact
3113, | deadpage.ru infector http://www.reg.r/whois/admin contact
3114. mildruby.ru dropzone http://www.reg.ru/whois/admin contact
3115, piecerack.ru updater http://www.reg.ru/whois/admin contact
3116. | stormhock.ru source http://www.reg.ru/whois/admin_contact
3117. | avforwarding.ru dropzone, updater http://registrant.ru/whois/form
3118. dayan.ru dropzone, updater https://partner.r01.rw/contact admin khtml
3119. | mega-zona.ru updater system@iphoster.ru
3120. angerlunch.ru infector http://www.reg.ru/whois/admin contact
3121, dealface.ru dropzone http://www.reg.ru/whois/admin contact
3122, | tut-freesteam.tut.su dropzone domains@akavita.com
3123. | sannoover.ru dropzone https://client.naunet.rw/c/whoiscontact
3124, | goreeotuma.ru dropzone https://client.naunet.ruw/c/whoiscontact
3125. | kaleidosskop.ru dropzone https://client.naunet.rw/c/whoiscontact
3126, | kommunizzzm.ru dropzone https://client.naunet.ru/c/whoiscontact
3127. | listriskevish.ru dropzone hitps.//client.naunet.rw/c/whoiscontact
3128. | optimizzzm.ru dropzone hitps://client.naunet.ru/c/whoiscontact
3129, pereostanovka.ru dropzone https://client.naunet.ru/c/whoiscontact
3130. | plan2000putina.ru dropzone https://client.naunet.ru/c/whoiscontact
3131. | pravilozhizzzni.ru dropzone https.//client.naunet.ru/c/whoiscontact
3132. | sheregessh.ru dropzone https://client.naunet.ru/c/whoiscontact
3133. | stervyatniks.ru dropzone https://client.naunet.ru/c/whoiscontact
3134, | swistertwister.ru dropzone https://client.naunet.ru/c/whoiscontact
3135. | zadnjasansa.ru dropzone http://www.webdrive.rw/webmail/
3136. | jebote.demand.su dropzone demand.su@allperson.ru
3137, mapusismiga.broke.su dropzone gzero@arrest.su
3138. | shop.broke.su dropzone gzero(@arrest.su
3139. | avforwarding.ru dropzone http://registrant.ru/whois/form
| 3140, mega-zona.ru dropzone system(@iphoster.ru
3141. | clanquack.ru updater http://www.reg. rw/whois/admin contact
3142, | laketulip.ru updater http://www.reg.r/whois/admin contact
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3143. | viperheart.ru dropzone http://www.reg.ru/whois/admin contact
3144, | watersod.ru infector http://www.reg.ru/whois/admin contact
3145, centralintelligenceagency.ru dropzone https://client.naunet.ru/c/whoiscontact
3146, msndctermend-sldnemrtchndmawlsenx.ry dropzone ¢/o Coordination Center for TLD RU
3147. | pkdnmtbezpldt-lsdetmethnszbaas.ru dropzone ¢/o Coordination Center for TLD RU
3148. | rcswshdrkstbhl-srtmxbchecwskeh.su dropzone admin@rncswshdrkstbhl-srtmxbchecwskeh.su
3149, tdsnmserebttbdehcnd-asrehanmedhtsn.ru dropzone c/o Coordination Center for TLD RU
3150. | comlion.ru updater http://www.reg.ru/whois/admin_contact
3151, | linuxhour.ru updater http://www.reg.ru/whois/admin contact
3152. | tunecamp.ru updater http://www.reg ru/whois/admin contact
3153, | tunepage.ru source http://www.reg.rw/whois/admin_contact
3154. | caserow.ru dropzone http://www.reg.rv/whois/admin contact
3155. | edgefox.ru infector http://www.reg.ru/whois/admin contact
3156. | angerlunch.ru infector http://www.reg.rw/whois/admin contact
3157, legeold.ru source http://www.reg.r/whois/admin contact
3158. noseclan.ru dropzone http://www.reg.ru/whois/admin contact
3159. | poleblame.ru updater http://www reg.ru/whois/admin contact
3160. | tiecom.ru updater http://www.reg.rw/whois/admin_contact
3161, moodgum.ru updater http://www.reg.ru/whois/admin contact
3162. pupwork.ru dropzone http://www.reg.ru/whois/admin contact
3163. | taxescell.ru updater http://www.reg.rw/whois/admin contact
3164. | edgefox.ru infector http://www.reg.r/whois/admin_contact
3165. globalnetworkingwebsitefordomainpurpose.ru dropzone c/o Coordination Center for TLD RU
3166. keyforoperationinmaximumtendencyforofscure dropzone ¢/o Coordination Center for TLD RU

ment.ru
3167. onlinezoneforchecknresultaboutmaintenance ru dropzone ¢/o Coordination Center for TLD RU
3168. planningforovertheglobesyncofexistencescenari dropzone ¢/o Coordination Center for TLD RU

0.ru
3169. projectforinvertigationaboutinteIligence.ru dropzone https://client.naunet.ru/c/whoiscontact
3170. pmjectforinvestigationaboutsubspeciﬂcintelli ge | dropzone http://whois.webnames.ru

nce.ru
3171, routearcundtheworlwidesitefordisbursement.ru dropzone https://client.naunet.ru/c/whoiscontact
3172, blingcar.ru dropzone http://fwww.reg.ru/whois/admin_contact
3173. | levischild.ru updater http://www.reg.ru/whois/admin contact
3174. | balusizo.ru dropzone, source, infector, https://client.naunet.rw/c/whoiscontact

updater

3175. | needears.ru updater http://www.reg.ru/whois/admin contact
3176. | emibors.ru updater https://client.naunet.ru/c/whoiscontact
3177. filesziso.ru updater https.//client. naunet.ru/c/whoiscontact
3178. newsearching.ru updater https://client.naunet.ru/c/whoiscontact
3179. | noisel.ru updater https://client.naunet.rv/c/whoiscontact
3180. | onlinetraids.ru updater https://client.naunet.ru/c/whoiscontact
3181. rolabork.ru updater https://client.naunet.ru/c/whoiscontact
3182. | cakedoor.ru source http://www.reg.ru/whois/admin contact
3183. lidlip.ru dropzone http://www.reg.ru/whois/admin contact
3184, baedeequu.ru source http://www.reg.ru/whois/admin contact
3185. | emivohngu.ru updater https://client.naunet.ru/c/whoiscontact
3186. | hubooyeew.ru updater https://client.naunet.ru/c/whoiscontact
3187. | joobieves.ru dropzone http://www.reg.ru/whois/admin_contact
3188. | zeahungeeru updater https://client.naunet.ru/c/whoiscontact
3189. brainrace.ru dropzone http://www.reg.m/whois/admin contact
3190. | chintoe.ru source http://www.reg.ru/whois/admin contact
3191. 8jlru dropzone, infector https://client.naunet.ru/c/whoiscontact
3192. | Siy.ru updater https://client.naunet.ru/c/whoiscontact
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3193. | brainrace.ru dropzone hitp://www reg.ru/whois/admin_contact
3194. levischild.ru updater http://www.reg.ru/whois/admin_contact
3195. | needears.ru updater hitp://www .reg.ru/whois/admin_contact
3196. | tablepack.ru source htip://fwww.reg.ru/whois/admin_contact
3197. | vsemskazalpoka.ru dropzone https://client.naunet.rw/c/whoiscontact
3198. | vsemskazalpoka0.ru dropzone ¢/o Coordination Center for TLD RU
3199, vsemskazalpokal.ru dropzone /o Coordination Center for TLD RU
3200. | vsemskazalpokaZ.ru dropzone ¢/o Coordination Center for TLD RU
3201. | vsemskazalpoka3.ru dropzone ¢/o Coordination Center for TLD RU
3202. | vsemskazalpokad.ru dropzone c/o Coordination Center for TLD RU
3203. | vsemskazalpoka5.ru dropzone ¢/o Coordination Center for TLD RU
3204. | vsemskazalpoka6.ru dropzone ¢/o Coordination Center for TLD RU
3205. | vsemskazalpoka7.ru dropzone ¢/o Coordination Center for TLD RU
3206. | vsemskazalpoka8.ru dropzone ¢/o Coordination Center for TLD RU
3207. vsemskazalpoka9.ru dropzone ¢/o Coordination Center for TLD RU
3208. | radarcourt.ru source hitp://www.reg.rw/whois/admin_contact
3209. | stuffpub.ru dropzone hitp://www.reg.ru/whois/admin_contact
3210. | Obg.ru dropzone, infector rake@jisprovider.ru
3211. 1 digitalsmarkets.ru dropzone hitps://client.naunet.ru/c/whoiscontact
3212. | atlantatoagofs.ru infector, dropzone hitps://client.naunet.ru/c/whoiscontact
3213. | atlantawadding.ru dropzone https://client.naunet.ru/c/whoiscontact
3214. | xoophafiel.ru https://www.nic.rw/whois
3215. | eepeohothe.ru https://client.naunet.ru/c/whoiscontact
3216. | nahwisohch.ru hitps://client.naunet.ru/c/whoiscontact
3217. | munaeghohz.ru https://client.naunet.ru/c/whoiscontact
3218. | jupaizeuph.ru https://client.naunet.ru/c/whoiscontact
3219. tolbarqueries-google33.ru https://www.nic.ru/whois
3220. tolbarqueries-google35.ru https://www.nic.rw/whois
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Telecommunication Tokelan Corporation (Teletok)

Fenuafala
Fakaofo
Tokelau

Dot TK Limited
8 Berwick Street
London W1F 0PH
United Kingdom

Harmful Botnet Domain Name Type Whois Email Address
3221, makemoneyonline.tk dropzone, infector raykelly 1 7@gmail.com
3222, | j3kxheldda.tk updater abuse@dot.tk
3223, 9998881.TK dropzone abuse@dot.tk
3224. | ARMNPLS.TK dropzone abuse@dot.tk
3225. buunetfit.tk dropzone abuse@dot.tk
3226. LODINGS.TK dropzone abuse@dot.tk
3227. | norwits.tk dropzone abuse@dot.tk
3228. | ntoort.tk dropzone abuse@dot.tk
3229. | windlonset.tk dropzone abuse@dot.tk
3230. | sderfytms-wcedmertpnspr.tk dropzone abuse@dot.tk
3231. sderfytms-wcedmertpnsprl.tk dropzone abuse@dot.tk
3232. | sderfytms-wcedmertpnspr2.tk dropzone abuse@dot.tk
3233. sderfytms-weedmertpnspr3.tk dropzone abuse@dot.tk
3234, | sderfytms-wcedmertpnspr4.tk dropzone abuse@dot.tk
3235. sderfytms-wcedmertpnspr5.tk dropzone abuse@dot.tk
3236. | sderfytms-wcedmertpnspré6.tk dropzone abuse@dot.tk
3237, sderfytms-wcedmertpnspr7.tk dropzone abuse@dot.tk
3238. | sderfytms-wcedmertpnspr8.tk dropzone abuse@dot.tk
3239. | sderfytms-wcedmeripnspr9.tk dropzone abuse@dot.tk
3240. vnzlashop.tk dropzone abuse@dot.tk
3241. ownnxwn2na.tk updater abuse@dot.tk
3242, smk4msinwxD1x81.tk updater abuse(@dot.tk
3243. | j3kxhelddb.tk updater abuse@dot.tk
3244, smhnd4nelx tk updater abuse@dot.tk
3245, frmwm40dmh.tk updater abuse@dot.tk
3246. | nfp23nsmnv.tk updater abuse@dot.tk
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Taiwan Network Information Center (TWNIC)
4F-2, No. 9, Roosevelt Road, Section 2

Taipei 100
Taiwan

Harmful Botnet Domain Name

Type

@

Whois Email Address

3247. microfreaks.com.tw dropzone, infector admin@microfreaks.com.tw

3248. masterdominion.com.tw dropzone, infector admin@veryniceofyou.com.tw

3249, freehost21.tw dropzone, infector hilarykneber@yahoo.com

3250. foresttest218999¢hjslk.com.tw dropzone, infector admin@foresttest218999fhjslk.com.tw

3251. online-protection.tw embedded js cafe@ppmail.ru

3252, | adminpaneltestasdf000444.com.tw dropzone admin@adminpaneltestasdf000444.com.tw
3253. domainfortestingpanel999111.com.tw infector admin@domainfortestingpanel999111.com.tw
3254. | panelfretbbuiewnwdkhj2888333.com.tw infector admin@panelfretbbuiewnwdkhjg888333.com.tw
3255. | test444for555test333.com.tw infector admin@test444for555test333.com.tw

3256. testeradminpanel222777.com.tw dropzone, infector admin@testeradminpanel222777.com.tw
3257. | testfhjtestpanel2226333.com.tw dropzone ¢/o Taiwan Network Information Center
3258. | testfortestltd444557.com.tw dropzone, infector admin@testfortestitd444557.com.tw

3259. | testingltesting2fhj3888222 com.tw dropzone, infector admin@testinglightversion999111.com.tw
3260. testingdomainforthj2220001.com.tw infector admin@testingdomainforfhj2220001.com.tw
3261. testingforg00gle777245 . com.tw dropzone, infector admin@testingforg00gle777245.com.tw
3262. | testingforinnovation2221999.com.tw dropzone, infector admin@testingforinnovation2221999.com.tw
3263. testinglightversion999111 .com.tw dropzone, infector admin@testinglightversion999111.com.tw
3264. | testonlyforfhj3355591.com.tw dropzone, infector admin@testonlyforfhj3355591.com.tw

3265. testtestforfhj111998.com.tw dropzone, infector admin@testfortestltd444557.com.tw

3266. testtestingpotatoes]11222.com.tw dropzone admin@testtestingpotatoes1 11222 com.tw
3267. | testtexttost555888.com. tw dropzone, infector admin@testeradminpanel222777.com.tw
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000 "Xocrmacrep"

04053, r. Kues, a/a 23

Yxpanua

Hostmaster Ltd.

P.O.Box 89

Kiev-136, 04136

Ukraine

Harmful Botnet Domain Name Type Whois Email Address

3268, exetsoft.org.ua dropzone, infector tgwqg-uanic@priv.uanic.ua
3269. | buyakabuyaka kiev.ua infector, dropzone tv187-uanic@priv.uanic.ua
3270. rftnsbelebp-sndetzahcher.in.ua dropzone registry@ukrmames.com
3271. | rftnsbelebp-sndetzahcher0.in.ua dropzone c/o Hostmaster Ltd.
3272. | rftnsbelebp-sndetzahcherl.in.ua dropzone c/o Hostmaster Ltd.
3273. | rfinsbelebp-sndetzahcher2.in.ua dropzone ¢/o Hostmaster Ltd.
3274. | rfinsbclebp-sndetzahcher3.in.ua dropzone ¢/o Hostmaster Lid.
3275. | rftnsbelebp-sndetzahcherd.in.ua dropzone ¢/o Hostmaster Ltd.
3276. rftnsbelebp-sndetzahchers.in.ua dropzone ¢/o Hostmaster Ltd.
3277. | rftnsbelebp-sndetzahcher6.in.ua dropzone ¢/o Hostmaster Ltd.
3278. rftnshelebp-sndetzahcher7.in.ua dropzone ¢/o Hostmaster Ltd.
3279. rftnsbelebp-sndetzahcher8.in.ua dropzone ¢/o Hostmaster Ltd.
3280. rftnsbelebp-sndetzahcher9.in.ua dropzone ¢/o Hostmaster Ltd.
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MNI Networks Ltd.
Olveston Drive
Olveston Salem
Montserrat

West Indies

Lubimal (MS) Ltd.

c/o Kelsick & Kelsick,

P.O. Box 185

Woodlands Road, Wooedlands
Montserrat

Harmful Botnet Domain Name

Type

B

@
@

Whois Email Address

3281, ownnxwn2na.ce.ms updater mgermann(@key-systems.net
3282, smk4mslnwa.ce.ms updater mgermann@key-systems.net
3283. mt36dooxch.ce.ms updater mgermann@key-systems.net
3284, oemx88dclo.ce.ms updater mgermann@key-systems.net
3285. | rmwmd40dmh.ce.ms updater mgermann@key-systems.net
3286. nfp23nsmnv.ce.ms updater mgermann(@key-systems.net
3287. smk4msinwb.ce.ms updater mgermann{@key-systems.net
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SWITCH The Swiss Education & Research Network

Werdstrasse 2

Zurich CH-8004
Switzerland

Universitaet Liechtenstein
Fuerst-Franz-Josef-Strasse
Vaduz L1-9490
Liechtenstein

Harmful Botnet Domain Name

Type

@
@

Whois Email Address

3288. ownnxwn2na.cOm.li updater c/o SWITCH
3289. | smk4msinwa.cOm.li updater c/o SWITCH
3290. an50smsal2.cOm. updater c/o SWITCH
3291. | j6skShmxkj.cOm.li updater c/o SWITCH
3292, frmwm40dmh.cOm.li updater c/o SWITCH
3293. nfp23nsmnv.cOm. ki updater c/o SWITCH
3294, defjetykdyywrth.cOm.li source ¢/o SWITCH
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Internet Verwaltungs-und Betriebsgesellschaft m.b.H.
Jakob-Haringer-Strafie 8/V

5020 Salzburg
Austria
Harmful Botnet Domain Name Type Whois Email Address

3295. adv-service.at embedded js milo@mailti.com
3296. | online-security.at embedded js admin@online-security.at
3297. | additional-group.at embedded js admin@additional-group.at
3298. | m-sservices.at embedded js admin@additional-group.at
3299. | proto-service.at embedded js iragi@maill3.com
3300. | webhelper.at embedded js admin(@additional-group.at
3301. | optiker-gramm.at infector optiker.gramm@aon.at
3302. | rietzer-sk.at infector richard.kratzer@liebherr.com
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DENIC G

Kaiserstrasse 75-77

Frankfurt am Main 60329

Germany

Harmful Botnet Domain Name Type Whois Email Address

3303. seminarload.de dropzone hostmaster@serverkompetenz.de
3304. | ayjay.de dropzone info@all-inkl.com
3305. sporcu.de infector hostmaster@serverkompetenz.de
3306. tyou.de infector hostmaster@serverkompetenz.de
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EURid vzw/asbl
Parkstation
Woluwelaan 150
Diegem Vlaams Brabant 1831
Belgium
Harmful Botnet Domain Name Type Whois Email Address
3307. infobbc.eu embedded js domain.manager@publicdomainregistry.com
3308. | broker-vinea.eu embedded js c/o EURId
3309. | sicherheit-schild.eu embedded js c/o EURid
3310. crime-club.eu source ¢/o EURId
3311, | sicherheit-schild.eu embedded js ¢/o EURId
3312. | ymlo.eu dropzone ¢/o EURId
3313, zaebiz.eu dropzone, infector tech@eurid.eu
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DNS BE vzw/asbl
Ubicenter, Philipssite 5, bus 13
Leuven 3001
Belgium
Harmful Botnet Domain Name Type Whois Email Address
3314, bonfarto.be source hostmaster@one.com
3318. servicespaypal.be

dropzone, infector

77
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NeuStar, Inc.

21575 Ridgetop Circle
Sterling, VA 20166
United States

NeuStar, Inc.

Loudoun Tech Center
46000 Center Oak Plaza
Sterling Virginia 20166
United States

China Internet Network Information Center

4, South 4th Street, Zhongguancun,

Haidian district,

Beijing 100190, China

Harmful Botnet Domain Name Type Whois Email Address

3316. fgbnutyfthfgjdfehjil.cn dropzone c/o NeuStar
3317. | wololololo.cn dropzone delicto@mail.ru
3318. trololololo0.cn dropzone ¢/o NeuStar
3319. trololololol.cn dropzone ¢/o NeuStar
3320. trololololo2.cn dropzone c/o NeuStar
3321. trololololo3.cn dropzone c/o NeuStar
3322. trololololod.cn dropzone c/o NeuStar
3323. trololololoS.cn dropzone ¢/o NeuStar
3324. trololololo6.cn dropzone ¢/o NeuStar
3325. trololololo7.cn dropzone ¢/o NeuStar
3326. trololololo8.cn dropzone c/o NeuStar
3327. trololololo%.cn dropzone c/o NeuStar
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SIDN

PO Box 5022
6802 EA Arnhem
The Netherlands

SIDN

Meander 501
6825 MD Arnhem
The Netherlands

Harmful Botnet Domain Name

O

[

Type

Whois Email Address

3328. | drankenservicestein.nl dropzone abuse@argeweb.nl

3329. vakgararichtlijn.nl dropzone info@ lapi.net

3330. | bijlesnederland.nl dropzone c/o SIDN

3331. | jennifermusic.nl infector c/o SIDN

3332. | schimmer-online.nl dropzone schimmer-online.nl

3333. | thunnissenexclusief.nl keesvanduijn@thunnissenonderhoud.nl
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Canadian Internet Registration Authority (CIRA)
350 Sparks Street
Suite 306

Ottawa Ontario K1R 7S8
Canada

Harmful Botnet Domain Name Type Whois Email Address

f 3334. | americanmobile.ca | infector [ c/o CIRA

30
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LA Registry Pte Ltd
89 Chelverton Reoad
London SW1S IRW

Lao National Internet Committee (LANIC)
Science Technology and Environment Agency
Prime Minister's Office

P. O. Box 2279

Vientiane Lao PDR

Lao People's Democratic Republic

Harmful Botnet Domain Name Type

Whois Email Address

| 3335.

| botcat.la | dropzone, infector

| admin@alben.la
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MARNet
Boulevard Partisan Set No.17
1000 Skopje
§ Macedonia
§ Bynesap Haprusancku Oapenn 6p.17
% 1000 Cxonje
g Harmful Botnet Domain Name Type Whois Email Address
1 3336. [ 24fun.mk | dropzone, infector | c/o MARNet
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National Institute for R&D in Informatics
Bd. Averescu 8-10

Sector 1
Bucharest 011454
Romania
Harmful Botunet Domain Name Type Whois Email Address
| 3337. [ buletindeprima.ro | infector | repossesseddomain@godaddy.com
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Comite Gestor da Internet no Brasil
Av. das Nag¢des Unidas, 11541, 7° andar
Sido Paulo SP 04578-000

Brazil
Harmful Botnet Domain Name Type Whois Email Address
| 3338. [ djpeterblue.com.br | dropzone, infector | c/o Comite Gestor da Internet no Brasil
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SRRSO

Association of IT Companies of Kazakhstan

6/5 Kabanbai Batyra
Office 3

Astana AST 010000
Kazakhstan

Harmful Botnet Domain Name

Type

L |

Whois Email Address

[3339

duowork kz

Infector

clo
Association of IT Companies of Kazakhstan

| 3340

sox.kz

dropzone, infector

nikolai.vartanyan@mail.ru
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Institute for Research in Fundamental Sciences

Shahid Bahonar (Niavaran) Square
Tehran 1954851167
Islamic Republic Of Iran

L

Harmful Botnet Domain Name Type Whois Email Address
3341. | e-exchanger.ir dropzone, infector jamenutt] 1 1@hotmail.com
3342. faint.ir dropzone, infector jamenutt] 1 1@botmail.com
3343, | fileservice.ir dropzone, infector jamcnutt! 1 1@hotmail.com
3344. | freshcomp.ir dropzone, infector Jjamcenuitl 11@hotmail.com
3345. insane.ir dropzone, infector jamcnutt] 11 @hotmail.com
3346. igservice.ir dropzone, infector Jjamenuttl ] 1@hotmail.com
3347. | pochemuchka.ir infector jamcnutt] ] l@hotmail.com
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Information Systems Division, Isle of Man Government
St Andrew's House

Finch Road

Douglas Isle of Man IM1 3PX

United Kingdom

Domicilium (IoM) Ltd
Isle of Man Datacentre
Ronaldsway Isle of Man IM9 2RS

United Kingdom
Harmful Botnet Domain Name Type Whois Email Address
3348. forumdyou.im dropzone, infector ¢/o Domicilium (IoM) Ltd
3349, cc.im dropzone, infector ¢/o Domicilium (IoM) Ltd
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Registro .it

Istituto di Informatica e Telematica del CNR
CNR - AREA DELLA RICERCA

Via Giuseppe Moruzzi, 1

1-56124 PISA

Italy
Harmful Botnet Domain Name Type Whois Email Address
3350. garati. it dropzone, infector Admin Contact:

Ettore Loggia
via Scala, 132
Fiumicino
00054

RM

iT

(no email)
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GMO Registry, Inc.
26-1 Sakuragaokacho
Tokyo 150-8512
Japan

Harmful Botnet Domain Name

Type

€
g

Whois Email Address

| 3351. [ holdastas.so

[ dropzone, infector

| ¢/o GMO Registry, Inc.
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.au Domain Administration (auDA)
114 Cardigan Street

Carlton VIC 3053

Australia

Harmful Botnet Domain Name

s

Type

4 A4

Whois Email Address

3352.

krhjfc.com.au

updater

whois.ausregistry.com.au

3353.

thestudiospace.com.au

dropzone, infector

¢/o auDA
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Autoriteti | Komunikimeve Elektronike dhe Postare - AKEP
Str. Reshit Collaku Nr. 43,

Tirana
Albania
Harmful Botnet Domain Name Type Whois Email Address
[ 3354. [ hsbc.com.al | dropzone, infector | /o AKEP
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Research and Academic Computer Network - NASK
Wawozowa 18
Warsaw 02-796

Poland
Harmful Botnet Domain Name Type Whois Email Address
| 3355. | kupie-dlugi.pl | dropzone, infector | c/o NASK
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Christmas Island Internet Administration Limited
Christmas Island Technology Centre (6RCI),
Nursery Road, Drumsite

Christmas Island Indian Ocean 6798

Christmas Island

CoCCA Registry Services (NZ) Limited
11a Wynyard Street

Devonport Auckland 0744
New Zealand
Harmf{ul Botnet Domain Name Type Whois Email Address
| 3356. | syntaxhack.it.cx | dropzone, infector | gianluca@campanella.org
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SWITCH The Swiss Education & Research Network
Werdstrasse 2

Zurich CH-8021

Switzerland

l_3357. | pinguini.ch | dropzone

| c/lo SWITCH
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Appendix B

Harmful Botnet Ip Address Type Hosting Company
1. ﬁ73.243.1 12.20 infector, Continuum Data Centers LLC j
source, 835 Oak Creek Drive
dropzone Lombard, I, 60148
2. } 64.120.135.186 infector, Burstnet Technologies, Inc. 7
source, d/b/a Network Operations Center, Inc.
dropzone 420-422 Prescott Ave

Scranton, PA 18510
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Appendix C

The following is a list of specific file paths or subdomains to be disabled. The general
domain name may remain in operation. Only the specific file path or subdomains must be

S ———

disabled.
Harmful Botnet Web Address/File Path Type Whois Email Address
[__L. http://maps.nexuizninjaz.com/check/ﬁ'ee.php dropzone | tyler@detrition net
2, http://lartery.netau.net/kmyyer/qytret.php dropzone info@sprendimai.net
3. http://sew.t1 .com.ua/img/music/indexS.php dropzone Jjoel.mayer@tlsystems.eu
4. http://dineromode.dvrdns.org/morech/gate.php dropzone hostmaster@dyndns.com
3. http://ircbot.bIogdns.net/morech/gate.php dropzone hostmaster@dyndns.com
6. http:/raktobint.sytes .net:8080 dropzone domains@no-ip.com
7. http://paradoxﬁles-ru.na‘byfindexiphp dropzone | abuse@hetzner.de
8. http://www‘hans»dabringhausen.de/imagesfimages» dropzone domainmaster@teamnet.de
head/logo.php
9. http://jade.nseasy.com/~manishar/7xl9bd.html source sw.ns@minmaxgroup.com q
10. http://fb.servatusdev.co m/~servdev/56iy2 html source tom.servatus@gmail.com
11 http://costantinifoto.altewista.olg'ﬁcbqpsi/index.htm1 source abuse_rs@altervista. it ]
12. http://giacobbo.altervista.org/2q4clI/index.html source abuse rs@altervista.it ]
13, http://costantinifoto.altervista.gggqia%d/index.html source abuse rs@altervista. it ]
14, http://ecotehno.zzl.ﬂanSiIQ/index.html source report@abuse.zymic.com ]
15. http://ilfantaclub.altervista.org/9q8qcer/index.html source abuse_rs@altervista. it ]
16. http://colloqui.altervista‘clrg{pggt9uk/index.html source abuse rs@altervista.it
17. hitp://panchalsamaj.x 1 0.bz/snhleme/index html source support@x i Shosting.com
18. http://ip-184-168-92- source dns@jomax.net
68.ip.secureserver.net/ gwot29s/index.html
19, http://paolamartelli.altervista.org/dva?hi/index.html source abuse rs@altervista.it
20. http://ssggratis.altervista.org/?i6rha/index‘html source abuse_rs@altervista.it
21. http://camgirlmsn.altervista.org/rmhjhS/index.html source abuse rs@altervista.it
22. http://avon.anyservers.com/~accur/q02pu9y/index.html source csmanski@ivhosgill&com
23. http://goldentouch.99k‘org/xsj0rzc/index.html source report@abuse.zymic.com
24, http://ns1 27’/’.websitewelcome.com/~asoprest/z79gr2 g/index. | source ntl fqyxhc@whoisprivacyprotect.com
html
235, http://host1 .hosﬂxlggQOO.org/~progen/incch/index.html source g.russo@hosting2000.it
26. http://daedalus2solar.bplaced.net/uoOc8qx/index.htm1 source hostmaster@computino.de
27. http://amonapolicalcio.altervista.org/wxvq?t/index.html source abuse rs@altervista.it
28. http://startlg.ovh‘net/~leperilj/5nmuq6x/index.html source vicxc’/ypOSetsazcnSlr@m.o-w-o.info
29. http://0331 edc.netsolhost.com/akravs/index.html source nocsupervisor@networksolutions. com
30. http://ash.phpwebhosting.com/~maisel/js$0098/index.html source domains@phpwebhosting.com
31. hrtp://malta.siteS.com/~vividimp/ZOpicb/index.html source domain.admin@site5.com
32. http.//wdbadboy2005mi.de. 1l source support@webme.com
33. http://lanuevaera.x1 0.mx/b9xow9f/index.html source netops@singlehop.com
34. http://blacksite.xhost.ro/n212yc5/index.html source istoica@yahoo.com (historical)
35. http://malta.siteS.com/~vividimp/7dkthe/indcx.html source domain.admin@site5.com
36. http://ns1277 websitewe 1come.com/~asoprest/h97pk l/index.h | source ntIfqyxhc@whoisprivacyprotect.com
tml
37. http://chS.digita!paciﬁc.com‘au/~austraqc/8()s7nn/index.html source whois.ausregistry.com.au
38. http://malta sites -com/~vividimp/1ks74o/index.html source domain.admin@site5.com
39. http://ﬂy.nseasy.com/-kennelvI/mOSmdl/index.html source SW.ns@minmaxgroup.com
L40. http://members. iinet.net.au/~maccadelic__new/ndb InkVindex. | source whois.ausregistry.com.au
htm]




41. http://'www.web3 biz/index2 htm] source team@web3.ms
42. http://gr.net/fmka source gr.gmbh@googlemail.com
43, http://members.iinet.net.au/~dbw/0yeebn/index.htmI source whois.ausregistry.com.au
44, http://tie.ly/_gagecem source teknorhino@gmail.com
45, http://shorl.com/hggggxtigrami source filip@infix.se
46. http://web3.biz/ep] jam/index. html source team@web3.ms
47. http://host] .hostingZOOO.org/~progen/i86omy/index.html source g.russo@hosting2000.it
48. http://host1 .hosting2000.0rg/~progen/ 1tixSh/index.htm] source g russo{@hosting2000. it
49, http://534295 3645 online.de/~thefastdes; gn/w7y9kh/index.ht | source hostmaster@lund1.de
ml
50. http://getfel- source domains@no-ip.com
statfl 1.serveirc.com/main.php?page= 11750cdaf4bde6a7
S1. http://sysdev.clanteam.com/eisbefe/; ndex.html source Jack@netcosolutions.com
52. http://z.Sa.5446.static.theplanet.com/~traveladmin/keq?nl/ind source domains@softlayer.com
ex.htm]
53. http://eewqr12.servebeer. com/main.php?page=11750cdafdbde source domains@no-ip.com
6a7
54. http://gent- source domains@no-ip.com
ﬁIoz.serveirc.com/main.php?page=4749d799dd46 lec7
55. http://pa5366.dizinc.com/~t1'mbytec/nhdoum/index.htm1 source webmaster@hostdime.com
56. http://sweethome.serveirc.com/main.php?page:a4ad3cf3d5bd source domains@no-ip.com
d384
57. http://backlinks.99k.org/6fbcpg3/index‘html source report@abuse.zymic.com
58. http://s15419483 onlinehome- source hostmaster@lund1.de
server.info/~bluemars/tz9aew/index.htm]
59. http://backlinks.99k.0rg760th/index.html source report@abuse.zymic.com
60. http:/fbadcompanyeredar.ba,ohost.de/gijwa/index‘html source n.buechner@unitedcolo.de
61. http://s15419483 onlinehome- source hostmaster@ lund1.de
server.info/%7Ebluemars/8p1098x/index.html
62. http://bookshopl0.xhost.ro/gnhekx/index.html source istoica@yahoo.com (historical)
63. http://badcompanyeredar.ba.ohost.de/qg858xe/index.html source n.buechner@unitedcolo.de
64, http://bookshopl0.xhost.ro/cvy7m5/index.html source domain-admin@listserv.rme.ro (historical)
65. http://fe.25.79ae.static.thepIanet.com/~blindama/qzbnbc/index source domains@softlayer.com
.html
66. http://bumblebeeman.enixns.com/~bookmi/chskq/index.html source info@enixltd.com
67. http://3e.2.79ae.static.theplanet.com/%7Ebizgolf/g45qnux/ind source domains@softlayer.com
ex.html
68. http://badcompanyy.ba.ohost.de/tukono/index.html source n.buechner@unitedcolo. de
69. hnp://3e.2.79ae.static.theplanet.com/~bizgolﬁggqus/index,ht source domains@softlayer.com
ml
70. http://‘bmwoz.neostrada.pl/zﬁn.html source info@home.pl
71. http://masterscomputer.a]tervista.org/llfBrs/index.html source abuse rs@altervista. it
72. http://onlinenews.altervista.org/iw9u2rj.html source abuse rs@altervista. it
73. http://users100. lolipop.jp/~boy.jp- source Jjp@muumuu-domain.com
thonarafc/330u3m/index html
74. http://gator105 7,hostgator.com/~bmccrack/t’/s()k9/index.html source support@hostgator.com
75. http://snipr.com/znpp’ln source privacy@dynadot.com
76. http://snipr.com/2nprcm source privacy@dynadot.com
77. http://redir.ec/eGUJ source mail@nameaction.com
78. http://a.md/9DT source admin@nocdirect.com
79. http://gs.a.md/9Do source admin@nocdirect.com
80. http://rftp.rf.ohost.de/47rdx21 /index.html source n.buechner@unitedcolo.de
81. http ://pro.ovh.net/~ritreqiv/jdx9vvy/index.html source viexe7yp0SetsazenSlr@m.o-w-o.info
82. http /fchimera.lunarpages.com/~micro] 5/d9vsfi/index. html source domains@lunarpages.com




83. http://qybo- source domains@netgears.com
hubybewu. freewebsitehostin g com/nonplatentiluu2 1.htm]
84. http://pdc.bpIaced.netfndinmw/index,html source xrmb2@chello.at
85. http://wca8532g2.homepage.t-online.de/ylszw/index.html source hostmaster@t-online.net
86. http://gibubeteIo.pochta.ru/mezigggg.html source htips://cp.centrohost.ru/contact admin khtml
87. http://pdc.bplaced.net/sjécup/index.html source xrmb2@chello.at
88. http://pcheIpch.pc.ohost.de/2q7vwk/index.html source n.buechner@unitedcolo.de
89, http://wc38532g2.homepage.t-onIine.de/zjs808b/index.html source hostmaster@t-online.net
90. http://mariggg.zxq.net/véinj/index.htmI source report@abuse.zymic.com
91. http://mattandtiera2011 -zxq.net/67eajc/index.html source report@abuse.zymic.com
92. http://90plan .ovh.net/~marocvud/hxegls/index.html source viexeTypOSetsazenSlr@m.o-w-o0.info
93, http://ryanandassoc.temppubh'sh.com/sSszpf/index.html source admin@dnsone.net
94. http://TACITUS.lunarifﬁc.com/~mecha7/sgﬂnn/index.html source domains@lunarpages.com
9s. http://saxwksopz.freetcp‘com/main.php?page=b 123¢€317624 | source nsi@changeip.com
7430
96. http://vOO8u07gar.maximumasp.com/v5k2jrh/index.html source Jjoe.oesterling@cbeyond.net
97. http://tacitus. Junariffic. com/~mecha7/t7dth1/index htm] source domains@lunarpages.com
98. http://pass73.dizinc.com/~rssdeviI/7gggmxg/index.html source webmaster@hostdime.com
99. http://saxwksopZ.freetcp.com/content/g43kb6j34kblq6jh34kb source nsi@changeip.com
6j3kl4 jar
100. http://pisxzxe.qpoe.com/main.php?page=b 123e¢3176247430 | source nsi@changeip.com
101. http:/cam081 5.ca.ohost.de/ajaxam. js source n.buechner@unitedcolo.de
102, http://noelg.host22.com/ajaxam.js source awex@hostprince.com
103. http://safedownload.hopto.org/main.php?page=2cef279c7a3c source domains@no-ip.com
10d2
104. http://terstata.instanthq.com/main. php?page=3a23d88707335 | source nsi@changeip.com
55a
105. http://www.amiggsdeloajeno.mihost.biz’ajaxam.js source dominios@arturoaparicio.com
106. http://lookitup.Webam.com/ajaxam.js source awex(@hostprince.com
107. http://cirangel.net?&net/ajaxam.js source awex@hostprince.com
108. http://gorecznik.home.pl/ajaxam.js source info@home.pl
109. http://partnerrid.ikwb.com/main.php?page=b 123¢€317624743 | source nsi@changeip.com
0
110. http://getmybit.servequake.com/main. php?page=01264bf4112 | source domains@no-ip.com
5d37a
111. http://domovnik.ic.cz/ajaxam.js source domeny@nodus.cz
112, http://soltys.tym.cz/ajaxam. js source domeny@nodus.cz
113, http ://jeanpau!stocks.zxq.net/ajaxam. js source report@abuse.zymic.com
114, http://nandtesystco.pochta.ru/ijomerem.html source https://cp.centrohost.ru/contact admin. khtml
115, http://phiIstrobi.bplaced.neb’ajaxamjs source xrmb2@chello.at
116. http://chattbook.pytalhost.com/ajaxam.js source webmaster@marjano.com
117. http://staytuned.99k.0rg/ccounter. Js source report@abuse.zymic.com
118. http://sven89.bplaced.net/ajaxam. Jjs source xrmb2@chello.at
119. http://veldhuisen-media.woelmuis.nl/adsens.js source admin@nocdirect.com
120, http://tbattim.ozswitch.net/ajaxam.js source support@o2switch. fr
121. http://0058715 -netsolhost.com/jjquery.js source nocsupervisor@networksolutions.com
122. http://thera[lyproductions.woelmuis.nl/ajaxam.js source abuse@leaseweb.com
123. http://s207455068.online.de/adsens. Js source hostmaster@lundi.de
124, http://s388939403.mialojamiento.es/ajaxam.js source abuse@oneandone.net
123, http://nutz.zzl.glg/_stcounter.js source report@abuse.zymic.com
126. http://moneymaker.zymichcst.com/jjquery.js source report@abuse.zymic.com
127. http://downloaddatafast.servef’tp.conain.php?page=db3408 source domains@no-ip.com
bfl80473¢f
128, http://sownload.zapto‘org/main.php?page=2cd3 7516bfc47eba | source domains@no-ip.com
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[ 129. htq)://loaddocsfast.servehttp.com/main.php?page=64078c3dc source domains@no-ip.com
54bfa8a
130. http://CN20090135 -p-client.net/kquery js source info@provider.nl
131, http://chattbook.ch.funpic.de/kquery. s source n.buechner@unitedcolo.de
132, http://czanna. webege.com/kquery.js source awex(@hostprince.com
133, http://ral2 ra. funpic.de/statcounter. Js source n.buechner@unitedcolo.de
134, http://tarracogoldﬁsh.zxq.net/ /jqueri.js source report@abuse.zymic.com
135. http://tbattitu.onwitch.neUstatcounter.js source contact@gandi.net
136. http://ﬁ'eeﬁ'eefree.sytes.net/main.php?page=4a4fd3 141d846¢d | source domains@no-ip.com
d
137. http://bootle.servebeer.com/main.php?page=64078c3dc54bf‘a source domains@no-ip.com
8a
138. http://ﬁpstore.sytes.net/main.php?page=977334caI 18fcb8c source domains@no-ip.com 7
139, http://grankeysehteelsp3.hotbox.ru/urepemys.html infector https://cp.centrohost.ni/contact admin.khtm] ]
140. | http://pin.bissnes.net/ ei7lo/index.html source order@iphoster.ru N
141. http-://ecommerce.nuvention-dev.org{76f4b3/index.html source whois@bluehost.com N
142, ht‘cp://ﬁnanceportal.sytes.net/main.php?page=I 11d937ec38dd | source domains@no-ip.com
17e
143. http://migre.me/SZth source Jjonnyken@gmail.com
144, http://perbesuscsemyzk42.popB.m/helazyj.htmI infector hitps://cp.centrohost.ru/contact admin. khtml
145. http://vs170173 -vserver.de/r [ d6pf htm] source domains@domains.intergenia‘de
146. https://mlbtnnew555.cx.cc/mzbt/hz/gatc.php dropzone intemetservice@gmx.com
147, https://mIbtnnew888.cx.cc/mybt/hz/gate.php dropzone intemetservice@gmx.com
148. https://mlbtnnew111 -CX.cc/mybt/hz/gate php dropzone internetservice@gmx.com
149, https://mIbtnnew222.cx.cc/mybt/hz/gate.php dropzone intemetservice@gmx.com
150. htips://mibtnnew33 3.cx.cc/mybt/hz/gate.php dropzone internetservice@gmx.com
151. http://fff555 .cx.cc/epp/gate.php dropzone intemetservice@gmx.com
152, http://fff666.cx.cc/application/hthalS.php dropzone intemetservice@gmx.com
153. http://fff‘777.cx.cc/application2/hthal 1.php dropzone intemetservice@gmx.com
154, hitp://tbyu657 ib7k67iddro.cx.cc:8080/pic 150fs.php dropzone intemetservice@gmx.com
155. http://asdfasdgqghgsw.cx.cc/forum.php?tp=8 14e918081e083c dropzone intemetservice@gmx.com
2
156. http://wergcrhvtyi fupqasf.cx.cc/mai n.php?page=0b2d445¢edd dropzone intemetservice@gmx.com
79ec7
157. http://cdethstfrjhstﬂj eadfrds.cx.cc/main.php?page=2&ﬁ‘36c7 If | dropzone intemetservice@gmx.com
d39078
158. http://nacha- dropzone internetservice@gmx.com
rejected.cx.ce/main. php?page=ce862eccdcledcds
159. http://ach—rejected.cx.cc/main.php?page=ce862eccdc1e4cd6 | dropzone intemetservice@gmx.com
160. http://canceled- dropzone intemetservice@gmx.com
nacha.cx.cc/main, php?page=ce862eccdcledc dé
161. http://nacha-reports.cx‘cc/main.php. page=ce862eccdclededs | dropzone intemetservice@gmx.com
162. http://nacha-details.cx‘cc/main.php?page=ce862eccdcle4cd6 | dropzone intemetservice@gmx.com
163. http://hgqkeh gemvugisdfkop.cx.ce/main. php?page=a85f6ff3ff dropzone intemetservice@ gmx.com
95213
164, http://irofojghqhyhurtjhnalsop.cx.cc/main.php?page=363cb07 dropzone internetservice@gmx.com
6¢cf50e6as
165. http://hlqueghﬂ(jhasdfcmﬁaopdf.cx,ccfmain.php?page=363cb dropzone intemetservice@gmx.com
076¢f50e6a5 '
166. http://dsfbgkjerqfn; kevyhfger.cx.cc/main. php?page=19dchbf92 dropzone internetservice@gmx.com
4e67dd7e
167. http://mgrezlxnswkd-alsdsmcyﬂ:hsaqkdcb.cu.cc/ | dropzone | admin@cu.cc ]
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168, http://mgrezlxnswkd-alsdsmcyrth sagkdcb0.cu.ce/ dropzone | admi n@cu.cc
169. http://mg{ezlxnswkd-alsdsmcyrthsaqkdcb l.cu.cc/ dropzone | admin@cu.cc
170. http://mgrezlxnswkd-alsdsmcyrthsaqkdcb2.cu.cc/ dropzone | admin@cu.cc
171, http://mgrezlxnswkd-alsdsmcyrthsaqkdcb3.cu.cc/ dropzone | admin@cu.cc
172, http://mgrezlxnswkd-alsdsmcyrthsaqkdcb4.cu.cc/ dropzone | admin@cu.cc
173, http://@gge_zlxnswkd-alsdsmcyrthsaqkdch.cu.cc/ dropzone | admin@cu.cc
174, http://mgrezlxnswkd-alsdsmcyrthsaqkdcbé.cu.cc/ dropzone | admin@cu.cc
175. http://mgrezlxnswkd-alsdsmcyrthsaqkdcb7.cu.cc/ dropzone | admin@cu.cc
176. http://mgrezlxnswkd-a]sdsmcyrthsaqkdcb&cu.cc/ dropzone | admin@cu.cc
177. http://mgrezlxnswkd-alsdsmcyrthsaqkdcb9.cu.cc/ dropzone admin@cu.cc
178. http://xdcvygkiyipbkjmnds.cu.cc/forum.php?tp=86 1a283626b | source admin@cu.cc
Sfe6b
179. http://vpsuk.co.cc:53 dropzone | legal@co.cc
180, http://0dgt8xx1.co.cc.443 dropzone | legal@co.cc
181. http://1dgt8xx1.co.cc:443 dropzone | legal@co.cc
182. http://2dgt8xx1.co.cc-443 dropzone | legal@co.cc
183. http://jeronimkali23 .co.cc/nomore | 23/gate.php dropzone | legal@co.cc
184, http://lupinaval 123 .c0.cc/nomore123/gate.php dropzone legal@co.cc
185, http://tendonina.co.cc/nomore| 2/gate.php dropzone | legal@co.cc
186. http://beshenklipst.co.cc/mulq/gate.php dropzone | legal@co.co
187. http://h astlooksz.co.cc/mulq/ gate.php dropzone | legal@co.cc
188. http://linnexmandq‘co.cc/mulq/gate. php dropzone legal@co.cc
189. http://mixmunelrm.co.cc/mulq/gate.php dropzone | legal@co.cc
190, http://nrkIoopres.co.cc/mulq/gate.php dropzone | legal@co.cc
191, http://pilermansox.co.cc/mulq/gate. php dropzone | legal@co.cc
192 http://chsparkos.co.cc:8080/picl s0fs.php dropzone | legal@co.cc
193. hrtp://uybkyukn78k67rvjyro.co.cc:8080/p1'c 1s0fs.php dropzone | legal@co.cc
194, http://war9932rerew.co.cc:8080/pic 150fs.php dropzone | legal@co.cc
195. http://vpsnl.co.cc/ dropzone | legal@co.cc
196, http://vpsuk.co.cc/ dropzone | legal@co.cc
197. http://redirlsonnapking.co.cc/bot.exe infector legal@co.cc
198. http://redirrickagmentive.co. cc/redir.php dropzone | legal@co.cc
169. http://redirstregentedhosph;ngﬂ;o.cc/redir.php dropzone | legal@co.cc
200. http://vpsnl.co.cc/gate.php dropzone | legal@co.cc
201. http:/IVpsuk.co.cc/gate.php dropzone | legal@co.cc
202. http://fredxs1231 4.co.ce/point dropzone legal@co.cc
203. http://fredxsl2323.co‘cc/point dropzone | legal@co.cc
204, hrtp://fredxs12332.co.cc/point dropzone | legal@co.cc
205. http://fredxs12341 .co.cc/point dropzone | legal@co.cc
206, http://fredxs] 2350.co.cc/point dropzone | legal@co.cc
207. http://pk123pkd2er.co.cc:5788 dropzone legal@co.cc
208. http://pk124pk213er.co.cc.5788 dropzone | legal@co.co
209, http://pk125pk45er.co.cc.5788 dropzone | legal@co.cc
210. http://pk126pk245er.co.cc-5788 dropzone | legal@co.cc
211 http://hatefelony441.co.cc/confi g/bot.php dropzone legal@co.cc
, Source,
infector
212 http://1dgt8x612.co.cc.4443 dropzone | legal@co.cc
213. http://2dgt84x 13 .co.cc:4443 dropzone | legal@co.cc
214, http:/3dgt82x14.co.cc-4443 dropzone legal@co.cc
215. http://jero2nim2kali23.co.ce/bern gate/gate.php dropzone | legal@co.cc
216, http://lupi2 Inav3al123 co.ce/bern _gate/gate.php dropzone | legal@co.cc
217. http://tend4oninanos!.co.co/bern gate/gate.php dropzone Irlgggl@co.cc
218. http://onIine-zona.co.cc/engine/on.php dropzone | legal@co.cc
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219. http://thedarkzonechat.co.cc/commun ity/images/indexS.php dropzone | legal@co.cc
220, http:/fredxs123 1 .C0.cc/uugt/gate.php dropzone | legal@co.cc
221, http://fredxs] 232 co.cc/uugt/gate. php dropzone | legal@co.cc
222, http://fredxs1233 -Co.cc/uugt/gate.php dropzone | legal@co.cc
223, http://fredxs1234.co.cc/uugt/gatc.php dropzone | legal@co.cc
224, http://fredxs1235.co.cc/uugt/gate.php dropzone | legal@co.cc
228, http://fredxs1245.co.cc:3752 dropzone | legal@co.cc
226, http://fredxs1246.co.cc:3752 dropzone | legal@co.cc
227. http://fredxs1247 co.cc:3752 dropzone | legal@co.cc
228. http://fredxs1248.co.cc:3752 dropzone | legal@co.cc
229, http:/fredxs1249.co.cc:3752 dropzone | legal@co.cc
230. hnp://online—zona.co.cc/engine/nextz.php dropzone | legal@co.cc
231. http://vpsuk.co.cc/ cp/gate.php dropzone | legal@co.cc
232, http://rajbhanse.co.cc/imgges/js.js source legal@co.cc
233. http://rajbhanse.co.cc/js.js source legal@co.cc
234, http:/Attpp1.cz.cc/ 1/index.php dropzone | dominique piatti@hotmail.com
23s. http://bhood.cz.cc/spyeye/main/gate.php dropzone | dominique _piatti@hotmail.com
236. http://kzoklo.cz.cc/rr.php dropzone | dominique piatti@hotmail.com
237. http://henmonaglﬁcz.cc/em.php dropzone | dominique _piatti@hotmail.com
238. http://longenn.czcc/rr.php dropzone | dominique _piatti@hotmail.com
239. http://longemsen‘cz.cc/rrr.php dropzone | dominique piatti@hotmail.com
240. http://unifenmes.cz.cc/pis.php dropzone | dominique >_piatti@hotmail.com
241, http://refg4thu56j7ktbnm.cz.cc:8080/piclsOfs(php dropzone | dominique  _piatti@hotmail.com
242, http://eve115234858997.cz.cc/cpss/weaspp.php dropzone | dominique piatti@hotmail.com
243, http://evells234858997.cz.cc-8080 dropzone | dominigue _Diatti@hotmail.com
244, http://hostsolioo.cz.cc/cpss/webcred.php dropzone | dominique _piatti@hotmail.com
245, http://ldofoibuyas,cz.cc/forum.php?tp=8bcc822a05I89962 source dominique_piatti@hotmail.com
246. http://nbhjbyatrsd.cz.cc/forum.php?tp=02be77593f350f96 source dominique_piatti@hotmail.com
247. http://dﬁlfrghgasdf.cz.cc/forum.php?tp=9008a53a07d563Id source dominique_piatti@hotmail.com
248. http://eqrgbczbdgqer.cz.cc/indexAphp?tp=9d115d3281bf4214 source dominique piatti@hotmail.com ]
249, http://dsgjhdfgath‘cz.cc/forum.php?tp=ecl3bb967384b4a6 source dominique_piatti@hotmail.com ]
250. http://sddghdskfgjr.cz.cc/forum.php?tp=ee2€f72f535564e9 source dominique_piatti@hotmail.com |
251. http://bnhkdfghadfg,cz.cc/forum.php?tp=6998ca3120143687 source dominique_piatti@hotmail.com
252, http://jfgggggdhcvlhﬂu.cz.cc/main.php?page=2f692ﬁ98fde2d5 source dominique_piatti@hotmail.com
le
253, http://'dtfrsykdﬂofy!uolpu.cz.cc/main.php?pagc=2f692f98fde2 source dominique_piatti@hotmail com
dSle
254. http://sghdyjhdtykn'ydfg.cz.cc/main.php?page=8ef6302673céf source dominique_piatti@hotmail.com
66a
255. http://cwrhryjjfdhsrsdfc.cz.cc/main.php?page=ad89I989d1e4 source dominique_piatti@hotmail.com
ae62
256. http://ajkbgfajkdghsjkfadsfgdh.cz.cc/main.php?page-*—ZefSch source dominique_piatti@hotmail com
245d84484
257. http://kugkbqwhetcvjsdfgqer.cz.cc/main.php?pagc=6ab9084a source dominique_piatti@hotmail.com
b99¢9482
258. http://jfjfhfyhuqnbnciper.czcc/main.php?page=46df69I6c2a8 source dominique_piatti@hotmail.com —;
7d98
259. http://xwwwwhtryjqafvmjhjiouty.cz.cc/main.php?page=9647 source dominique_piatti@hotmail.com ]
286421ee3fd6
260. 360safeupdate02.gicp.net/360safe.bin infector | yezi@oray.com
261. 360safeupdate02. gicp.net/360safe.php dropzone | yezi@oray.com
262. 3apa3a.tomsk.tw/c/cfg.bin infector dm@ezar.ru
263. 3apa3a.tomsk.m/web/gate.php dropzone | dm@ezar.ru |
264, 7system.ezua.com/cfgconﬁg.ghp infector nsi@changeip.com |




265. alexej-borovickov.narod2.ru/black.bin infector | https://www.nic.ru/whois
266. | alexej-borovickov.narod2 ni/white bin infector | https://www.nic.ru/whois
267. http://asddsrtener.uni.me/led/conﬁg.php updater dominique_piatti@hotmail.com
268. | asia-euromillions.co.cc/iou/bot.exe infector | legal@co.cc

269, asia-euromillions.co.cc/iou/config.bin infector legal@co.cc

270, asia-euromillions.co.cc/iou/gate.php dropzone | legal@co.cc

271, barugen.dlinkddns.con/z/ldr.exe infector jlai@dlink.com

272. bamgen.dlinkddns,com/z/cfg‘bin infector jlai@dlink.com

273. barugen.d!inkddns‘cem/z/gate.php dropzone | jlai@dlink.com

274, berdonet2011.dlinkddns.com/2/1dr.ex infector Jlai@dlink.com

275. berdonet2011 .dlinkddns.com/z/cvfg.bin infector jlai@dlink.com

276. berdonet2011 .dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

2717, bionetlla.dlinkddns.com/2/Idr.exe infector | jlai@dlink.com

278. bionetlla.dlinkddns.com/z/cfg.bin infector jlai@dlink.com

279. bionetlla.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

280, drilng.dlinkddns.com/z/Idr.exe infector | jlai@dlink.com

281. drilng dlinkddns.com/z/cfg bin infector | jlai@dlink.com

282. drilng.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

283. honetop20.dlinkddns.com/z/1dr.exe infector jlai@dlink.com

284, honctopZO.dlinkddns.com/z/cfg.bin infector jlai@dlink.com

285. honetopZO.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

286. ivan-ivanovivanchenk.narod2.ru/black.bin infector | https://www.nic.ru/whois
287. ivan-ivanovivanchenk.narod2 ru/white.bin infector | https://www.nic.ru/whois
288. | mpout.dlinkddns.com/z/ldr.exe infector | jlai@dlink.com

289, mpout.dlinkddns.com/z/bot.exe infector | jlai@dlink.com

290. mpout.dlinkddns.com/z/cfg bin infector | jlai@dlink.com

291. mpout.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

292, botnetdown. gicp.net/winupdateze exe infector | yezi@oray.com

293, candy-models.co.cc/jobefg/cfa bin infector abuse@iana.org

294, ccleanerwithsteak.co.cc/bot.exe infector | abuse@iana.org

295, ccleanerwithsteak.co.cc/config.bin infector | abuse@jiana.org

296. cc]eanerwithsteak.co.cc/gate.php dropzone abuse@iana.org

297. choiodos.kodingen.com/tst/flower.ex infector | domains@kodingen.com
298. choiodos.kodiggen.com/tst/conﬁg.bin infector domains@kodingen.com
299, choiodos.kodigggn.com/tst/lion.php dropzone | domains@kodingen.com
300. c0000lzz.zapto.org/local .exe infector | domains@no-ip.com
301. €0000l2z.zapto.org/zs.exe infector | domains@no-ip.com

302. cpl01.sharkserve.com/cc/config.bin infector | webmaster@sysmesh.com
303. cp101.sharkserve.com/cc/gate. php dropzone | webmaster@sysmesh.com
304. dlugitarg1-10.home.pl/fod.exe infector | info@home.pl

305. dns1.nsdnsrv.com/ssl.exe infector | dfghrter@hotmail.com
306. dns|.nsdnsrv.com/xml.php dropzone | dfghrter@hotmail.com
307. domainnameprovder.cz.cc/job2/shit.e infector dominique piatti@hotmail.com
308. domainnameprovder.cz.cc/jobz/cfg.bin infector | dominique_piatti@hotmail.com
309. domainnameprovder,cz.cc/job2/exit.php dropzone | dominique piatti@hotmail.com
310. domainsrecords.co.cc/job20/exit. php dropzone | abuse@iana.org

311 domainsrecords. co.cc/job3/exit.php dropzone | abuse@iana.org

312. eewqri2.servebeer.com/w.php?f=26&e= infector | domains@no-ip.com

313. | funtime.arvixe.rw/imgs/bayy.exe infector | http://whois.webnames.ru
314. | funtime.arvixe.ru/different 1/banner.tiff infector | http://whois.webnames.ru
315. funtime.arvixe.ru/different1/banner.tiff infector | hitp://whois.webnames.ru




316. funtime.arvixe.ru/myold/gate php dropzone | http://whois.webnames.ru

317. | gameslist.got-game.org/list, php dropzone | nsi@changeip.com

318. uiodertoll.dlinkddns.com/z/Idr.exe infector | jlai@dlink.com

319. guiodertoll.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

320. guiodertoll.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

321. h2121 L.srv7 test-hf ru/bot.exe infector http://whois.webnames.ru

322. h21211.srv7 test-hf.ru/config.bin infector http://whois.webnames.ru

323, h21211.srv7 test-hf.ru/gate.php dropzone | http://whois.webnames.ru

324, hewj.i gnorelist.com/backend/recycle.bin infector | hostmaster@afraid.org

325, hewj.ignorelist.com/backend/store.php dropzone | hostmaster@afraid.org

326. hewj.mooo.com/checkout/recycle.bin infector | hostmaster@afraid.org

327. hewj.mooo.com/backend/recycle.bin infector | hostmaster@afraid.org

328. hewj.mooo.com/backend/store.php dropzone | hostmaster@afraid.org

329, http://iasderwert.aaa.ai/led/confgghp updater | jeroen@kuiper.in

330. iopyte.bget.ru/lol/pok.bin infector | https:/partner.rO1.ru/contact admin.khtml

331. iopyte.bget.rw/lol/loe.php dropzone | https:/partner.r01.ru/contact admin.khtml

332. https://titolari.cartasi.it/portaleTito]ari/js/ext/adapter/ext/ext~ embedde | angelo_dandrea@cartasi.it

base.js d js

333. kabertompo.dlinkddns.com/z/cfg.bin infector | jlai@dlink.com

334, kabertompo.dlinkddns.com/z/gate.php dropzone | jlai@dlink.com

335. koukou.mine.nuw/zadmin/bot.exe infector hostmaster@dyndns.com

336. koukou.mine.nw/zadmin/config.bin infector | hostmaster@dyndns.com

337. koukou.mine.nu/zadminiggte.php dropzone | hostmaster@dyndns.com

338. marciuxtest.co.cc/job3/shit.exe infector | abuse@jiana.org

339, marciuxtest.co.cc/jobefg3/cfa.bin infector abuse(@iana.org

340. marciuxtest.co.cc/job3/exit.php dropzone | abuse@iana.org

341. mibolyri.pisem.swprofi.bin infector | manager-pochta@relax.ru

342. microsofto.sytes.net/web/config.bin infector | domains@no-ip.com

343. microsofto.sytes.net/web/gate.php dropzone | domains@no-ip.com

344. mz.u-gu.ru/vktbot.exe infector https://www.nic.ru/whois

345. mz.u-gu.ru/config.bin infector | https://www.nic.ru/whois

346. mz.u-gu.ru/gate.php dropzone | https://www.nic.ru/whois

347. ohfansub.instantfreesite.com/game.e infector | edcSe8a9ec3d4dfa944d63el c803c3aa.protect@who
isguard.com

348. ohfansub.instantfreesite.com/update.bin infector | edc5e8a9ec3d4dfa944d63elc803 ¢3aa.protect@who
isguard.com

349. | ohfansub.i nstantfreesite.com/gate.php dropzone | edcSe8a9ec3d4dfa944d63elc803c3aa, protect@who
isguard.com

350, retomend.dlinkddns.com/z/cfg. bin infector | jlai@dlink.com

351. retomend.dlinkddns.com/z/gate . php dropzone | jlai@dlink.com

352. $130662.gridserver.com/zeus/config.bin infector | mtdomains@mediatemple.net

353. sc00d.webatu.com/00/cfg.bin infector awex@hostprince.com

354, sc00d.webatu.com/00/gate.php dropzone | awex@hostprince.com

355. serlene.serveblog.net/move/config.bin infector | domains@no-ip.com

356. serlene.serveblog.net/checkout/recycle.bin infector | domains@no-ip.com

357. serlene.zapto.org/checkout/recycle.bin infector | domains@no-ip.com

358. serlene.zapto.org/move/config.bin infector domains@no-ip.com

359. darkoansestg.zapto.org/eszsmm/sabrerry.php dropzone | domains@no-ip.com

360. servadok.server2.ew/10v3/cfg_z3u5.bin infector | eurid@websuche.de

361. servadok.server2.ew/10v3/g4t3_z3u5.php dropzone | eurid@websuche.de




L
a
@

362, ssss.everywebspace‘com/ZEUS/conﬁg.bin infector contact@myprivateregistration.com
363, ssss.everywebspace.com/ZEUS/gate. php dropzone contact@myprivateregistration.com
364, statserver.adminl63biz.ru/ statistics/optio infector | http://www.webdrive.ru/webmail/
365. statserver.admin163biz.ru/statistics/admin/statme.php dropzone | http://www.webdrive.ru/webmail/
366. thelookaround.net.atservers.net/temp/tmp/gate.php dropzone oleg@active.by
367. tr.hyundaita.com/w.php?f=16&e=0 infector hyundaita.com@domainsbyproxy.com
368. | troj.zx9.de/config bin infector | info@websuche.de
369, troj.zx9.de/gate.php dropzone | info@websuche.de
370. vdugu39.co.cc/images/logoZ.cdr infector abuse@iana.org
371. vdugu39.co.cc/images/banner. php dropzone abuse@iana.ozg
372. vitia-bolotin.narod2.ru/black.bin infector | htips://www.nic.ru/whois (historical)
373. | vitia-bolotin.narod2.ru/white.bin infector | https://www.nic.ru/whois (historical)
374, wisework.orge.pl/adminka/gate.php dropzone | pomoc@ovh.pl
, infector
375. woodyalternative.nsl .name/zs/wgate.php dropzone pomoc@ovh.pl
376. woodyalternative2.ns1 -name/zs/woody.bin infector support@changeip.com
377. zxzéé&darktech.org/zeus/gate.php dropzone leviathan@darktech.org
, infector
378. zx2666.myftp.org/zeus/builder/bot.c infector domains@no-ip.com
379. zszGG.myﬁpﬁggzeus/builder/cfgiz.bin infector domains@no-ip.com
380. zxz666.myﬂp.org/zeus/gate‘php dropzone domains@no-ip.com
381. lindenboile.cjb‘net/mind/index.php dropzone cjb@cjbmanagement.com
382. 1ongehinter.cjb.net/mind/index.php dropzone ¢jb@cjbmanagement.com
383. lresterlonhs.cjb.net/mind/index.php dropzone | ¢ ib@cjbmanagement.com
384. mikalongesti.cjb.net/mind/index.php dropzone cjb@cjbmanagement.com
385. mingerman.cj b.net/mind/index.php dropzone | cjb@cjbmanagement.com
386. rupertnn.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
387. windemmvz.cjb.net/mind/index.php dropzone | cjb@cjbmanagement.com
388. media.els2.net embedde | donaldsemrau@yahoo.com
d js
389. roncbag.cz.cc source dominique piatti@hotmail.com
390. fisixjhia.co.be source hostmaster@eurodns.com
391. mnuyspe.co.be source hostmaster@eurodns.com
392, sammy.dommel.be source support@dommel.com
393. [ 3apa3a.tomsk.tw infector, | dm@ezar.ru
dropzone
394. | Tsystem.ezua.com infector | nsi@changeip.com
395, isdfsrttygza.biz.tm updater hostmaster@aﬁraid.%
396. isdfsrttygza.cOm.li updater domein@kuiper.in
397. | moporikolis.bee.pl dropzone domeny@consultingservice.pl
, infector
398. toloveornottolove.ipg.co infector | john@johnleach.co.uk
399, adgga.co.cc source legal@co.cc
400. shop.solution-networks.de dropzone | info@x2-network.de
401. | asia-euromiilions.co.cc infector, | legal@co.cc
dropzone
402. polusuk.co.cc/best/bbbb.exe source legal@co.cc




